














REPORT OF THE 

26TH EACO REGULATORY ASSEMBLY 

HELD AT THE BANK OF TANZANIA TRAINING INSTITUTE, MWANZA, TANZANIA

3RD– 4TH JULY, 2019




   1.0INTRODUCTION

The 26thAssembly of Regulators of the East African Communications Organization (EACO) took place on 3rd to 4thJuly, 2019 at the Bank of Tanzania Training Institute, Mwanza, Tanzania. The attendance lists attached herewith as ANNEX 1.

The Assembly considered reports from the Committees and the Working Groups namely:-Legal and Human Resource and Development Committee and Finance Audit and Risk Management Committee and the seven (7) Working Groups(WG1 – WG7). The Assembly also deliberated on several other relevant regional issues in the Communications Sector.

The Assembly of Regulators noted implementation of Terms of reference (ToRs), challenges and recommendations presented by the Committees and Groups and adopted their recommendations as highlighted in this report.


2.0   OPENINGOFTHEMEETING

The meeting was officially opened by the Chairman of the Regulators Assembly Mr. John W. Daffa, Director of Licensing and Enforcement, Tanzania Communications Regulatory Authority (TCRA). 

3.0   ELECTION OFTHEBUREAU

The Bureau was formed as follows:

	Chairman
	Mr. John W. Daffa
	TCRA

	1stRapporteur
	Mr. Haruni H. B. LemanyaMurumba
	TCRA

	2nd Rapporteur
Secretariat
	Mr. Ndayahundwa Leonidas
Ms. Norah Sitati
	ARCT
EACO Secretariat



4.0 ADOPTION OFAGENDA

The Agenda for the 25th Assembly of Regulators was adopted and it is attached herewith as ANNEX II.




5.0 REMARKS FROM THE CHAIRMAN
	
The Chairperson, Mr. Francis Wangusi, represented by Mr.Ndaro Matano started by appreciating the honor of being a member of EACO and currently the Chairman of the EACO Regulatory Assembly for two years consecutively. He thanked the Tanzania Communications Regulatory Authority (TCRA) for their excellent welcome, the EACO Secretariat and all EACO Working Groups &Committees, which through their joint effort and commitment tried to achieve their tasks.
He mentioned that, in 2018, the Executive Committee of EACO considered and approved a Five Years Strategic Plan for 2018-2023 which guided the Action Plans and programs of the Secretariat and the organization in general and, in which National Regulatory Authorities are invited to participate.

The Chairman enumerated some of the achievements by EACO during his tenure including; 
· One Network Area (ONA) for the EAC region currently being implemented by the Partner States of the Northern corridor;
· Coordination of WRC-19 harmonized positions for the EAC region;
· Cross border frequency coordination for Mobile and Broadcasting Services;
· Establishment of Strategic Relationship with the East African Community (EAC) – EACO application to be a semi-autonomous institution of the EAC;
· Regional ICT projects including;- Harmonized E-waste Management, Databank, CubeSat, and Development of Policy and Regulatory Frameworks and Guidelines for the region

TheChairperson’s fullstatement is attached here asANNEX III.




6.0	MATTERS ARISING FROM THE CHAIRMAN’S COMMUNICATIONS 

There were no matters that were raised by the meeting.

7.0 	CONSIDERATION OF PROGRESS REPORTS BY THE WORKING GROUPS AND COMMITTEES


7.1.    WG1: ICTs POLICYANDREGULATORYFRAMEWORKS HARMONIZATION
Note 1:
7.1.1 The following were noted from the presentation made by WG1:-
(i) The proposed Terms of reference (ToRs) of the WG1;
(ii) The Work Plan for the period July 2018 – June 2019;
7.1.2	Challenges faced by the WG:
(i) Absence and inconsistent participation of WG members. Designated members of the WG never attend all meetings to ensure continuity and execution of the work of the WG
(ii) Lack of participation at online meetings considering that the WG has one physical meeting annually
(iii) Lack of leadership for the WG and absence of key members of the WG at meetings for example the Chair of the WG. The WG 01 Chair has not attended any meeting for these 2 years of the 3rd cycle of WGs
(iv) Country status reports have not been provided on time as indicated in the matrix for implementation of the Work plan that was last reviewed in September 2018
(v) Absence of participation of operators in the Communications Sector in WG meetings which would not only advance the agenda of WGs but also ensure a  harmonized approach to development of policy in the Communications sector
7.1.3	The report was adopted by the Assembly

The report of WG1 is here with attached as ANNEXIV.


Agreed1:

The Assembly recommends:
(i) Each country must officially designate a permanent member of the WG to ensure continuity of participation. Each country must ensure consistence in the participation of the designated member of the WG;
(ii) In event that the leadership of a Committee or Working Group is not active should be changed immediately to avoid derailing the activities of the Committee/WG. 


7.2.WG2: ICT INFRASTRUCTURE  DEVELOPMENT, CONNECTIVITY, SHARING AND DIGITAL INCLUSION.

Noted2:

7.2.1	The following issues were noted from the presentation made by WG2 Action plan: 
(i) Implementation of the planned activities including meetings that were held during the period under review;
7.2.2	Challenges faced by the WG:-
(i) Consistent and regular Participation by members.
(ii) Minimal participation from Private sector
(iii) Un-reliable connectivity during online meetings. 
(iv) Data availability issues ( no data base for the region)

7.2.3 The Assembly adopted Report of WG2
The presentation is herewith attached as ANNEX V.



Agreed2:

The Assembly recommends:
 (i) 	EACO should fast track the database project.
(ii)	Respective country RAs should take responsibility in fast tracking EACO deliverables with the working group members.

7.3	WG3:	ICT APPLICATIONS, CONSUMER PROTECTION ISSUES AND CYBER SECURITY
 Noted3:
7.3.1 The following was noted from the presentation by WG3:

(i) Guidelines on Consumer Protection in Mobile Financial Services – The draft guidelines are in its second draft and a stable draft will be ready by September 2019.
(ii) EACO Policy Framework on Child Online Safety – The draft was improved to the second draft. A stable draft will be developed by September 2019.

7.3.2 Challenges faced by WG3 were: 
(i) Low participation by member countries.
(ii) Unavailability of experts from members for both physical and online meetings.
7.3.3	The report of WG3 was adopted by the Assembly
The presentation is herewith attached as ANNEX VI.


Agreed3:
The Assembly recommends:

(i) Member countries to dedicate and facilitate its officers to the Working Groups for consistency and continuity.
(ii) Collaborate with Higher Learning Institutions in the region on new strategies of training such as introducing the Continuous Professional Development (CPD) where points and certificates are awarded to participants at each completed training. 
(iii) Explore the possibility of introducing new model of learning such as blended learning (face to face and online).
(iv) The Working Groups/Committees to have achievable TORs for the period of reporting.

7.4.WG4:	POSTAL AND COURIER SERVICESDEVELOPMENT &REGULATIONS
 Noted5:

7.4.1	The Roundtable discussion for the CEOs of Postal Operators was organised under the theme “Strategy for positioning and transforming the Postal Sector” as pre-event for the Assemblies. 

The summary of the roundtable was as follows:-

(i) Postal corporations must embrace innovation in their products and business processes in order for them to take advantage of the emerging technologies such as Big Data, Artificial Intelligence Cloud Computing, Machine Learning amongst others, to grow revenues and revenue streams. 
(ii) There is need for member states to develop and implement relevant legislation to create and enabling environment for growth of postal sector.
(iii) Postal corporations must embrace partnerships and collaborative approach for them to scale and cover new markets, for example by use of franchising model.
(iv) Postal sector personnel need to be trained in emerging technologies to ensure that the sector is always ready for to be part of the digital economy.

7.4.2	Challenges faced by the WG:-
(i) 	Postal organizations do not publicise, market and brand their activities to create more awareness to their customers;.
(i) 	Postal corporations do not embrace business models that focus on inclusion of the unreached customers. 

7.4.3 	The report of WG4 was adopted the Assembly


WG4 report is attached herewith as ANNEX VII.


Agreed 4

The Assembly recommends:

(i) Regulators to review the processes of measuring Quality of Service and procure quality measurement systems;
(ii) Members invest in National Addressing and Postcodes to enable Postal Operators and couriers to deliver last mile service efficiently and effectively;
(iii) Review the scope of Universal Postal Service benchmark with other regions such SADC, WAPCO and SAPOA;
(iv) Member countries to put in place E-commerce Policy and Legislation so as to boost postal business; and
(v) Operators, Regulators and Policy makers requested to collaborate in implementing the Postal Transformation agenda.

7.5. WG5:BROADCASTING DEVELOPMENT, SPECTRUM MANAGEMENT & MEDIA SERVICES REGULATIONS

Noted6:

7.5.1 The following were noted from the presentation by WG5:-

(i) Conducted a study on sustainability of FTA television broadcasting services;
(ii) Developed Public Consultation Document (PCD) on strategies of introducing digital sound broadcasting in EACO member states;
(iii) updated the harmonised QoS parameters for Digital Terrestrial TV broadcasting;
(iv) DevelopedPublic Consultation Document on deployment of Conditional Access Module (CAM) and a road map for migrating to interoperable digital television receivers.
(v) Proposed project concept paper for establishing a regional Cubesat (s) that will be used for the benefit of the region and provide guidance on the way forward.
(vi) Conducted cross border frequency coordination exercise within EACO Member States
(vii) Developed harmonised EACO position for WRC-19 agenda items

7.5.2 Challenges faced by the WG5:-

(i) Poor participation to WG05 meetings especially by broadcasters and Telecom Operators
(ii) Consistency in participation of WG5 members


7.5.3	The report of WG5 was adopted the Assembly.


The WG5report is attached herewith as ANNEX VIII. 

Agreed5:
The Assembly recommends:

(i) To continue with the cross border frequency coordination exercise for EACO Member States that have not yet completed the exercise
(ii) Circulation of the following documents to Member States for implementation
· Updated QoS parameters for Digital Terrestrial TV (DTT)
· Harmonised guidelines for the use of Earth Station in Motion (ESIM) within the region 
· Regulatory framework for “MUST CARRY” channels and the licensing of subscription services on all platforms
(iii) To allow WG5 to continue working on the proposed activities for the next cycle;
(iv) Each administration/Regulators to establish a meeting room with online facilities.

7.6. WG6:COMMUNICATIONS  NUMBERING PLANS, IP ADDRESSING, SERVICE PRICING & INDUSTRY ANALYSIS

Noted8:

7.6.1 The following were noted from the presentation made by the Working Group 6:
(i) Developed draft guidelines for allocation of Network Colour Codes (NCC);
(ii) Allocated Network Colour Code 7 to South Sudan;
(iii) All EACO Members states verified implementation of NCC at the border areas.
(iv) Developed draft guidelines for deployment of domain name system security (DNSSEC)
(v) Developed draft guidelines on cost oriented model for pricing of telecommunication services

7.6.2 Challenges
(i) Limited inconsistent participation from the National Regulatory Authorities
(ii) Limited participation from the operators
(iii) Limited expertise in certain fields/areas

7.6.3	The report of WG6 was adopted by the Assembly

WG6report is attached herewith as ANNEX IX.


Agreed6:

The Assembly recommends:

(i) Revise WG6  ToRs to take into account the developments in the sectors and the new areas identified that are relevant to the mandate of WG6;
(ii)Explore methods of increasing participation by both NRAs and operators;
Member states to share the unified access model for WHOIS information with ccTLDs/Registries by November 2019.
(iii)Member states should ensure full implementation of harmonized short codes
(iv)Member states should continue to identify and implement solutions that will minimize forced roaming at border points


7.7. WG7:e-WASTE& COUNTERFEIT GADGETSMANAGEMENT
Noted9:
7.7.1	The following were notedin the presentation by WG7:
(i) EACO has trained WG 7 members and stakeholders  on Green ICT and E-waste management;
(ii) The next training on E-waste Statistics is planned in Kampala, Uganda in September/October 2019 (to be conducted by United Nations University and ITU);
(iii) The E-Waste Strategy is currently at different stages of implementation by various countries. South Sudan is in the process of formalizing their National Steering Committee. Regional Steering Committee is strengthening the framework for monitoring and evaluating its implementation;

(iv) Successful awareness workshops held in Nairobi, Kenya in March 2015, Kampala, Uganda July 2017, Kigali, Rwanda in May 2018, Bujumbura, Burundi March 2019. The next awareness workshops are planned for March 2020, in Tanzania and 2021 in South Sudan. 

7.7.2	The WG7 also indicated some challenges it is facing including: - 
(i) Inadequate and inconsistent representation of service providers/operators in WG7 meetings.
(ii) Inadequate funding
7.7.3	The report of WG7 was adopted.
The WG7report is attached herewith as ANNEX X.


Agreed7:
The Assembly recommends:
(i) Approve the revised ToR on Counterfeit Gadgets Management
(ii) Approve the Working Group name change to E-waste Management and Green ICTs
(iii) EACO members are requested to continue supporting the implementation of E-Waste Strategy and active participation in ITU activities.

[bookmark: _GoBack]7.8FINANCE, AUDIT AND RISK MANAGEMENT COMMITTEE 

Noted 10:
7.8.1 The following were notedin the presentation by FinanceAudit and Risk Management Committee (FARMC):-

(i) Performedoversight of EACO Strategyregarding the delivering the Strategic Plan and focusing on value drivers;
(ii) Performed oversight internal controls particularly on Policies to enhance accountability;
(iii) Performed oversight financial earnings & expenditure to ensure sustainability of the organisation;
(iv) Oversight of financial reporting;
(v) The unqualified opinion External Audit Report and Management Letter for the year 2017/18.

7.8.2 The FARMC also indicated some challenges it is facing including:-

(i) Funding position is largely dependent on Regulators;
(ii) Delay in settlements of member contributions;
(iii) Reduced income from capacity building programs, interest income and exhibitions during Assemblies and Congress

7.8.3The FARMC was noted by the Assembly. 
7.9 LEGALAND HUMAN RESOURCES AND DEVELOPMENT COMMITTEE (LHRC) 

Noted 11:
7.9.1	The following were noted from the presentation made by the LHRC Committee:
(i) Recruitment of 3 Liaison Managers;
(ii) The Constitution was circulated and signed by members from five (5) member states namely; Burundi, Kenya, Rwanda, South Sudan and Uganda.  The Constitution is currently in Tanzania awaiting signature.
(iii) A proposal to Transport, Communications and Meteorology (TCM) of EAC to have EACO considered as a communications institution of EAC is still in progress.
(iv) The HR Manual was reviewed as per EXCOM directive and the matrix highlighting the proposed amendments and justifications will be presented to the EXCOM for consideration.
(v) Capacity building for members: Four capacity building programs were planned for the year 2018/2019; however, only two programs were conducted successfully and the other two were not conducted due to inadequate number of participants.
7.9.2 Challenges faced by LHRC
(i) Low participation in Meetings and incompatibility of HR and Legal due to different mandate. This has been addressed by sending a proposal to unmerge the Committees
(ii) A lot of time spent in recruitment exercise and review of HR Manual affected the time to implement other planned activities in the ToR;
(iii) Low participation in training  mainly due Policy Issues on travelling abroad within member states 

7.9.3 The Assembly adopted the LHRC Report
The LHRC report is attached herewith as ANNEX XI.

[bookmark: _MON_1623740025]	
Agreed 9:
The Assembly recommends:
(i) The NRAs to build a case and continue to urge the respective governments on the need to participate in  EACO training  programs  which are  not only relevant but also   practical to the sector;
(ii) EXCOM to reconsider the decision to merge the Legal and HR Committees in line with EACO Constitution and for efficiency purposes.
(iii) The need for future automation of recruitment process.

8.0SUBMISSION OF REGULATORY ASSEMBLY REPORT
This report is hereby submitted to the Congress for consideration and approval.

---------------------------------------------------		----------------------------------------------
Mr. John W Daffa				Mr. Haruni H. B. Lemanya
CHAIRMAN, 26thEACO Regulators Assembly			First Rapporteur   

-------------------------------------------------		----------------------------------------------
Mr. Ndayahundwa Leonidas					Ms. Norah Sitati
Second Rapporteur   			Liaison Manager, HRA
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EACO ASSEMBLY OF PARTIES – REGULATORY ASSEMBLY

 

ANNEX II

ASSEMBLY OF REGULATORS FROM 



3rd – 4th July, 2019



AT BANK OF TANZANIA TRAINING INSTITUTE 

MWANZA, TANZANIA





1.0. AGENDA 

		

S/N

		

A G E N D A



		1

		 Opening of the Meeting





		2

		Election of the Bureau





		3

		Adoption of the Agenda





		4

		Communications from The Chairman





		5

		Handover of Chairmanship 



		6

		Matters arising from the Chairman’s Communications





		7

		Consideration of Progress Reports by the Working Groups & Committees:



A: Working Groups



i. WG1:      ICTs Policy and Regulatory Frameworks Harmonization

ii. WG2:    ICTs Infrastructure Development, Connectivity, Sharing  and Digital Inclusion 

iii. WG3:   ICT Applications, Consumer Protection Issues & Cyber security

v. WG5:     Broadcasting Services Development, Spectrum Management and Media Services regulations

vi. WG6:    Communications Numbering Plans, IP Addressing, Service Pricing and Industry Analysis 

vii. WG7:    E-waste Management and Counterfeit Management



B: EACO Committees

i. Legal & Human Resource Development Committee (L&HRDC)

ii. Audit & Risk Management Committee (A&RMC)



		8

		Consideration and Adoption of the Report of the 26th  EACO Regulatory Assembly





		9

		Way forward for the Regulatory Assembly





		10

		Closing of the meeting
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26th EACO ASSEMBLIES

03rd -04th July 2019, MWANZA, TANZANIA

REPORT OF THE OUTGOING CHAIRMAN OF REGULATORY ASSEMBLY IN THE LAST 2018-2019





1.0  INTRODUCTION

I would like to welcome you to the EACO Assembly of Regulators 2019. It is now one year since the last Assembly, which was held on 13 –14 June, 2018 at Safari Park Hotel in Nairobi, Kenya.



In addition, this Assembly is the 26th since EACO exists and the 7th since EACO permanent Secretariat was established in Kigali, Rwanda, where it is headquartered.

My gratitude and appreciation go to all ICT Regulators for their continued support and contribution to development of the ICT sector.

I want to specifically thank Tanzania Communications Regulatory Authority (TCRA) for their excellent welcome, the EACO Secretariat and all EACO working groups & committees which through their joint effort and commitment tried to achieve their tasks.

In 2018, the Executive Committee of EACO considered and approved a Five Years Strategic Plan for 2018-2023 which guided the Action Plans and programmes of the Secretariat and the organization in general and, in which National Regulatory Authorities are invited to contribute.

The report highlights the achievements and challenges in implementations of different actions from last Assembly meeting up to now.



2.0. ACTIVITIES AND ACHIEVEMENTS FOR 2018-2019



2.1. One Network Area (ONA) for the EAC region 



One Network Area (ONA) for the EAC region is being implemented by the Partner States of the Northern corridor.



Currently, ONA is adopted by Kenya, Rwanda, South Sudan and Uganda; while Burundi and Tanzania are yet to join.

The good side of the ONA is: 

· Increased number of calls/ affordability

· Increased revenue for operators

· Ease of movement between the countries

· Increase in trade thus economic development

· A move towards regional integration



Then, we encourage all countries in process of joining to make the necessary in order to enjoy the benefit of the project.



2.2. Coordination of WRC-19 harmonized positions for the EAC region

The World Radiocommunication Conferences (WRC) are held every three to four years. The WRC reviews and if necessary, revises the Radio Regulations, the international treaty governing the use of the radio-frequency spectrum and the geostationary-satellite and non-geostationary-satellite orbits. 

WRC-19 is scheduled to take place this year from 28th October to 22 November 2019 in Sharm el-Sheilk, Egypt.

During the period EACO has held the following meeting in preparations for WRC-19:

i. Meeting in Dakar Senegal: 10th September 2017, 

ii. Meeting and workshop in Juba, South Sudan: 14th -18th May 2018

iii. Online meeting: 12th -13th September 2018

iv. Meeting in Arusha: 3th - 4th December 2018

v. Online meeting: 30th January 2019 

vi. Meeting in Dar es Salaam: 3rd -5th June 2019

vii. Joint meeting with SADC: 6th -7th June 2019



The main objective of the meetings was to deliberate on the WRC-19 Agenda Items and establish common EACO preliminary views on the agenda items.   Participants considered all the Agenda Items of WRC19 and developed preliminary positions for EACO.  These positions were presented at the ATU WG held in Gaborone Botswana 17th – 21st June 2019.

EACO positions will be further presented at meeting to the next ATU African Preparatory Meeting for consideration in August 2019 and subsequently to the ITU before the conference.

[bookmark: _Hlk12653565]2.3. Cross border frequency coordination for Mobile and Broadcasting Services 



During the 22nd Congress held on 28th July 2017 in Kampala, Uganda operators and regulators were urged to address the cross-border interference problem.  

It was agreed to develop a framework to help mitigate the interference and forced roaming at the border locations. A frame work was developed in 2017. Cross border for mobile was implemented in 2017-2018. This FY verification exercise was carried out to ensure that problem was being resolved. It was found out that the problem has been mitigated but in some cases it still exists.



Consideration for the cross-border parameters for FM was done during the FY 2018-2019.  Member states agreed to the parameters to be used at the border location.  The status is as follows:

		No.

		Border

		Status



		1

		Tanzania- Kenya

		Completed



		2

		Rwanda Burundi 

		Completed



		3

		Rwanda-Tanzania

		pending



		4

		Rwanda -Uganda

		pending



		5

		Uganda- Kenya

		pending 



		6

		Uganda- Tanzania

		pending









[bookmark: _Toc486779878][bookmark: _Toc486781236][bookmark: _Toc422157383]2.4. Establishment of Strategic Relationship with the East African Community (EAC) – EACO application to be a semi-autonomous institution of the EAC

Since its establishment, EACO has built good relationship with the EAC Secretariat. In the year 2013, EACO was granted an observer status at the EAC.

[bookmark: _Toc417298137][bookmark: _Toc418581268][bookmark: _Toc418594347]Furthermore, EACO has also signed MoU with the EAC which underlines key areas for possible cooperation and collaboration which allows EACO to participate in all EAC meetings and programmes.

Going forward, EACO has initiated the process of seeking changing status to becoming a semi-autonomous institution of the EAC. This position will enable EACO accomplished works to find the way to the policy makers for consideration and adoption.

An Ad Hoc Team comprising representatives of the National Regulatory Authorities has been established in September 2018 in order to strategize on the matter. The Ad Hoc Team made strong contributions on the EAC concept paper on the need of establishment of an EAC institution on the Communication sector.



2.5. Regional ICT projects

2.5.1. Harmonized E-waste Management

[bookmark: _Toc486779927][bookmark: _Toc486781285][bookmark: _Toc486779929][bookmark: _Toc486781287]Following EACO’s programme of harmonized E-waste Management, EACO through the WG7 on E-Waste and Counterfeit Gadgets Management and the Regional Steering Committee organized a workshop in Bujumbura-Burundi in March 2019.

The workshops aimed at:

a) Creating a multi-stakeholder awareness forum on the e-waste management challenges in the East African region.

b) Facilitating interaction and sharing of experiences on sustainable e-waste management best practices and initiatives.

c) Initiating a process for development of a harmonized sustainable e-waste management system for the East African region.



2.5.2. Databank

As one of EACO’s objectives of promoting integration through harmonization of ICT policies in the EAC region, there is a need to have a reliable source of data and enhanced data processing which will guide the planning of ICTs development and performance in the region. 

The main objective is therefore to have an EACO accessible, reliable and updated Communications data and information.

The project will provide performance measurements and growth trends for the Communications sector in the EAC region.  This database will also be used to provide information on ICT in the region to EACO members and its stakeholders in the EAC region and globally. The project is being referred to as EACO databank project.

The project is being implemented by the project team that constitutes eight representatives from the National Regulatory Authorities of the member states and EACO secretariat. 

The implementation of the project is based on: system implementation status and review of harmonized indicators.

Tender process for the procurement of the consultant to implement the databank was completed on 3rd May 2019.  The consultant who will implement the databank is Knowledge Capital. The contract between Knowledge Capital and EACO was signed on 7th June 2019



2.3.3. CubeSat

One of EACO’s objective is to promote integration and harmonization of communications sector policies in the EAC region. There is a current need to have a reliable source of data and enhanced data to enhance planning for ICTs development and performance in the region.  

The EACO Cubesat project is in line with EACO strategic plan 2018-2023 implemented under pillars “Promotion and Development of regional communications sector programs and projects” and strategic objective “Development of an EACO Cubesat”. Subsequently development of this Cubesat is part of the action plans for 2018-2019.

The EACO Cubesat Project aims at bringing together the 6 countries in the East Africa region to establish a regional Cubesat(s) that will be used for the benefit of the region. A regional Cubesat will benefit from economies of scale.



2.6. Development of Policy and Regulatory Frameworks and Guidelines for the region

[bookmark: _Hlk12650360]Through Working Groups, EACO has created multistakeholder fora for dialogue on a number of emerging ICT issues which has also facilitated collaboration among key sector players.

In this regard, the Secretariat in conjunction with the EACO Working Groups continued to contribute to ICT policy and regulatory frameworks development and harmonization process in the region by developing a number of policy guidelines and frameworks, which are at different stages. We will have an opportunity to hear about them during the progress reports which will be presented by different working groups in this Assembly.

3. Conclusion



[bookmark: _Toc390192991]I would like to thank all the members of the Regulatory Assembly for their contributions. 

I thank the EACO secretariat for its coordination role on the various EACO committees and Working groups and urge you to enhance your participation in the Working Groups and committees of our organization, EACO.

In addition, I recommend you to participate in programmes of international and regional ICT organizations in order to enhance the cooperation and take advantage of these fora.



I wish you a fruitful deliberation and assure you of effective follow up  of the agreed issues by the Chairmanship of the Regulatory Assembly.
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REPORT OF THE POLICY AND REGULATORY HARMONIZATION MEETING - WORKING GROUP 01 HELD ON TUESDAY 2ND JULY 2019 AT TCRA OFFICES IN MWANZA, TANZANIA



1. Introduction:

The meeting of Working Group (WG) one (1) was held on Tuesday 2nd July 2019 at Tanzania Communications Regulatory Authority (TCRA) Offices in Mwanza Tanzania

2. Agenda:

1. Opening of meeting

2. Introduction of participants

3. Adoption of Agenda

4. Appointment of Rapporteurs

5. Remarks from the Chairperson

6. Review of the progress on the implementation of WG 1 Terms of Reference

7. Review of WG1 Report to Congress

8. Closing of meeting





3. Introduction of participants

The meeting was attended by participants from Uganda, Kenya, Zanzibar, Tanzania and Burundi.

The list of participants is indicated in Annex 1 to this report.



4. Appointment of Rapporteur

Rita Zaramba Sekadde from Uganda Communications Commission was appointed as the rapporteur for the meeting.



5. Communication from the Chair

The Chair (the Vice Chair of the WG 01) welcomed members to the meeting and indicated that the substantive Chair of WG 01 Mr. Christopher Kemei from Communications Authority of Kenya was absent and the Vice Chair would therefore take on the role of chairing the meeting.

The Chair informed members that WG01 had last held a meeting in September 2018 and therefore the purpose of this meeting was to review the implementation of the Work plan of WG01.



6. Review of Terms of Reference of Working Group 01 

Members were informed that for the Working Group Cycle 2018-2019, Working Group 01 had met in January 2018, June 2018 and September 2018.

Members noted with concern that many of the activities in the Working Groups Work Plan had not been executed in the Period July 2018 to June 2019.

[bookmark: _Toc525140552]Members reviewed the status of implementation of the Work Plan for WG01 and amended it as follows:

Reviewed Work Plan for WG01



		No.

		TERM 	OF 

REFERENCE  

		ACTIVITIES  

		DELIVERABLE 

		TIME FRAME 

		 COORDINATOR 



		















1

		Review policies and regulatory frameworks

within the regional on

digital

Broadcasting, postal issues and subscriber registration

		a) Refinement of data collection Matrices by  the WG 01 Members

		Refined Clear Matrix for review of digital broadcasting, 

Postal 	Issues 	and 

Subscriber Registration in  member states

		September 2018

		

Completed



		

		

		b) Circulation of the refined matrices to member countries for input.

		Dispatched Matrices to relevant WG 01 Members across the Member states

		Done

		EACO Liaison Manager Regulatory Affairs.



		

		

		c) Each country to submit policy and regulatory status on digital broadcasting, Postal Issues 	and Subscriber Registration in  member states  using circulated matrices by EACO secretariat



		Country Status 

		August 2019

		





EACO Liaison Manager Regulatory Affairs. 



		

		

		d) Compilation of completed or populated country status matrices.





		Consolidated Regional Matrices

		

		



		

		

		e) WG 01 to analyse the above status in  member states including identification of good  practice and gaps  

		Draft Analysis Report  submitted to member states for review & input

		

September 2019

		



		

		

		

		Incorporation of input and generation of Draft Final Report

		Within two months of completion of draft. 

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson.



		

		

		

		Validation and adoption of final report by member states











		January 2020

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson.



		









2

		Develop 	and 

recommend harmonized regional Policy and Regulatory Framework for 

digital 

Broadcasting, 

	Postal 	and 

Subscriber registration

		a) Benchmark with the global best practices on 

I. digital Broadcasting, 

II. Postal; and 

III. Subscriber registration by the WG01 members.



		Depository of global best practice on digital Broadcasting, Postal and Subscriber registration

		January - March 2020

		All WG01 Members should share their country experiences





		

		

		b) Developing and sharing of the Benchmarking Report with WG01 Members.





		Benchmarking Report

		April 2020

		All WG01 Members



		

		

		c) Development of the draft  chapter on digital broadcasting policy taking into account the above analysis

		Draft harmonized digital broadcasting policy chapter.

		June 2020

		UCC (Uganda) and NCA (South Sudan) 



		

		

		d) Development of the draft  chapter on Postal policy taking into account the above analysis

		Draft harmonized postal policy chapter.

		June 2020

		CA (Kenya) and TCRA (Tanzania)



		

		

		e) Development of the draft  chapter on Subscriber Registration policy taking into account the above analysis

		Draft harmonised subscriber registration policy chapter. 

		June 2020

		ARCT (Burundi) and RURA (Rwanda)



		

		

		f) Amalgamation of the chapters from each country’s benchmark  into a harmonized regional Policy and Regulatory Framework for digital Broadcasting, Postal and Subscriber registration



		Draft one (1) harmonized regional Policy and Regulatory Framework for 

digital Broadcasting, 

Postal 	and Subscriber registration

		September 2020

		Secretariat -EACO Liaison Manager Regulatory Affairs 



		

		

		g) Validation of the harmonized regional Policy and Regulatory Framework for  digital Broadcasting, Postal and Subscriber registration

		Final harmonized regional Policy and Regulatory Framework for digital Broadcasting, Postal and Subscriber registration for presentation to Regulatory Assembly.









		November 2020

		Secretariat - EACO Liaison Manager Regulatory Affairs 



		







3

		

Identify and recommend any other relevant policy and /or 

regulatory framework

		a) Developing and Refinement of data collection template by secretariat

		Refined Data collection template on relevant Policy and or regulatory framework

		September 2019

		Secretariat - EACO Liaison Manager Regulatory Affairs 





		

		

		b) Circulation of the refined template to member countries for input.

		Dispatched template to relevant WG 01 Members across the Member states



		October 2019

		EACO Liaison Manager Regulatory Affairs



		

		

		c) EACO members to submit proposals on new areas that requires policy and regulatory framework development

		EACO members Proposals on policy and regulatory framework development.



		If needed

		All WG01 Members



		

		

		d) Compilation of completed or populated country status templates.

		Consolidated Regional Matrices on Areas that require policy or regulatory framework development



		If needed

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson.



		

		

		e) Analysis of the consolidated regional templates on areas that requires policy and regulatory framework development 

		Draft Analysis Report  submitted to member states for review & input





		If needed

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson.





		

		

		

		Incorporation of input and generation of Draft Final Report

		If needed

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson.





		

		

		f) 

		Validation and adoption of final report by member states (Meeting)

		If needed

		EACO Liaison Manager Regulatory Affairs and WG 01 Chairperson. 





		

4.

		Analyze 	and 

Develop harmonized positions relating to ICT policy and Regulatory frameworks under consideration in the various regional and international fora



		Identify ICT policies and 

Regulatory frameworks  

		Policies 	and 

regulatory frameworks identified 

		As and when needed

		





All Member States



		

		

		Harmonize positions 

		harmonized 

Positions 

		As when needed 

		



		

		

		Disseminate proposals 

		Proposals disseminated 

		As and when needed

		









7. Challenges of implementation of the Terms of Reference for WG 01 in the period July 2018 – June 2019

1. Absence and Inconsistent participation of WG members. Designated members of the WG never attend all meetings to ensure continuity and execution of the work of the WG.

2. Lack of participation at online meetings considering that the WG has one physical meeting and  two online meetings annually.

3. Lack of leadership for the WG and absence of key members of the WG at meetings for example the Chair of the WG. The WG 01 Chair  for has not attended any meeting for 2 years. 

4. Country status reports have not been provided on time as indicated in the matrix for implementation of the Work plan that was last reviewed in September 2018. 

5. There is need for better coordination Working group activities by the Secretariat to ensure that deliverables of the WG are executed in a timely manner.

6. Absence of participation of operators in the Communications Sector in WG meetings which would not only advance the agenda of WGs but also ensure a  harmonized approach to development of policy in the Communications sector.

 

7. Recommendations to address the challenges of the Working Group



1. Each country must officially designate a permanent member of the WG to ensure continuity of participation. Each country must ensure consistence in the participation of the designated member of the WG.

2. Working Group members should be held personally accountable by their countries for delivering on the mandate of the Working Group as assigned to them by the WG on behalf of their country.

3. Secretariat should maximize the utilization of online meeting applications (eg zoom, blue jeans etc) to ensure that Working Group information is available for all meetings and online meetings are scheduled on time with sufficient information.

4. EXCOM should consider changing the Chair of WG 01 to ensure effective leadership and  coordination in the WG since absence of a Chair has  affected the execution of the mandate and Terms of Reference  of the WG.

5. The Members of the WG must ensure that they submit in a timely manner the submission of country status reports to enable the Secretariat coordinate the same before the WG meetings.

6. EACO Secretariat should coordinate and follow up with WG resolutions and requests for information to ensure that WG tasks are executed in a timely manner.

7. EACO should encourage Operators in the Communications sector to actively and consistently participate in WG meetings.





 

8. Any Other Business

The Working Group received the Lead Economist in the Africa Chief Economist’s Office from  the World Bank Mr. Mark Dutz.

Mr. Dutz shared with the WG World Bank’s projects in the Information Communications Technology sector with specific reference to the harmonization of laws and regulatory policies  in the East African region.

Mr. Dutz agreed to share with the WG the information that World Bank has collected (concept note and model) so that members can provide comments and input into the study to be launched. 

He informed members that the input from EACO and Operators would be vital in enriching the proposed study by World Bank since this information shall focus on both the cost and demand sides of the communications terrain.

Members of the WG advised that World bank should consider development of a questionnaire specific to the information required including a clearly defined outcome of the analysis of the data collected thereafter. 

Members also advised that the preliminary investigation should assess the studies that have already been done and the recommendations thereof before the World Bank study can proceed.

This proposed World Bank study should also consider the areas where harmonization can or can not be achieved based on the preliminary information collected from EACO and regional operators.



9. Closing of the meeting

There being no other business for the WG 01, the meeting ended at 04.30pm

…………………………………………………. 							…………………………………………

CHAIR 											RAPPORTEUR 

Ndayahundwa Leonidas											Rita Zaramba Sekadde





ANNEX 1



		

		Name 

		Institution



		Country



		1.

		Ndayahundwa Leonidas

		Agency for Regulation and Control of Telecommunications (ARCT)



		Burundi



		2.

		Rita Zaramba Sekadde

		Uganda Communications Commission (UCC)



		Uganda



		3.

		Stella Kipsaita

		Communications Authority of Kenya (CA)



		Kenya



		4.

		Karimi Ruria

		Safaricom       

            

		Kenya



		5.

		Lorna Nyandat

		American Tower Corporation (ATC)



		Kenya



		6.

		Omar Said

		Zanzibar Broadcasting Commission



		Zanzibar



		7.

		Godliving Kessy

		Tanzania Communications Regulatory Authority (TCRA)



		Tanzania 



		8.

		Baluhye Kadaya

		Tanzania Communications Regulatory Authority (TRCA)



		Tanzania 



		9.

		Alexis Sinarinzi

		East African Communications Organization (EACO) 



		EACO – Kigali, Rwanda



		10.

		Mark Dutz

		World Bank



		Washington DC, United States of America
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ICT INFRASTRUCTURE DEVELOPMENT, CONNECTIVITY, SHARING AND DIGITAL INCLUSION



3rd  JULY 2019
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Background

2



WG02+WG05=WG02



Our mandate is to study and/or deliberate issues on Infrastructure development, Connectivity, sharing and Digital inclusion within EACO Member States. 
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Objectives



Research and Identify infrastructure gaps.



Propose solutions and formulate regulatory frameworks to close the gaps. 



Infrastructure  covers both passive and active











Study EAC communication infrastructure and identify gaps in terms of regulatory framework, (policies, laws, regulations and guidelines),technological developments, accessibility and operational issues including connectivity, infrastructure sharing and vandalism. 
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Time frame



2 years;

(June 2017- June 2019)



6 Meetings

Jan-18 Arusha

Mar-18 Online

Sept -18 Arusha

Jan-19 Online

Mar-19 Online

Jul -19 Mwanza
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Total allocated: 17

 

Merged into 9



Broken down into activities.



Baselines & deliverables established.



Time lines set.



Responsibilities assigned.

Work- planning
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Achievements

				

		1) Factors  and recommendations to address infrastructure vandalism		Document ready;
submitted to secretariat 

		2)  Best operational practices on IP infrastructure networks		Document ready;
submitted to secretariat 


		3) guidelines to promote peering and interconnection in the East African region
		Document ready;
submitted to secretariat 


		4) Guideline and toolkit for Universal Access and digital inclusion		Document in draft form;
A few edits required
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Achievements

				

		4) Guidelines for cross border interconnection in the region. 		Document in draft form;
Ratification-EAC

		5) Forum on Community networks and Reaching the unserved		Forum organized in sept 2018 in Arusha with support from Association for progressive Communication- APC

		6) Forum on peering and Interconnect		Forum arranged with presenters from AFRINIC & ICANN-  July  2019 Mwanza 









7



Challenges





Consistent and regular Participation by members.

-EACO invites should come with specific names for the working group members and expertise.

-EACO secretariat should assist working groups in following  up  with member states to close open TORs

-Respective country RAs should take responsibility in fast tracking EACO deliverables with the working group members.



2)   Minimal participation from Private sector

-EACO secretariat to establish reasons and recommendations on increasing private sector participation.

Assess  the membership level of the private  sector vs the RA to ensure that the Role of RA is enhanced ( shouldn’t be equal membership)



3) Un-reliable connectivity during online meetings. 

-RAs to ensure dedicated capacity and facilities during online meetings



4) Data availability issues ( no data base for the region)

 -EACO should fast track the database project.
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ToR Status

		SN		TOR		STATUS

		1		To review the existing communication infrastructure facilities in all the EAC Partner States and make recommendations on how to address the identified infrastructure and connectivity gaps or challenges in the region. 		Draft document  with recommendations developed
Shared with member states for further review
 

		2		To develop Guidelines for cross border interconnection in the region. 		Draft Guidelines have been developed awaiting ratification at EAC
EACO Secretariat tracking the progress.
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ToR Status

		SN		TOR		STATUS

		3		To define and identify critical facilities in communications networks for the EAC region. 		Member states have shared  List of  critical infrastructure in respective countries.
Pending; guidelines for the management of this critical infrastructure

		4		To establish factors that cause vandalism of communication infrastructure and how the problem can be addressed. 		Document ready and submitted to secretariat.
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ToR Status

		SN		TOR		 STATUS

		5		Develop a guideline and toolkit for Universal Access and Service		Draft document  with recommendations developed
Shared with member states for further review


		6		To develop strategies and guidelines for achievement of digital inclusion in the region. 		
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ToR Status

		SN		TOR		 STATUS

		7		Establish guidelines to promote peering and interconnection in the East African region		Document ready and submitted to secretariat.


		8		To make recommendations on best practices for systems/network management issues within the region		Review, recommend and share the relevant documents especially from ITU-T and ITU-D Study Groups on best practices for systems/network management.
      (on going)









12



ToR Status

		SN		TOR		 STATUS

		9		To coordinate and follow up the work of the relevant ITU Study Group(s) and facilitate the development of regional recommendations or contributions relating to the work of  ITU Study Group(s) or other relevant international and regional organization		Identify ITU Study Group that mirrors similar work to WGO2 and harmonize positions where possible

EACO secretariat members attended ATU workshops on WTSA

ITU papers have been shared among the working group members.

      This an ongoing activity.
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Status in detail



Refer to the attached Matrix
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ANNEX 1: MATRIX ON WG02 TERMS OF REFERENCE 





WG02: ICT INFRASTRUCTURE DEVELOPMENT, CONNECTIVITY, SHARING AND DIGITAL INCLUSION


			TOR


			BASELINE


			ACTIVITIES


			DELIVERABLES


			TIMELINE


			RESPONSIBLE





			STATUS





			1. To review the existing communication infrastructure facilities in all the EAC Partner States and make recommendations on how to address the identified infrastructure and connectivity gaps or challenges in the region. 


			The  Co-location and Infrastructure Sharing document covers the following:


· List of facilities for infrastructure sharing is provided 


· Infrastructure sharing guidelines provided


The gaps in the document include the following : 


· Lack of clear mandate on regulations to ensure infrastructure sharing


· Infrastructure sharing models are not analysed


· Strategies not identified


			· Develop and recommend models for  active and passive infrastructure sharing


· Obtain the status of  infrastructure sharing/guidelines in Uganda and Burundi


· Identify challenges  and propose solutions on infrastructure sharing 





			Revised report on co-location and Infrastructure Sharing Guideline 


			30th April 2019


			Sospeter -Ndelema – TCRA


			Draft document received from Tanzania.


Members below to fill the gaps in the document by October 2019











Ug: Kenneth  Tweheyo


Ke: Paul Kiage


BRI- Apollinaire


RW-Christian


SSD: Cholmayen





			2. 


			


			


			


			


			


			





			3. To develop Guidelines for cross border interconnection in the region. 


			EAC Cross border interconnection Regulation document





This TOR is being taken up by EAC


			Obtain status and timeline of this activity from EAC








			N/A


			N/A


			EACO Secretariat


			Await feedback from EAC.


EACO secretariat to follow up with EAC for status update of the document and date of the taskforce meeting at EAC 











			4. To define and identify critical facilities in communications networks for the EAC region. 





			Not yet developed


			· Identify critical facilities and reasons why they are critical


· Provide guidelines on management of critical infrastructure


			Critical telecom infrastructure document that covers 


· List of identified critical infrastructure


· Guideline for management of critical infrastructure


			30th November 2018


			Issaya Tabagi Ernest (TTCL)


Justin Rugondihene ( RURA)





			Feedback received from Kenya, Tanzania and RICTA on list of critical infrastructure.


Pending inputs from Burundi, South Sudan and Uganda.


Kenya  provided principals that can used as a guide for the guideline document.











Tanzania( Ernest Isaaya) to compile current submissions by Sept 2019








			5. To establish factors that cause vandalism of communication infrastructure and how the problem can be addressed. 





			Curbing the Communications Infrastructure Vandalism Vice in the East African Community





The document covers 


· Causes and effects of vandalism


· Legal provisions of vandalism


· Measures to overcome vandalism


· Reviewed the regulations in Member states





			Secretariat to officially circulate the approved document to the regulators and request them to pass it to the sectors


			Curbing the Communications Infrastructure Vandalism Vice in the East African Community


report communicated to NRAS 


			28th February 2018


			EACO Secretariat


			Document available on EACO website.


EACO to share document to members for any inputs








TOR concluded





			6. Develop a guideline and toolkit for Universal Access and Service


			Information on guideline and toolkit for Universal Access and Service from previous WG02 to be obtained from Mr. Kessy and Mr. Ulanga.


			To review Universal Service Policies and their implementation in the EAC Member States. 


			Universal Access and Service guideline and toolkit


			30th November 2018


			Kenneth Tweheyo (UCC) and Mathieu Ntegano (RURA)


			Final document  expected from Rwanda (Mathew) by Sept  2019











 





			


			


			To harmonize Universal Service policies in the region. 


			


			


			


			





			


			


			To analyze the challenges faced by Universal Service/Access Funds in the region. 


			


			


			


			





			7. 


			


			To develop a Universal Service Access Tool kit for the region. 


			


			


			


			





			8. To develop strategies and guidelines for achievement of digital inclusion in the region. 


			Basic guidelines and strategies for digital inclusion   is available but needs to be improved.


· Digital inclusion has been defined


· Barriers to digital inclusion listed


The following are lacking in the document 


· Targets and timelines


· Strategies for achieving the targets





			· Identify the problem statement,


· develop strategies


· issue guidelines   


			Strategy document 


			30th April 2018


			Mathew Ntegano (RURA)


			WG2 members agreed to handle issues of digital inclusion under TOR5 on universal service access fund.


Ensure the document aligns TOR5 and TOR6


Feedback expected from Rwanda  by Sept 2019








			9. Establish guidelines to promote peering and interconnection in the East African region





			Study report on status of peering and interconnection in the region


			Secretariat to share recommendations of the study with NRAs request them to pass it to the sectors


			Study report on status of peering and interconnection in the region communicated to NRAS


			11th October 2018


			EACO Secretariat


			This was done and document circulated to members and availed on EACO website. 


Recirculated to members for review.








TOR closed





			10. 


			


			identify best current operational practices on IP Networks


			A document on best current operational practices on IP Networks


			12th October 2018


			Ghislain Nkeramugaba (RICTA)


			This documentation was availed to WG2 members.


Recirculated to members for review.








TOR Closed





			


			


			Stakeholders forum on Peering and Interconnection


			Forum conducted


			30 June 2018


			Ghislain Nkeramugaba (RICTA)


			Forum to be included in the program for congress planned for June 2019 in Tanzania.


This is WIP as plans are being made for congress.


Speakers from AFRINIC & ICCANN available for Mwanza forum





			11. To make recommendations on best practices for systems/network management issues within the region


			ITU-T and ITU-D Study Groups documents on best practices for systems/network management are available for reference and benchmarking


			Review, recommend and share the relevant documents 


			Shared documents 


			Continuous up to 30 June 2019














			Apollinaire Bigirimana (ARCT)


			This TOR to be reviewed further and differed to the new WG cycle





			12. To coordinate and follow up the work of the relevant ITU Study Group(s) and facilitate the development of regional recommendations or contributions relating to the work of this ITU Study Group(s) or other relevant international and regional organization.


			ITU-T and ITU-D Study Groups are available for reference and benchmarking


			Identify ITU Study Group that mirrors similar work to WGO2


			Reports from ITU


			30 June 2019


			EACO


			Invitation to ITU-D was shared to the members.


Members encourage to attend ITU-D and provide input to the questions under study group 1


Burundi to provide report on the SG meetings 


EACO attended WTSA and WTDC represented working group at ATU workshop. 


EACO secretariat to share Regional initiatives for Africa


[bookmark: _GoBack]





			


			


			Liaise with ITU study groups and develop harmonized positions where possible


			List of identified issues to be harmonized
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EACOWORKING GROUP TWO REPORT ON TOR1 



REVIEW OF THE EXISTING COMMUNICATION INFRASTRUCTURE FACILITIES IN EAC PARTNER STATES











1.0 Introduction







During the working group two meeting held from 29th -31st January 2018 in Arusha, it was agreed to review the existing communication Infrastructure facilities in all the EAC Partner states and make recommendations on how to address the identified infrastructure and connectivity gaps or challenges in the region. On that note, the group worked on the requirement and prepared this report in line with Terms of Reference number one of EACO WG2. The report is organized as follows:



1.0 Legal and Institutional environment in EAC Partner states



2.0 Optical Fibre Infrastructure and Connectivity



3.0 Relevant Statistics on Infrastructure development and Connectivity



4.0 Infrastructure Connectivity gaps and challenges



5.0 Recommendation on how to address the infrastructure connectivity gaps 











2.0 Legal and Institutional environment in EAC Partner states







Aspects considered under Legal and institution environment are: Privatization of the incumbent operator; ICT regulatory Framework, Existing regulations/guidelines on infrastructure facilities; licensing Framework; local ownership requirement and Infrastructure licensing procedures for undersea cables.



LEGAL AND INSTITUTIONAL ENVIRONMENT REGIONAL MATRIX



				ASPECTS



				                                                                   STATUS







				



				Burundi



				Kenya



				Rwanda



				Tanzania



				Uganda







				Privatization of the incumbent Operator, 







				In Progress



				Completed in 2008



Government share 30%



















				Done in 2004 



 Government share 0%. 



For national backbone, a Joint venture was recently set up to manage the national backbone with Government of Rwanda 49% and Korea Telecom 51%. However there is No requirement in legislation for a minimum shareholding by the Government.



 



				Completed in 2001 Government share 65%. But now (from 2015), the Government share  is 100%



				Completed in 2000 



Government share 31%







				ICT regulatory framework (converged or not)



				Not yet converged



				Converged



				In the process of conversion







				Converged



				Converged







				Laws 







Regulations/guidelines







Existing regulations/guidelines on infrastructure facilities















				1997 Presidential Act







·  Licensing



· Type approval



· Enforcement 



· Interconnection



· Spectrum management 











				KICA (Amendment) Act, 2013, ICT master plan is complete and set to be launch before end of June 2014, while ICT guidelines and standards have been developed.







Currently all the Regulations  are being reviewed in line with the Amended Act:







· Licensing



· Spectrum management 



·  Type approval 



· Competition regulations 



· Enforcement 



· Interconnection 



· Tariff regulation 



· Universal access 



· Consumer protection



· Installation and maintenance regulation



· Quality of service 



· Access and facilities regulations







				Laws established in 2001-Ministerial  Orders 



· Licensing 



· Type approval 



· Spectrum management 



· Enforcement 



· Interconnection 



· Tariff regulation 



·  Universal access 



· Importation and distribution of electronic equipment



· Guidelines on infrastructure sharing (tower, dark and duct fiber) established in 2009 and revised in 2011.











				EPOCA, 2010 (Act No. 3/10)







Regulations



· The Electronic and Postal Communications (Access, Co-location and Infrastructure Sharing) Regulations, 2018.







				A new Act was enacted in 2013 and currently a review process of the regulations below is still ongoing.







1997 



· Licensing 



· Type approval 



· Spectrum management 



· Fair  competition  regulation



· enforcement 



· Interconnection 



· Tariff regulation 



· Universal access



 











				Licensing framework in general Annex the infrastructure providers







				Vertical service specific



· Fixed



· Mobile



· ISP



· Infrastructure















				Technology neutral unified license







· Infrastructure (NFP TIERS I,II,III)



· Applications Service Provider



· Content Service Providers







Market



· National 



· International



· Local- loop







				Vertical Service specific



· Fixed



· Mobile



· ISP



· The new ICT bill will consider:



·  Infrastructure



· Service



· Application 



· Content Licenses



				Converged



· Network Facilities



· Network Services



· Applications Services



· Content services



Market segmentation



· International



· National



· Regional



· District



(Infrastructure providers Annex 1)







				Unified



· Public Infrastructure provider (PIP)  licenses are being issued.



This cuts across telecom & broadcasting











				Local Ownership requirements



				Not required



				Local ownership 20% but can be waived by Government



				Not required (No ownership requirements)



				Not a required



				Not required







				Infrastructure licensing  procedures-



· Who issues license



· How is the license issued







· Duration for acquiring the license







· Duration of license







				Presidency  of the republic issues licenses







First come first served- Applications











Not specified















15 years







				



Regulator







First come first served + beauty contest







3 months







15 years +10 years in some categories







 



				Minister for communications on advice of the Regulator







Tendering process







 No specific time as the tender may take long







15 years







				Regulator















Auctioning 















60 days















25 years



				Minister & Regulator







Beauty Contest



















190 days















15 years (to be provided)







				Licensing requirements for undersea cables.







				· Network facility license conditions



				Landing Rights authorization



Pre- entry



Open access



Create more competition



Post –entry



Open access framework







Collocation



Freedom of choice of backhaul users







Ownership requirement exempted











				Network facility license conditions. No License has been issued up to date.



				Network facility license conditions



				· Network facility license conditions 



















2.0	Optical Fibre Infrastructure and Connectivity



Aspects considered under Optical Fibre Infrastructure and Connectivity area National Backbone capacity; National Backbone capacity; Ownership; National Backbone connectivity at borders points; Date of connection completion and redundancy and restoration arrangements; management of national backbone infrastructure; rights of way; cross boarder interconnectivity procedures, 



STATUS MATRIX OPTICAL FIBRE INFRASTRUCTURE & CONNECTIVITY as of December 2018



				



				PARAMETERS



				STATUS







				



				



				Burundi



				Kenya



				Rwanda



				Tanzania



				Uganda







				1



				National Backbone capacity (public & private)



(Subject to definitions of specific countries)



				Initial capacity – 10Gbps



				10Gbps- to get from annual report



				10Gbps







				200Gbps 



				To be provided







				2



				Coverage Annex (length in Kms, towns/regions connected. (2G,3G, 4G)



(Maps to be annexed)



				1180 Km of length had already done



15provinces







				Phase I of NOFBI: 4,300KM covered.



PHASE II to cover 1600KMS, and starts May 2014 to connect all the remaining 16 counties, and three buildings at each county headquarters.



				All 30 disctricts covered plus Kigali metropolitan area + all 9 borders linking Rwanda to Uganda, Tanzania, Burundi and DRC



				24,928 Kms of Optical Fibre



				To be annexed 







				3



				Ownership  - Private, public or both



				Public and Private



				Public and Private



				Public Private Partenarship (GoR and Korea Telecom)



				Public and Private



				Public and Private







				4



				National Backbone connectivity at borders- points of border connection, synchronization



				· Ruhwa 



· Kobero



· Mugina (Makamba)



· Kanyaru haut



· Gatumba



· Gasenyi (Kirundo)



				· Namanga 



· Isebania



· Busia



· Malaba



· Taveta



· Holoholo











				



· Rusumo Already connected to TZ



· Kagitumba Waiting UG



· Katuna Already connected to UG



· Cyanika Waiting UG



· Goma Waiting DRC



· Bukavu Waiting DRC



· Akanyaru Already connected to BU



· Nemba Already Connected to BU



· Bugarama Waiting BU







The next steps is connect remaining institutions and household either with Fiber or wireless











				· Mutukula - Uganda



· Horohoro - Kenya 



·  Rusumo - Rwanda



·  Sirari - Kenya



· Kabanga - Burundi



· Manyovu - Burundi



·  Tunduma- Zambia



· Kasumulo – Malawi



· Namanga – Kenya



Service providers connected are in Rwanda, Burundi, Malawi ,Uganda, Kenya and Zambia



				· Malaba



· Busia



· Katuna



(updated boarder points will be awailed)







				5



				Date of connection completion ( dates of national backbone (phases)



				Phase 1 -2013



Phase 2 – sept 2014



				Phase 1 Dates



Phase 2. 



				Phase 1 completed in 2010







				Phase 1 June 2010 and Phase 2 June 2012



				Phase 1-



Phase 2-



Phanse 3- on going.







				6



				Redundancy and restoration arrangements



				Meshed network



				Multiple separate fibers







				Ringed circuits (7 rings) (To check)



				Ringed circuits(3 rings-Northern, Southern and Western Rings)with IP-MPLS Network











Planned 27 maintenance centers and 2 Network Observation Centers(NOC)



				Ring network 







				7



				Management of national backbone infrastructure



Government /Agency/ private



				Operation & Management are managed by Burundi backbone system under PPP arrangement.







				Operations & Maintenance under TKL (under review)



				 PPP with general management left to KT



				TTCL Corporation appointed as  backbone Manager on behalf Government so manages O&M activities.



				Operation & management managed by PPP







				8



				Rights of way issues (members to avail information on how rights of way issues are conducted in their countries)



 (this shd provide some recommendation)



				No policy



No rules and regulations.



				Existing laws, under the county government. Open Access guidelines being developed.







				Existing laws. 



a. On public land, application is addressed to Regulator who in charge search authorization from other involved government institutions and then the regulator will provide authorization and supervise execution



b. On Private land



Operators secure agreement with land owner then apply to Regulator.



Regulator send request to concern district if no other activity are planned in that area. If OK then regulator issues authorization.











				No policy – will add on this



				Provisions in the Communications Act







				9



				Cross boarder Inter-connectivity procedures/requirements



				(to be confirmed later)



				Not in place. Currently, operators enter commercial agreements.



				Not provided in the legislation. Left to operators themselves











				To sign MoU with NICTBB.



				Not in place







				10



				Open access 



a) Regulations on open access



b) Technology neutrality







				Regulations on open access developed







				Open Access Guidelines being developed



				Open access and Technology neutrality: Yes



				Technological neutral







Regulation on access, co-location and infrastructure sharing



				Not in place







				11



				Procedure for cross boarder interconnection (no man’s land connection)







				Procedure for cross boader interconnection in place



				No procedure in place. A special Agency vehicle proposed



				In No man’s land The regulator has been giving authorization  subject to informing Immigration and emigration



				



To sign MoU



				No procedure in place







				12



				Leasing dark fibres, micro-ducts, ducts(policy existence, existing dark fibre, micro-duct, ducts leasing arrangement)



				No procedure in place



				No procedure in place.



				Leasing infrastructure is mandatory in our legislation except in some specific cases provided in the legislation 



				Not yet approved at the Backbone. Metro is approved



				No procedure in place







				



				KEY



Information



				Information to be provided or confirmed



				



				



				



				



































MAPS SHOWING FIBRE ROUTES IN EACO REGION AS OF DECEMBER 2018
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3.0	Relevant Statistics on Infrastructure development and Connectivity







Relevant Statistics on Infrastructure Development and Connectivity are presented in table below; 







				Indicators



				



				



				Kenya



				Tanzania



				Uganda



				Rwanda



				Burundi







				



				frequency



				unit



				



				



				



				



				







				Population of the country



				



				



				



				54,199,163



				



				



				







				Population density (per sq km)



				



				



				



				57



				



				



				







				Telephone subscribers (X 1000) 



				



				



				



				43,621.5



				



				 



				







				Fixed telephony ( X 1000)



				



				



				



				124.24



				



				



				







				Mobile telephony ( X 1000)



				



				



				



				43,497.26



				



				



				 







				Internet Subscribers ( X 1000)



				



				



				



				22,298.57



				



				



				







				Internet users ( X 1000)



				



				



				



				23,142.96



				



				



				







				International  bandwidth ( Submarine cable in Mbps)



				



				



				



				



				



				 



				 







				International  bandwidth (Satellite in Mbps) 



				



				



				



				



				



				



				







				Mobile Teledensity (% population)



				



				



				



				81%



				



				



				







				Area coverage by 2 G network (%)



				



				



				



				66%



				



				



				







				Area coverage by 3G network (%)



				



				



				



				14%



				



				



				







				Area coverage by 4G network (%)



				



				



				



				<14%



				



				



				







				Population coverage by 2G network (%)



				



				



				



				94%



				



				



				







				Population coverage by 3G network (%)



				



				



				



				45%



				



				



				







				Population coverage by 4G network (%)



				



				



				



				







   25%



				



				



				







				Boadband subscriptions ( >256 Kbps)



				



				



				



				861,233



				



				



				







				TV penetration



				



				



				



				5.1%



				



				



				







				



				



				



				



				



				



				



				







				



				



				



				



				



				



				



				



















4.0	Infrastructure Connectivity gaps and challenges



Challenges associated with existing communication facilities in the EAC partner states includes the following;



i. Lack of clear mandates on regulations to ensure infrastructure sharing



ii. Lack of Infrastructure sharing models 



iii. Infrastructure sharing strategies are not identified



iv. Lack of identified critical facilities in Communications networks for regional



v. Vandalism of communication infrastructure 



vi. Limited information on infrastructure connectivity 



vii. Un harmonized Policy differences on ICT



viii. Lack of common standards



ix. Maintenance on of infrastructure facilities in no-man’s land



 



5.0	Recommendation on how to address the infrastructure connectivity gaps



In order to address the above named challenges we do recommend the following:-



i. To review existing Infrastructure regulations and guidelines  in order to provide for clear mandates or obligations for infrastructure sharing by communication service providers



ii. EAC Partner states to  jointly develop the best infrastructure sharing models to  be adopted by all member states



iii. To develop infrastructure sharing strategy



iv. To make rules to protect infrastructure from Vandalism. Also to have coordinated approach to utilization of right of way



v. Develop Memorandum of Understanding (MoU) to facilitate information sharing between member states



vi. To harmonize ICT policies, laws, Regulation, rules, guideline and standards within the region  
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THE BURUNDI COVERAGE  NETWORK




PHASE 1 connects three border points




It consists of an IP node in Bujumbura;




STM-64 ring between five Major cities;




And a ring of STM-4 between the other towns on the route









PHASE 2 connects the Southern border with Tanzania




It consists of STM-4 and STM-16 Rings;




And Microwave Hop that closes the Eastern ring .





PHASE 3 covers the West and connects Bujumbura at the border of the DR Congo and the last border point with Rwanda




It consists of STM-4 and STM-16 Rings;




And four Microwave Hops close Northwestern Ring.
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[bookmark: _Toc357884029]Preamble



WHEREAS The Republic of Burundi, the Republic of Kenya, the Republic of Rwanda, the Republic of South Sudan, the Republic of Uganda, and the United Republic of Tanzania (hereinafter referred to as “the Partner States’’), are Parties to the Treaty for the Establishment of the East African Community (hereinafter referred to as “the Treaty”); 



AND WHEREAS in their Addis Ababa declaration on information and communication technologies in Africa, The Heads of State and Government of the African Union, meeting in the Fourteenth Ordinary Session of the African Union Assembly on 31st January 2010, undertook to strengthen national programs and regional cooperation for the development and interconnection of broadband infrastructures and the deployment of Regional Internet Exchange Points (RIXP);



AND WHEREAS the Ministers responsible for East African Community affairs of each Partner State (hereinafter referred to as “the Council”), signed and approved the East African Community Protocol on Information and Communications Technology Networks (hereinafter referred to as “the Protocol”) in Kigali, Rwanda on 23rd August 2013, with the objective of promoting the availability, affordability and quality of information and communications technology within the Community;



AND WHEREAS under the provisions of subparagraph 2(a) of Article 4 of the Protocol, the Partner States shall promote cross-border interconnection and interoperability of networks;



AND WHEREAS under the provisions of subparagraph (a) of Article 6 of the Protocol, in the implementation of this Protocol, the Partner States undertake to promote the achievement of universal access, especially the linking of islands and landlocked states;



AND WHEREAS under the provisions of subparagraph (b) of Article 6 of the Protocol, in the implementation of this Protocol, the Partner States undertake to ensure security and quality of communications;



AND WHEREAS under the provisions of Article 9 of the Protocol, the Council shall from time to time make regulations, issue directives and make decisions as may be necessary for the effective implementation of the Protocol;



AND WHEREAS:



(a) under the provisions of subparagraph (b) of Article 99 of the Treaty, the Partner States shall improve and maintain inter-connectivity and modernize equipment to meet the common standards required for efficient telecommunications traffic within the Community;



(b) under the provisions of subparagraph (c) of Article 99 of the Treaty, the Partner States shall harmonize and apply non-discriminatory tariffs among themselves and where possible, agree on preferential tariff treatment applicable within the Community;



AND WHEREAS:



(a) under the provisions of paragraph 1 of Article 14 of the Treaty, the Council shall be the policy organ of the Community;



(b) under the provisions of subparagraph 3(d) of Article 14 of the Treaty, for purposes of paragraph 1 of this Article, the Council shall make regulations, issue directives, take decisions, make recommendations and give opinions in accordance with the provisions of the Treaty;



(c) under the provisions of Article 16 of the Treaty, subject to the provisions of the Treaty, the regulations, directives and decisions of the Council taken or given in pursuance of the provisions of the Treaty shall be binding on the Partner States, on all organs and institutions of the Community other than the Summit, the Court and the Assembly within their jurisdictions, and on those to whom they may under the Treaty be addressed;



RECALLING that the Program on Infrastructure Development in Africa (PIDA) has further highlighted in its priority action plan, the importance of establishing Internet Exchange Points (IXPs);



NOTING that service providers in the EAC region  pay transit providers to exchange intra-regional traffic. This is both a costly  and inefficient way of handling intra-regional Internet traffic;



CONSIDERING that the African Union Commission (AUC) signed an agreement with the Lead Financier (Luxembourg Agency For Development and Cooperation) for the implementation of the African Internet Exchange System project with funds from the EU- Africa Infrastructure Trust Fund and the Government of Luxembourg;



CONSIDERING FURTHER that the aim of AXIS Project is to support the establishment of National IXPs, RIXPs and Regional Internet Carriers (RICs) to promote the exchange of intra-Africa internet traffic within the continent;



NOTING that one of the planned activities of the project is the development of Regional Interconnection Policies and Regulations; 



CONSCIOUS of their individual obligations and commitments under the Treaty and under other regional and international agreements; 



RECALLING the objectives of the Community to develop policies and programs aimed at widening and deepening cooperation among the Partner States in the economic and social fields; 



AGREE AS FOLLOWS: 



[bookmark: _Toc357884030]Citation



1. Citation



(1) These Regulations may be cited as the East African Community Interconnections Regulations, 2017.



(2) These Regulations shall commence on a date to be appointed by the Council and different dates may be appointed for different parts of the Regulations.



[bookmark: _Toc357884031]Interpretation/Definitions



2. [bookmark: _Ref356561632]Interpretation



In these Regulations, unless the context otherwise requires— 



“Community” means the East African Community established by Article 2 of the Treaty;



“Council” means the Council of Ministers of the Community established by Article 9 of the Treaty;



“Cross-Border Broadband Interconnection” means the Interconnection between broadband networks operators domiciled in two different Partner States;



 “Fiber Optic Networks” means ICT Networks consisting of optical fiber links operated for the primary purpose of carrying packet-based traffic including Internet;



“Information and Communications Technology (ICT) Networks” has the meaning established in the Protocol;



“Interconnect Service Provider” means the Service Provider whose network is providing the Interconnection;



“Interconnecting Service Provider” means the Service Provider whose network is seeking or requesting to connect to the network of the Service Provider providing the Interconnection;



“Interconnection” means the physical and logical linking of ICT Networks used by different Parties in order to allow the users of one Party to communicate with users of another Party, or to access the facilities and/or services of another Party.



 “Reference Interconnection Offer (RIO)” means a document setting out the terms on which an Interconnect Service Provider proposes to offer interconnection to an Interconnecting Service Provider;



 “Transit Provider” means an Interconnect Service Provider who carries the traffic of the Interconnecting Service Provider to and/or from third parties;



 “National Communications Regulatory Authority (NCRA)” means the regulatory authority in a Partner State responsible for oversight and approval of network interconnections;



“Open Access” has the meaning established in the Protocol;



“Partner States” means the Republic of Burundi, the Republic of Kenya, the Republic of Rwanda, the Republic of South Sudan, The United Republic of Tanzania, the Republic of Uganda, and any other country granted membership to the Community under Article 3 of the Treaty;



“Peer” means a network which exchanges Internet traffic with another through a peering arrangement. 



“Peering” means exchanging Internet traffic with a peer network. It allows the peers to carry traffic from their respective customers, but does not involve carrying traffic to third parties. Peering could be settlement free or paid;



 “Protocol” means the East African Community Protocol on Information and Communications Technology Networks signed on 23rd August 2013 in Kigali, Rwanda;



“Requested Party” means the Service Provider who is requested the Interconnection;



“Requesting Party” means the Service Provider requesting the Interconnection;



“Service Provider” means the provider of Information and Communications Technology services to the public or to other service providers;



“Transit Service” means a service where one network operator pays another for carrying its traffic and accessing the global Internet. It includes the obligation to carry traffic to third parties;



“Treaty” means the Treaty for the Establishment of the East African Community and any annexes and protocols thereto;



[bookmark: _Toc357884032]Objective and Scope



3. Objective



The objective of these Regulations is to provide National Communications Regulatory Authorities in Partner States a model policy and regulatory framework for Interconnection.



4. Purpose of the Regulations



(1) To ensure that all Service Providers are treated fairly and in a non-discriminatory manner with respect to the provision of Interconnection services;



(2) To ensure good practice with respect to Interconnection services between Service Providers and to promote the provision of high quality services in Partner States.



5. Scope



(1) These Regulations govern the provision of Interconnection services which may include but not be limited to:



· Paid peering,



· IP Transit; 



· Fiber optics digital transport services and cross-border connection;



· Collocation services; and



· Capacity Leasing.











(2) The Regulations also address the development and publication of an IP Reference Interconnection Offer (RIO) by Service Providers.



6. Exclusions



(1)  Settlement free peering, whether public or private, is not included within the scope of these Regulations.



(2) These Regulations do not address the interconnection to submarine cable landing stations, either physical or virtual, which shall be treated in accordance to each Partner State’s laws and regulations.



[bookmark: _Toc357884033]Policy Framework for Interconnection



7. Principles and Obligations Applicable to All Service Providers







(1) All Service Providers, if so requested in writing by another Service Provider, whether domiciled in the same country or not, must enter into good faith negotiations to complete Interconnection agreements. They must meet all reasonable requests for interconnection services and adhere to non-discrimination between services they provide to themselves and those they provide to others.



(2) It is obligatory on every Service Provider to offer and receive interconnection services under reasonable terms and conditions and in a timely fashion.



(3) Interconnection procedures and arrangements shall be transparent, fair and non- discriminatory.







8. Principles and Obligations Applicable to Service Providers (SPs)



In addition, the following principles and obligations apply to Service Providers:



(1) Interconnection service and setup charges shall be transparent, reasonable and cost-based.



(2) Standard terms and procedures for Interconnection services shall be published in a Reference Interconnection Offer (RIO).







9. [bookmark: _Ref356303099]Confidentiality



(1) A party to an Interconnection agreement may, before the filing of the agreement with the NCRA, mark provisions containing trade or operating secrets and the party shall additionally submit to the NCRA for review a modified version of the agreement which does not, in that party's view, disclose the trade or operating secrets.



(2) Where the NCRA considers the marking unjustified, it shall consult with the respective Service Provider prior to making a decision to allow third parties to inspect the agreements in whole or in part and may subsequently restrict inspection to the modified version of the Interconnection agreement.







10. [bookmark: _Ref356554942]Non-discrimination and Transparency



An interconnect Service Provider shall provide Interconnection on a non-discriminatory basis and ensure that–



(a) it provides facilities, services  and information under the same conditions and in the same quality that it affords to itself,  subsidiaries, affiliates, or other similarly situated Service Providers; and



(b) it avails to Interconnecting Service Providers all necessary information and specifications related to Interconnection.







11. Quality of Service



Quality of Service in cross-border interconnections shall be based on internationally accepted standards, with the exception of specific QoS levels for some types of traffic specified in the Interconnection agreement



Interconnection Procedure



12. Procedures for Interconnection



(1) A Requested Party after receiving a written request for Interconnection Services shall initiate good faith negotiations with the Requesting Party within a reasonable timeframe, and shall provide a written offer with the terms and conditions for the requested services within 60 days of receiving such written request. 



(2) [bookmark: _Ref356053560]If parties fail to agree on terms of Interconnection within a reasonable period, a party may  request the NCRA, in consultation with the NCRA of the other party, to determine the terms of interconnection in accordance with these regulations.



(3) A Requested Party in respect of any services for Interconnection must allow such services at any technically and economically feasible point within its network.



(4) All Service Providers must provide reasonable notice to its interconnected Service Providers of changes affecting the transmitting and routing of Internet traffic using its facilities or networks, as well as, of any other changes that affect the interoperability of those facilities and networks.



(5) All Service Providers in the relevant Interconnection services market, shall furnish a copy of all Interconnection service agreements to their respective NCRA:



(a) within 15 days from the date of commencement of these Regulations, in the case of agreements concluded before the commencement of these Regulations; 



(b) within 15 days from the execution of such agreements, in the case of agreements executed after the commencement of these Regulations.



(6) If an agreement by a Service Provider in the Interconnection market,  in the opinion of the NCRA, has the effect of impairing competition or the interoperability of the networks of different Service Providers, the NCRA may impose obligations on the Service Provider to remedy such impairment. 



(7) A Requested Party may decline an interconnection request if:



(a) Granting the request is neither economically nor technically feasible;



(b) There is insufficient network capacity;



(c) The NCRAs of both parties determine that there is reason to decline the request.



[bookmark: _Toc357884036][bookmark: _Toc357884035]Reference Interconnection Offer



13. [bookmark: _Ref356151035]Purpose of the Reference Interconnection Offer (RIO) [INSERTION]



The purpose of the RIO is to provide the basis for negotiation of Interconnection agreements by defining a standard set of commercial, technical and operational conditions for the supply of Interconnection services.







14. Requirement to provide a Reference Interconnection Offer



(1) Upon request by the NCRA, a Service Provider shall furnish a copy of its RIO within 15 days of such request.



(2) At the request of any party requesting Interconnection, a Service Provider shall furnish a copy of an RIO as the basis for negotiations on the terms and conditions of Interconnection within 30 days of receiving a written request.



(3) The respective NCRA may make such RIO public through its website or any other means;



(4) [bookmark: _Ref356151226]Subject to a regulatory proceeding, including public consultation, the respective NCRA may  require the non-compliant Service Provider to effect changes to its RIO.







15. Amendment of RIO



Where a decision arising from a dispute resolution process or a regulatory proceeding modifies the terms and conditions on which Interconnection shall be offered, a Service Provider  shall within 30 days of notice from the NCRA, amend its RIO to comply with the decision and submit a copy of the amended RIO to the corresponding NCRA.







16. Unbundling



The RIO shall be sufficiently unbundled to ensure that the Interconnecting Service Providers do not pay for services or facilities which are not necessary and shall contain a description of the components of the offer, associated terms and conditions, including the structure and level of prices.



[bookmark: _Toc357884045]Operational Processes for Cross-Border Interconnections



17. Provisioning Processes



(1) The RIO  shall fully specify the provisioning processes for the interconnection services to be provided to the other Service Providers including but not limited to–



(a) network planning;



(b) traffic forecasts;



(c) ordering of interconnection services and lead times;



(d) implementation.







18. Network Planning 



(1) A Service Provider shall specify the network planning process in a RIO including but not limited to–



(a) planning of new interconnection links;



(b) removal of interconnection links;



(c) interconnection capacity forecasts;



(d) transport network interconnection.



(2) Service Providers are required to exchange forecast information to ensure sufficient capacity is available when needed.







19. Traffic Forecasts 



(1) Service Providers requesting or using Interconnection services shall provide a rolling two-year forecast of traffic over each Interconnection link. The forecast shall be only related to the traffic the requesting Service Provider is responsible for. The rolling forecast shall be updated every six months.



(2) The RIO  shall identify the detailed requirements for the provision of traffic forecasts.







20. Ordering Procedures 



(1) A RIO shall provide detailed procedures for the ordering of Interconnection services.



(2) A Service Provider shall respond within one calendar month to a request for Interconnection services indicating acceptance or rejection.



(3) Where the request is not accepted, a written response, indicating the reasons as well as an appropriate alternative proposal, shall be provided to the Service Provider making the request and a copy of the response provided to both NCRAs.







21. Lead Times 



A Service Provider shall identify in its RIO the expected lead times associated with the ordering of cross-border Interconnection services.



22. [bookmark: _Ref356555225]Service Level Agreement



An RIO must include a Service Level Agreement which describes the characteristics of the Interconnection services, the service level obligations and compensation details for failure to meet these obligations. 



(a) The Service Level Agreement shall include–



(i) service configuration and technical characteristics;  



(ii) operational and maintenance conditions and associated performance measures such as order lead time, network availability and service restoration time;  



(iii) Quality of Service indicators and grade of service measures when specified in the cross-border Interconnection agreement; Such indicators shall include, but are not limited to those specified in the regulations of the NCRA on quality of service; and  



(iv) charges and penalties for non-compliance with service level objectives.  



(b) Both parties shall be responsible for measuring and monitoring the quality of service for the cross-border Interconnection services.  



Interconnection Agreements



23. [bookmark: _Ref358054621]Interconnection Agreements



(1) Service Providers in the relevant cross-border Interconnection services shall negotiate the terms and conditions for Interconnection services based on its RIO. 



(2) The Interconnection agreement shall comply with the following principles–



(a) fairness;



(b) transparency;



(c) non-discrimination;



(d) cost-based;



(e) access to cross-border interconnection information; and



(f) confidentiality.



(3) At the written request of the respective NCRA, Interconnect Service Providers shall furnish a copy of their executed cross-border Interconnection service agreements within 15 days of such request [INSERTION]







24. [bookmark: _Ref358038242]Interconnection Agreement to be Consistent with RIO



Service Providers shall ensure that provisions in their cross-border Interconnection agreements do not contradict provisions in its RIO.



25. [bookmark: _Ref356151921]Interconnection Agreement to Stipulate Time for Interconnection



(1) [bookmark: _Ref356151753]Every cross-border Interconnection agreement shall stipulate a period not exceeding twenty-eight days within which cross-border Interconnection shall be effected. 



(2) Notwithstanding subsection (1), the NCRA may, upon written application of a Service Provider, extend the period referred to in subsection (1).



[bookmark: _Toc357884037]Dispute Resolution 



26. [bookmark: _Ref356223038]Request for Consultation and Guidance



Where a dispute arises between Service Providers with respect to cross-border Interconnection, the matter may be referred to both NCRAs for consultation and guidance, on the agreement of both parties, prior to either party submitting the matter to the NCRAs as a dispute.



27. Referral of Dispute in Accordance with Dispute Resolution Procedures



Save as provided in section 26, every dispute regarding cross-border Interconnection shall be submitted to the NCRA of the Requested Party’s country for resolution in accordance with the dispute resolution process established by said NCRA.



[bookmark: _Toc357884040]Standards, Interoperability and Network Changes



28. Technical Standards and Interoperability



(1) The International Telecommunications Union Technical Standards (ITU-T) and any other standards recognized by the NCRA are to be employed for the purposes of these Regulations.



(2) An Interconnect Service Provider shall ensure that a service passing through its network is delivered at the level of quality prescribed in the Interconnection agreement.



(3) In order to maintain interoperability, an Interconnect Service Provider shall inform Interconnecting Service Providers of any planned change in network capacity, technology, structure and configuration, and provide details relating to any change in the Interconnect Service Provider’s network, including traffic forecast within a reasonable timeframe before effecting such changes.



[bookmark: _Toc357884041]Sharing Infrastructure and Essential Facilities



29. Access to Infrastructure and Essential Facilities



(1) A Service Provider shall lease any infrastructure and Essential Facilities to the  Requesting Party or must allow the Requesting Party install ICT equipment on such infrastructure or to otherwise utilize such infrastructure: Provided that the Service Provider may refuse to make such infrastructure available if–



(a) in all the circumstances, the making available of such infrastructure will impose an unreasonable burden upon the Service Provider; or



(b) the making available of such infrastructure is likely to affect the service of the Service Provider detrimentally.



(2) The terms of cross-border interconnection shall not discriminate between the Service Provider’s own operations and those of the Requesting Party’s. 



(3) Charges for cross-border interconnection services shall be transparent, reasonable and cost-based.



(4) Standard terms and procedures for access services shall be published in a Reference Interconnection Offer or Reference Access Offer when directed by the respective NCRA.



(5) Information received from the Requesting Parties shall be used by the Service Provider only for the purposes for which it was supplied and not disclosed to other parties to whom the information could provide a competitive advantage.



(6) The respective NCRAs, from time to time may determine which Essential Facilities are required for cross- border interconnection.



(7) Service Providers with existing ICT facilities shall allow other Service Providers to collocate their ICT transmission systems at their ICT facilities, where such colocation is economically feasible and no major additional construction work is required.



(8) The accommodation of equipment required for interconnection services at sites at which colocation for access purposes is already established shall be permitted where technically feasible.



[bookmark: _Toc357884044]Technical Aspects of Interconnection



30. The Physical Form of Interconnection



(1) The Point of Interconnection (POI) is the physical or virtual point at which Service Providers connect their systems through interconnection links.



(2) The RIO of a Service Provider shall include–



(a) a list of locations offered for interconnection including maps to enable other Service Providers to make efficient choices on the selection of POIs;



(b) all relevant technical specifications and standards for each POI, including ancillary services, to provide all necessary information for technical network planning;



(c) procedures for establishing, relocating or removing a POI, in a Service Provider’s network; and



(3) [bookmark: _Toc357884049]A Service Provider shall provide other Service Providers with advance notice of any expected changes and to seek to minimize any adverse effect of these changes on the services provided.Interconnection Information







31. Access to Interconnection Information



(1) To ensure transparency, the corresponding NCRAs shall–



(a)  publish in their websites the RIO framework and any other relevant Cross-Border interconnection information;



(2) Refusal to provide information on a timely basis or provision of erroneous or incomplete information shall be sanctioned in accordance to the laws of each Partner State.



[bookmark: _Toc357884051]Institutional Framework for Interconnection



32. Institutional Framework



The institutional framework for Cross-Border Interconnection in the Community is composed of the following entities–



(a) the National Communications Regulatory Authorities (NCRAs) of each Partner State; 



(b) the Council;



(c) The East African Court of Justice







33. The Council



The Council is the primary institution regarding policy-making for Interconnection matters. It shall also have an oversight role regarding the implementation of the Interconnection Regulations. Pursuant to the Treaty, the Council shall have the following functions regarding facilitating Interconnections across Partner States:



(1) Issue directives;



(2) Issue guidelines;



(3) Take decisions;



(4) Make recommendations; and



(5) Give opinions.



34. The NCRAs



The National Communications Regulatory Authorities (NCRAs) of each Partner State shall–



(a) have the responsibility of implementing these Regulations for Interconnection within their respective jurisdictions;



(b) cooperate amongst themselves regarding specific cases of Cross-Border Interconnection requiring the intervention of NCRAs at both sides of the border separating the Partner States;



(c) exercise the functions and responsibilities set in accordance to these Regulations.



[bookmark: _Toc357884052]Miscellaneous Provisions



35. Force of Law



Subject to Article 16 of the Treaty and pursuant to the content of the East African Community Protocol on Information and Communications Technology Networks (the Protocol), these Regulations shall be binding on the Partner States and will take precedence over the local Law of Partner States.



36. Settlement of Disputes



(1) Any dispute between the Partner States arising from the interpretation or application of these Interconnection Regulations shall be settled in accordance with the provisions of the Treaty.



(2) In accordance with their Constitutions, national laws and administrative procedures and with the provisions of these Regulations, Partner States guarantee that:



(a) any person whose rights and liberties as recognized by these Regulations have been infringed upon, shall have the right to redress, even where this infringement has been committed by persons acting in their official capacities; and



(b) the competent judicial, administrative or legislative authority or any other competent authority, shall rule on the rights of the person who is seeking redress.



37. Amendment of the Regulations



(1) [bookmark: _Ref356386604]These Regulations may be amended by the Council in accordance with the provisions of Article 14 of the Treaty.



(2) Subject to the provisions of subsection (1), the Council may:



(a) review these Interconnection Regulations and make such modifications as it deems necessary;



(b) publish the amended Regulations in the Gazette for their entry into force.







38. Entry into Force















Pursuant to Article 14(5) of the Treaty, these Regulations shall come into force on the date of publication in the Gazette.



│ 13 │
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[bookmark: _Toc474436566][bookmark: _Toc489887157]1. Introduction



This Explanatory Note accompanies the EAC Regulations For IPfor Cross-border Interconnection. It explains the rationale behind the regulations for IP interconnectionInterconnection. In particular, it answers the following questions:



1. Why should there be cross border interconnections regulations in the EAC?



2. What are the broad policy issues that regulations seek to address?



3. Does the mandate to develop such regulations exist?



4. What are the principles, content and procedures for interconnection regulation?












[bookmark: _Toc474436570][bookmark: _Toc489887158]2. The need for Interconnection Regulation



Why should there be cross border interconnections regulations in the EAC? In the EAC, even though market forces are expected to resolve issues of cross-border interconnections, the present legal/regulatory framework in partner States does not contemplate this type of interconnection. Hence, any problem that might surface regarding a cross-border interconnection issue (e.g. a small ISP in Rwanda trying to get transit cross-border interconnection from a large network in Tanzania but systematically being denied tariffs offered to Tanzanian ISPs) could not easily be resolved in sufficient time to avoid hurting financially the party requesting interconnection. The existence of a regulatory framework governing IP cross-border interconnection would entitle the NRAs to act timely and resolve issues swiftly without having to resource solely to good regulatory practices and criteria. 











Interconnection is key to maintain healthy competition between service providers and lower the barriers to entry for new players. Traditionally, interconnection in telecommunications has been set at the telephone services level, with the establishment of links based on voice circuits and call termination. This scheme worked quite well for the telephony environment, but began to experience problems with the advent of new services and next generation networks that have different needs for interconnection. Internet interconnection has not been regulated (or has been lightly regulated) thus far. Most of IP interconnectionInterconnections are agreed without regulatory intervention, and more than 99.9% are a little more than handshake agreements[footnoteRef:1]. [1:  Packet Clearing House:”2016 Survey of Internet Carrier Interconnection Agreements”, Bill Woodcock, Nov. 2016] 




There are startling differences between traditional PSTN and Internet Interconnection, as shown in Table 1. Interconnection in data networks is generally based on “peering” or transit agreements. PSTN interconnection is a physical circuit path connection, whereas IP interconnectionInterconnection is a packet logical and functional interconnection. Problems experienced with interconnection in telecommunications such as refusal to interconnect, destination network monopoly and high interconnection charges are infrequent or rare in Internet interconnection. 



[bookmark: _Ref358029853]Table 1 Differences Between PSTN and Internet Interconnection
Source: Natalija Gelvanovska, John Alden, GSR Discussion Paper 2009



				Feature



				PSTN-IC



				Trends



				Internet-IC







				Organizational and Regulatory Feature







				Ex-ante regulation



				prices/ interconnection obligations



				In PSTN: Consistent regulatory decisions leading to lower termination rates, and also a trend towards possible introduction of zero termination rates.



In the Internet: Spread of interconnection settlements based on Route Announcements.



				None







				Contractual relations



				(Bill and Keep where applicable) Transit and Termination



				



				(Settlement free) peering, Transit







				Charging principle



				Principle of initiation (mutuality)



				In PSTN: In the long-term possible rejection of principle of initiation;



				One pays all (one- sidedness)







				



				Cost sharing principle for inter- connection capacity (PoI)



				In PSTN: Associated facilities tend to remain of critical importance. Cost sharing principle is remaining.



In the Internet: Consistent pressure toward possible introduction of cost sharing principle of IIC. Principle of one- sidedness may not be applicable in the future;



				







				Main pricing factor



				Distance



				In PSTN: change of pricing factor from distance to quality.



				Quality







				Main billing factor



				Time



				In PSTN: Consistent trend towards change of billing factor from time-based to capacity-based.



				Volume







				Partners



				Any-to-any Coequal



				Both types of relationships co-exist at the moment.



In PSTN: Some trends may be noted towards Hierarchical model (i.e. operators of international connectivity differentiate themselves, i.e. IPX providers)



				Classes (tiers 1- 3); Hierarchical







				Technical Features







				QoS



				Fixed quality



				In PSTN: more flexible QoS approach.







In the Internet: Internet Backbone providers implement QoS measures between their networks. Best effort and net neutrality to ensure quality.



				QoS parameters at best







				Standardization



				Physical (technology)



				In PSTN: development of plain telephony networks is saturating main principles of IP-based networks.



				Logical (protocols)







				Conveyance



				Constant link



				



				Packages







				Routing



				Constant ways



				



				Random







				Levels



				Several network levels



				



				One network level







				Number of PoPs



				Depending on level



				



				At least 1















We have been unable to identify any international example where cross-border IP interconnectionInterconnection is subject to ex-ante regulation. In some domestic markets, rules have been adopted to prohibit or limit discrimination between operators through the use of technical traffic discrimination policies (known as “net neutrality”). Additionally, some countries have adopted rules that require domestic Internet services providers to peer at Internet exchange points (IXPs) to exchange domestic traffic. In the strictest examples, India and Kosovo adopted regulations that prohibit domestically bound Internet traffic from exiting the country. 



In the EAC, the need for cross-border IP interconnectionInterconnection arises when service providers in landlocked countries require access to submarine cable landing stations to access to the Internet backbone. As indicated in the baseline report, there is evidence that retail and wholesale prices in landlocked countries are higher than in coastal countries.[footnoteRef:2] If there is any operator with significant market power (i.e. dominant), then the regulations for IP InterconnectionInterconnection could be used to curtail or prevent any abuse of market power. [2:  EAC Baseline Report; Nathan Associates; April 7, 2017] 

















[bookmark: _Toc489887159]3. Policy Issues Addressed by the Regulations for IP InterconnectionInterconnection



What are the broad policy issues that regulations seek to address? The broad policy issues addressed by these IP interconnectionInterconnection regulations are:



· Establishment of fair conditions between operators in different EAC states



· Securing reasonable terms and conditions for Internet service providers of landlocked states



· Minimize the effect of dominant operators in the supply chain



· Provide a framework for fair and reasonable conditions for IP InterconnectionInterconnection services:



· Point-to-point leased capacity in Coastal-State



· Colocation



· IP Transit Service



· Lack of extra-territorial jurisdiction for a National Regulatory Agency











[bookmark: _Toc489887160]Establishment of fair conditions between operators in different EAC states



One of the purposes of the regulations is to ensure that all Service Providers are treated fairly and in a non-discriminatory manner with respect to the provision of IP InterconnectionInterconnection services. As it was pointed out in the Baseline Report,[footnoteRef:3] a regulating country will not inherently have a policy interest in regulating in a manner that could impose additional costs on its own citizens for the benefit of non-citizens. The IP interconnectionInterconnection regulations address this issue by providing a common regulatory framework for all EAC partner states. This by itself would prevent a regulator (National Communications Regulatory Authority or NCRA in the regulations) in a given country to act unfairly against a service provider of another EAC partner state. The uniform set of rules in the regulation should be conducive to a uniform and predictable behavior from regulators across the EAC partner states, preventing any occurrence of discrimination among service providers. [3:  ibidem] 




Another factor that serves to establish fair conditions between operators in different EAC partner states is the fact that all dominant service providers are required to submit a Reference Interconnection Offer (RIO) to the regulator, which will set the minimum conditions that it will be offering to interconnecting service providers, thus leveling the field for negotiations that will be conducted for interconnection agreements. The RIO is a public document by nature and it will help to eliminate the information asymmetry present in negotiations between a dominant service provider and an interconnection requesting party.



These regulations exclude the settlement-free peering agreements, which by their very nature are agreements between equals, with equal bargaining power on either side.



[bookmark: _Toc489887161]Securing reasonable terms and conditions for Internet service providers of landlocked states



Operators in a country with access to submarine cable facilities have an inherent advantage over those service providers in landlocked countries. This, however, merits an assessment of market power for cross-border IP InterconnectionInterconnection services, which might not be a clear-cut situation taking into account all the variables involved in the relevant communications market, including: (a) market structure and the nature of competition in that, (b) barriers to entry and expansion; (c) countervailing power of buyers; and (d) the nature and effectiveness of economic regulation (if any). 



For the avoidance of doubt, the regulations call for a finding of dominance which shall be undertaken by the NRA. The identification and determination of dominance in IP InterconnectionInterconnection is a precondition to imposing the development of a Reference Interconnection Offer. It is fair to indicate that the experience in identifying relevant markets spanning beyond one country’s border is not very vast, with the notable exception of the European Union, which considers broadband access across member countries as a single market. 



[bookmark: _Toc489887162]Minimize the effect of dominant operators in the supply chain



The diagram in Figure 1 represents in broad terms the services at issue for cross-border IP InterconnectionInterconnection between EAC member states. Starting from the left hand side, there is a point of presence (POP) of the Internet Service Provider (ISP) in the landlocked nation. This ISP will be a fixed or mobile network licensed in the landlocked nation or a service provider using the access of such a fixed or mobile network. The ISP self-provides or purchases domestic transit in-country to a point of interconnect (POI) with a network or networks in a coastal state, which transits the traffic from the subsea cable to and from the ISP. Although the regional Internet exchanges are growing in number and traffic volume, most Internet traffic is still (and will remain for the foreseeable future) directed to the Internet Backbone. Thus, the coastal state networks providing transit for Internet traffic will self-provide or purchase capacity on a subsea cable to route Internet traffic originating and terminating with the “landlocked” ISP. At the far-end, Internet traffic is exchanged within the Internet Backbone.



[bookmark: _Ref358058110]Figure 1 Internet supply chain for an ISP in a landlocked nation



[image: ]



The specific actors and the services making up this supply chain vary from market to market and over time. For example, private operators are making efforts to form cross-border seamless broadband networks which would facilitate interconnection. However, for the foreseeable future the ISP in the landlocked nation must purchase a variety of transit service, subsea carriage and Internet access from one or more parties. By imposing a different set of obligations on dominant IP InterconnectionInterconnection providers, these regulations will impose constraints on the dominant operators to the benefit of the non-dominant ISPs, especially in landlocked countries.



[bookmark: _Toc489887163]Provide a framework for fair and reasonable conditions for IP InterconnectionInterconnection services



These regulations provide a framework for fair, reasonable, transparent, non-discriminatory, and cost-based provision of IP InterconnectionInterconnection services. These services include but are not limited to:



1. Point-to-point leased capacity in Coastal-State: The purchase of point-to-point capacity in the network of a service provider licensed in a coastal state by a service provider licensed in landlocked country. This capacity may be purchased in the form of conditioned circuits or dark fiber products. 



2. Colocation Service: The provision by lease of access to actual or virtual space located within a transit exchange or Submarine Cable Landing Station in a coastal country by a service provider licensed in a landlocked country. The Colocation Service product is necessary to operate telecommunications equipment for interconnection.



3. International IP Transit Service: The implementation, establishment and maintenance of a service whereby a service provider provides full connectivity to the Internet for upstream and downstream transmission of traffic on behalf of another service provider and end users including the obligation to carry traffic to third parties. It sells access to all destinations in its routing table. Transit is a wholesale product against a payment.



[bookmark: _Toc489887164]Point-to-point leased capacity in Coastal-State



Point-to-point leased capacity service is defined as “a service whereby the Service Provider provides the Internet Connectivity to the Interconnecting Service Provider located in another State by establishing the connectivity to the international Internet hubs with which the Service Provider has operational/business agreements.” This is further subdivided into two subcategories, which are interconnection link services and Indefeasible Rights of Use or IRUs. 



Interconnect Link Services differ from IRUs by the fact that capacity leasing is negotiated for relatively short terms (less than five years), whereas the latter are long-term commitments typically lasting 15 years or more. The regulations establish an obligation to reflect the conditions for interconnection provision in the Reference Interconnection Offer (RIO). In addition to the technical and operational characteristics of IP InterconnectionInterconnection service provisioning reflected in the regulations, pricing is also an important component of fair and reasonable service provisioning. The regulations establish the commercial terms for IP InterconnectionInterconnections, establishing amongst others that charges for Cross-Border Interconnection services provided by Dominant Service Providers shall be cost-based. The RIO will also provide for specific pricing for capacity and a discount structure that rewards long-term contracts with price reductions. Since this information is public, the requesting party entering into negotiations for IP InterconnectionInterconnection will have a prior knowledge of the price levels when negotiating with the requested party.



[bookmark: _Toc489887165]Colocation



The regulations establish colocation as both an obligation that the requested party needs to fulfill and as a service provided to the requested party. By definition, colocation is a service where the provider holds a position of dominance and it requires explicit conditions in the RIO. A detailed definition of equipment colocation services for IP interconnectionInterconnection is indicated as: “A service provided by a an Interconnect Service Provider offering equipment space and other facilities within a building suitable for hosting transmission equipment owned by the Interconnecting Service Provider for the sole purpose of IP InterconnectionInterconnection”.



Colocation is normally required in conjunction with other interconnection services, because the physical Point of Interconnection (PoI) is usually within the interconnect service provider premises. This means that peering interconnection services, even though they are excluded from the application of the regulations, would still resource to the sections applicable to colocation should it be required for the interconnection. 



Pricing is also an important component of fair and reasonable service provisioning. Regarding IP InterconnectionInterconnection pricing, a RIO shall identify the tariff structure and level for all Cross-Border Interconnection services offered by a Dominant Service Provider. This section also establishes that charges shall be cost-based, non-discriminatory and might be calculated using long run incremental costing or benchmarking methods. 



[bookmark: _Toc489887166]IP Transit Service



The third type of IP InterconnectionInterconnection service is international IP transit service. Dominant operators are required to include the transit prices in their RIOs, which will identify the tariff structure and level for all Cross-Border Interconnection services offered by it. Transit prices are perhaps the most sensitive interconnection charges that could be applied by a transit service provider, due to the fact that most interconnecting service providers requiring transit services are small to medium ISPs (tiers 2 or 3) with little possibility of establishing peering agreements with the dominant operator. 



[bookmark: _Toc489887167]Lack of extra-territorial jurisdiction for a National Regulatory Agency



A regulator has national jurisdiction. It is legally restricted in the foregoing process to imposing restrictions on only those dominant operators licensed in that state. It does not have the extra-territorial jurisdiction to reach operators in other states. This, however, does not prevent the NCRA from regulating the most critical part of the cross-border IP InterconnectionInterconnection; mainly, the one closest to the submarine cable facilities, the interconnecting service provider through its NCRA will seek the participation of the NCRA of the interconnect service provide to instrument their interconnection.



Subject to the provisions of the Treaty for the Establishment of the EAC,[footnoteRef:4] by virtue of ARTICLE 16, the regulations, directives and decisions of the Council taken or given in pursuance of the provisions of the Treaty shall be binding on the Partner States. This is recognized by section 75, which states that the regulations “shall be binding on the Partner States and will take precedence over the local Law of Partner States.” Even though the lack of extra-territorial jurisdiction for a NCRA is not totally resolved by this prescription, the existence of a common legal/regulatory framework concerning IP InterconnectionInterconnection greatly facilitates the issue of contradicting points in local regulations among Partner States. In other words, all EAC member countries will share common practices, terminology and procedures contained in the same legal instruments. The move towards coherently simplifying and fostering the establishment of IP InterconnectionInterconnections in fair and equitable conditions for all service providers is attained by the adoption of the regulations. [4:  “TREATY FOR THE ESTABLISHMENT OF THE EAST AFRICAN COMMUNITY”; (As amended on 14th December, 2006 and 20th August, 2007)] 




Nonetheless, there is still an obstacle today for attaining a supranational legal/regulatory framework for IP InterconnectionInterconnections. The East African Community Protocol on Information and Communications Technology Networks has been signed by five member states but has not yet been ratified, as indicated in the next section of this explanatory note.








[bookmark: _Toc489887168]4. Existing Legal/Regulatory Framework



Does the mandate to develop such regulations exist? The EAC is ideally positioned to develop a common mandatory regulation for cross-border IP InterconnectionInterconnection that can be applied uniformly across the six member states (or five, should an exemption from its application be granted to South Sudan). The EAC treaty has already the mechanisms to make regulations enacted by the EAC Council legally binding to all Partner States. This will likely lead to far more effective and sustainable results than would be realized if the EAC were simply to issue a draft regulation on IP InterconnectionInterconnection requiring national administrations to adopt a rule developed on a regional basis but that will be interpreted applied separately by each Partner State.











Under Article 151 of the EAC Treaty, the member states may “conclude such Protocols as may be necessary in each area of cooperation which shall spell out the objectives and scope of, and institutional mechanisms for co-operation and integration.” Each Protocol shall be subject to signature and ratification by the parties. Once ratified, Annexes and Protocols are considered to form an integral part of the EAC Treaty. And, under Article 16 of the EAC Treaty, “the regulations, directives and decisions of the Council taken or given in pursuance of the provisions of this Treaty shall be binding on the Partner States, on all organs and institutions of the Community other than the Summit, the Court and the Assembly within their jurisdictions, and on those to whom they may under this Treaty be addressed.”



The pending protocol East African Community Protocol on Information and Communications Technology Networks (hereinafter referred to as “the Protocol”) was adopted by the member states under Articles 89, 99, and 151 of the EAC Treaty. It has been signed by five member states but has not yet been ratified. Once ratified, it would have sufficient legal authority, through the Council, to adopt a single binding regulation for IP interconnectionInterconnection to apply across the EAC. 



Under the provisions of subparagraph 2(a) of Article 4 of the Protocol, the Partner States shall promote cross-border interconnection and interoperability of networks. Under the provisions of subparagraph (a) of Article 6 of the Protocol, in the implementation of this Protocol, the Partner States undertake to promote the achievement of universal access, especially the linking of islands and landlocked states. Under the provisions of subparagraph (b) of Article 6 of the Protocol, in the implementation of this Protocol, the Partner States undertake to ensure security and quality of communications. Under the provisions of Article 9 of the Protocol, the Council shall from time to time make regulations, issue directives and make decisions as may be necessary for the effective implementation of the Protocol.



Should all five signatories within a reasonable timeframe not ratify the EAC Protocol on Information and Communications Technology Networks, an alternative exists: The EAC could issue a draft regulation on IP Internet interconnection requiring national administrations to adopt a rule developed on a regional basis, but that will be applied separately by each Partner State. Needless to say, the alternative is far less effective to achieve the desired results and its application would be subject to the local laws of the Partner States. However, a reasonable level of uniformity regarding the legal/regulatory framework for cross-border IP InterconnectionInterconnection could still be achieved that way, prompting regulators to align their procedures regarding approval of cross-border IP InterconnectionInterconnection agreements between service providers located in different countries.




[bookmark: _Toc474436590][bookmark: _Toc489887169]5. Interconnection Regulations



What are the principles, content and procedures for interconnection regulation? The principles of the Interconnection Regulations are contained in the Policy Framework for IP InterconnectionInterconnection (sections 6 through 10 of the IP InterconnectionInterconnection Regulations). The content for interconnection regulation for EAC partner states is contained in the 60 sections that are contained in the proposed SADC IP InterconnectionInterconnection Regulations. The procedures for managing the interconnection regulations are in the Interconnection Procedure section (section (11)) with clear milestone dates on it.











A detailed explanation of the IP InterconnectionInterconnection Regulations follows:



[bookmark: _Toc489887170]Preamble



The preamble expresses the rationale for developing the regulations making reference to the EAC legal framework sustaining them. The specific articles of the Treaty for the Establishment of the East African Community and the East African Community Protocol on Information and Communications Technology Networks are referenced in this preamble. The main purpose of this preamble is to make reference to the nature and support for the development of the regulations, which hinge upon the EAC Protocol on ICT Networks signed and approved in Kigali, Rwanda on 23rd August 2013, which is still pending ratification as indicated before. Another reference to the date of ratification by all the signatories might need to be added to make the preamble complete.



[bookmark: _Toc489887171]Citation



This part briefly refers to the name to be used for the regulations, indicating also that its entry in form might be staggered by parts should the Council of Ministers of the Community decide to do so.



[bookmark: _Toc489887172]Interpretation/Definitions



The nomenclature of the terms used throughout the regulations is defined in this section, some of them dating back to the Treaty and the Protocol. The terms defined here are used throughout the regulations and many of the definitions have been extracted from the ITU and from the standard terminology used in interconnection of ICT networks. 



[bookmark: _Toc489887173]Objective and Scope



The objective of these regulations is defined here, making a specific reference to the fact that interconnection is constrained to Fiber Optic Networks for Internet traffic. The purpose of the regulations is also stated, clearly expressing that all service providers are to be treated fairly and in a non-discriminatory manner.



The specific exclusions and focus of the regulations are stated in the scope section, specifying the subjects to be contained in them. It is important to recall that the focus of IP interconnectionInterconnection in this case is that for optical fiber networks carrying Internet traffic. The underlying assumption is that other types of interconnection are already contained in other regulations (such as the local regulations of partner states) or do not require the development of a regulatory scheme such as the one developed for Internet traffic (cross-border or not). A specific exclusion is made for the case of submarine cable landing stations, which might present a direct conflict with local regulations if included within these regulations. Settlement-free Peering has also been excluded from the scope of these regulations, taking into account that imposing regulatory conditions (overregulating) it would have negative consequences in the market. This is an instance where opting out from regulating an aspect of interconnection might benefit the industry, taking into account that traditionally regulators around the world have refrained themselves from intervening in the process of peering agreement negotiations. Imposing regulatory conditions on peering agreements might be of little benefit, considering that parties engage voluntarily on them once they decide it is convenient to their interests. In other words, Internet peering is neither a right nor an obligation, it is a choice.



[bookmark: _Toc489887174]Policy Framework for IP InterconnectionInterconnection



The policy framework for the regulations basically consist of the following parts:



· Principles and Obligations Applicable to All Service Providers 



· Principles and Obligations Applicable to Dominant Service Providers (DSPs)  



· Confidentiality  



· Non-discrimination and Transparency  



· Quality of Service 



Every section details basic principles and policy that are applicable to the regulations. It is fair to state that most of the principles indicated here are standard for interconnection based on international best practices. The policy that stands out is that of Quality of Service (QoS), which states that connectivity shall be provided on best-effort, with the exception of specific QoS levels for some types of traffic specified in the IP InterconnectionInterconnection agreement. This specific characteristic of packet-based IP traffic has been taken into account here. However, the implication that different types of QoS levels for certain traffic might exist could present a problem with the Network Neutrality principles outlined in the regulations and should be treated with care.



[bookmark: _Toc489887175]Interconnection Procedure



The interconnection procedure is described in detail in this section, outlining the steps and timeframes involved in setting-up an interconnection agreement for Internet interconnection. Even though the procedure might seem overly detailed and it might be argued that IP interconnectionInterconnection establishment in ordinary situations is much simpler and less formal, Cross-Border IP InterconnectionInterconnection is not an ordinary situation. The fact that parties from different partner states are involved and jurisdictional problems that might arise from unclear procedures deserve close attention to detailed steps and timeframes. 



[bookmark: _Toc489887176]IP Reference Interconnection Offer



Under this title, the regulations describe the requirement to provide an IP Reference Interconnection Offer (IP-RIO), the submission process, its amendment and the requirement for publication. The IP-RIO is an important regulatory tool in that it provides publicity to the interconnection conditions offered by a dominant service provider and it constitutes the basis for the negotiation of an interconnection agreement. Small ISPs in partner states and new entrants are thus offered a level-playing field for interconnection negotiations. RIOs have traditionally been used in the telephony markets for decades, and its inclusion in the cross-border regulations is consistent with best international practices. A key element of its success is publicity, achieved in this case by the requirement that the regulator (NCRA) publish the IP RIOs on its website.



A reference to unbundling is made in this section to avoid the possibility of including in the interconnection agreement items such as network elements that are not necessary for the interconnection. To that effect, service description shall be readily available, including price levels.



[bookmark: _Toc489887177]IP InterconnectionInterconnection Agreements



The IP interconnectionInterconnection agreements characteristics are described in these sections. It starts by defining that IP interconnectionInterconnection agreements shall be based on the IP-RIO. Inclusion of specific terms and conditions related to transparency, non-discrimination and network neutrality, amongst others, is compulsory. The timelines for submission of the interconnection agreement to the NCRA and its approval are included as well. It is noted, however, that most IP interconnectionInterconnection and access agreements are normally materialized without many formalities and the introduction of detailed procedures might be considered burdensome and/or unnecessary by some service providers, particularly those holding a dominant position.



[bookmark: _Toc489887178]Dispute Resolution



The dispute resolution process is handled by the NCRA, which would normally be the regulator of the requested party. Even though the jurisdictional problems mentioned in the previous sections of this explanatory note are still present and a local authority is still at charge of solving cross-border issues, the fact that a single common regulatory framework is used alleviates the situation. In reality, dispute resolution could be brought up to another level within the EAC such as the East African Court of Justice, it was not deemed necessary or useful to escalate cross-border IP InterconnectionInterconnection issues to that level. The dispute resolution procedure is fairly standard but it relies on the NCRA of the requested party to be fair and not inclined to favor any local operator in detriment of another located in a different partner state.



[bookmark: _Toc489887179]Standards, Interoperability and Network Changes



A non-specific reference to applicable ITU standards is included, as well as any standards that might be imposed by the NCRA. It is acknowledged that placing a reference to local standards might be risky, particularly for the interconnecting operator across the border. However, optic fiber standards for network interconnection are well developed nowadays and the risk of placing the burden of standardization on the interconnecting operator is minimal. Network upgrading is also indicated in these regulations, making reference the obligation of providing the information to other operators well in advance.



[bookmark: _Toc489887180]Sharing Infrastructure and Open Access



The rules for sharing infrastructure and facilities, based on the open access principles, are described in these sections in detail. Historically, one of the most complicated issues related to open access has been that of infrastructure sharing, particularly to incumbent operators who see this practice as an opportunity for others to obtain a “free ride”. The key to succeeding is to be able to set-up reasonable prices for the use of the infrastructure. The dominant players are required to share infrastructure and in some cases any service provider owning facilities which cannot be economically replicated. The terms for offering space sharing are indicated in the sections corresponding to colocation, as well as the pertinent part of the RIO.



Right of access to infrastructure for IP interconnectionInterconnection is also addressed by means of a detailed description of the process required to obtain network access and facilities. It is up to the NCRA to facilitate and approve the particular conditions under which access is provided which will be up to the local open access policies implementation. An access agreement is mentioned separately in the regulations, which could be optionally be included as part of the interconnection agreement for approval purposes.



[bookmark: _Toc489887181]Technical and Operational Terms for IP InterconnectionInterconnections



The technical and operational terms for IP interconnectionInterconnections describe the categories of networks included in these regulations. It is restated that they cover just fiber optic networks for Internet traffic and not voice services. The distinction is important to avoid an unnecessary overlap with existing regulations for international voice services.



The list of services covered by the regulations is also included, which cover the following:



a. Point-to-point leased capacity–



i. Interconnection link service;



ii. Indefeasible Rights of Use (IRUs)–



1. Lit fiber;



2. Dark fiber.



b. Colocation;



c. IP transit service.



The point-to-point leased capacity service is further subdivided into two categories, divided by the length of the lease. Short leases (less than 5 years) fall into the subcategory of link services, whereas long-term IRUs which might entail more commitment are included in another subcategory. It is noted that short leases for dark fiber are not included, due to the extreme difficulties in enforcing its implementation to fiber optic network owners. Nonetheless, the possibility of including them for short leases is still available. Colocation and IP transit services do not have subcategories specifically identified.



The procedures for additions or changes to the interconnection services provided are included to allow for upgrades and migration to more efficient technologies.



[bookmark: _Toc489887182]Technical Aspects of IP InterconnectionInterconnection



The technical aspects of IP interconnectionInterconnection are described to a great level of detail and provide the basis for the establishment of clear conditions into the IP interconnectionInterconnection agreement. They are described in sections as follows:



· The Physical Form of Interconnection  



· Route Capacity  



· Route Dimensioning  



· Route Diversity  



· Synchronization  



· Interface Standards and Interoperability  



· Network Interoperability  



· Addressing Elements  



For the most part, the technical specifications are standard for interconnection of a packet-switched network. No specific references to technologies such as MPLS or Gigabit Ethernet are made, but it is assumed that operators will normally agree on technical aspects more easily than the commercial ones.



One aspect that should be highlighted as having a potential for difficulties regarding implementation of cross-border IP InterconnectionInterconnection is the physical site of the point of interconnection (PoI). The 3 possibilities mentioned in the regulations entail a PoI in either side of the border or one situated between both sites of the interconnecting parties. The issue of “no man’s land”[footnoteRef:5] surfaces in the third alternative, even though it has not been explicitly mentioned in the regulations. The solution to this issue is already addressed in the regulations by assigning total responsibility for overseeing the interconnection agreements to the NCRA of the interconnect party. By that token, jurisdictional issues should not affect the establishment of the interconnection at the physical level. [5:  A situation or area of activity where there are no rules, or that no one understands or controls because it belongs neither to one type nor another. (English Dictionary)] 




[bookmark: _Toc489887183]Operational Processes for IP InterconnectionInterconnection



The operational process for IP interconnectionInterconnection covers the procedural details for the establishment of such interconnections. The sections that compose them are:



· Provisioning Processes 



· Network Planning  



· Traffic Forecasts  



· Colocation  



· Ordering Procedures  



· Lead Times  



· Implementation  



· Operations and Maintenance Processes  



· Network Management  



· Traffic Management  



· Routing Management  



· Fault Management  



· Operational Testing  



· Safety and System Protection  



· Billing Processes  



· Payment Process  



· Billing Reconciliation  



These operational processes are to be included in the IP-RIO according to the regulations. The level of detail in each particular section should be transcribed in the IP interconnectionInterconnection agreement once it is negotiated between the parties. Often times the interconnection agreements for Internet traffic lack this level of detail, particularly those related to peering agreements. However, the complexity added by having the interconnection parties at both sides of the border, with one of them potentially having substantial market power, merits a detailed operational procedure, at least at an initial stage.



Another important aspect of the operational processes is the establishment of service level agreements, particularly for the escalation process in case of fault management. The regulations specify service level agreements explicitly including the essential parts of them. On the difficult issue of QoS for Internet traffic, the metrics for them will be defined based on factors such as outages, peak offered capacity and mean time to repair and network availability. They will be included in the IP InterconnectionInterconnection agreement including the penalties for non-compliance.



[bookmark: _Toc489887184]Commercial Terms for IP InterconnectionInterconnection



IP interconnectionInterconnection charges are usually the areas where operators spend most of the time negotiating an interconnection agreement. The principles for interconnection pricing are outlined under this title and the possibility of the regulator mandating the use of specific techniques such as long run incremental cost (LRIC) is included. The assumption is that the NCRAs in every partner country will already be familiar with pricing techniques and tariff determination, which holds true from our initial findings. However, the results might still differ from one NCRA to the next in the region, due to unavoidable conditions particular to every partner state or even to specific regions. One alternative would be to standardize the models used for tariff calculations as done by ECTEL for the Eastern Caribbean Countries, taking into account that the Council has the authority to prescribe guidelines on interconnection charging methodology. Cost studies are also mandatory for the establishment of IP InterconnectionInterconnection charges. This is important to avoid imposition of high interconnection charges by the dominant service provider, particularly for transit and colocation.



[bookmark: _Toc489887185]Interconnection Information



One of the key elements for successful implementation of regulatory schemes for interconnection is publicity, which by itself ensures that all players will have a level-playing field regarding information. The regulations prescribe the need for making IP RIOs and interconnection agreements public and available to any interested party. Enforcement of these prescriptions will be left to the regulatory authorities of each partner state of the EAC.



[bookmark: _Toc489887186]Declaration of Dominance



On the declaration of dominance issue, the regulations for IP interconnectionInterconnection specify that it will be a responsibility of the NCRA in each partner state. Development of the methodology for determination of dominance in a particular market is already a responsibility of the regulator in most member countries and the NCRA is already familiar with the process. However, the issue of relevant market definition still represents a challenge when the Internet market is considered at a regional level. The European Community has already defined broadband as a single trans-European market, greatly simplifying the relevant market definition for cross-border IP InterconnectionInterconnection. Extending the geographic scope of the market to include other countries might prove quite challenging when the cross-border Internet market is analyzed. 



[bookmark: _Toc489887187]Institutional Framework for IP InterconnectionInterconnection



The institutional framework described in these sections take into account that the Council has already the power to approve and enact the regulations, which will hold true once the ratification process is finished. In the regulations the Council has the authorities conferred upon it by the Treaty, which are top-level responsibilities for the most part. The NCRAs of each partner state, on the other hand, are tasked with the implementation of these regulations for IP interconnectionInterconnection within their respective jurisdictions. The obligation to cooperate amongst themselves is also stated, particularly in situations where the intervention of NCRAs at both sides of the border separating the Partner States might be required.



[bookmark: _Toc489887188]Miscellaneous Provisions



The final provisions of these regulations allude to the force of law they have, subject to the content of the EAC Protocol on IT Networks. A standard formula for settlement of disputes within partner states of the EAC is also included, as well as the procedure for amendment of the regulations, which shall be carried out by the Council. The date of entrance into force is also included, which will be subject to the date of publication in the EAC Gazette.
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1. FRAMEWORK



1.1. Pursuant to the East African Community Cross-Border Interconnections Regulations, 2017, (“the Regulations”) {Interconnect Service Provider Name} publishes this Reference Interconnection Offer (RIO) which provides a set of standard technical and commercial terms and conditions for Cross-Border Interconnection, and forms the basis for entering into an interconnection agreement between {Interconnect Service Provider Name} and any requesting Interconnecting Service Provider.



1.2. {Outline in detail the remaining legal/regulatory framework applicable to the  Interconnection}







2. DEFINITIONS AND INTERPRETATION



2.1. [bookmark: _Ref356551745]In this RIO, except if the context requires otherwise, words and expressions are as defined in Annex A. Definitions and Glossary of Terms.



2.2. Without prejudice to the rights of {Interconnect Service Provider Name}, in the event of conflict or ambiguity between the terms defined in the governing laws and regulations in respect of this RIO, the following order of precedence shall apply:



a. The East African Community Protocol on Information and Communications Technology Networks



b. The East African Community Regulations For Cross-Border  Interconnection



2.3. In the event of conflict or ambiguity between the provisions of the Regulations For Cross-border  Interconnection, this RIO (including any attachments, appendices or annexes hereto) and any Interconnection Agreement entered into between {Interconnect Service Provider Name} and an Interconnecting Service Provider pursuant to negotiations based on this RIO, and subject to Clause 2.1 hereof, the following order of precedence shall apply:



a. The East African Community Regulations For  Interconnection



b. This  Reference Interconnection Offer



c. Any  Interconnection Agreement pursuant to this RIO.







3. [bookmark: _Ref356572953]NETWORK INTERCONNECTION



3.1. Interconnection between the {Interconnect Service Provider Name} Network and the Interconnecting Service Provider’s Network at each Point of Interconnection shall be achieved through one or more Interconnect Links. Each Interconnect Link shall create a connection between one of the {Interconnect Service Provider Name} Service Nodes and one of the Interconnecting Service Provider’s Service Nodes. Details of how this shall be achieved are set out in Annex C, Attachment 1.  Distribution Frame Characteristics DDF and ODF. Interconnection is available at each of the Annex C Attachment 2. Points of Interconnection (POIs). The Interconnecting Service Provider may interconnect at any of these Interconnect Nodes subject to that Interconnect Link being bi-laterally agreed in the Network Plan. The technical standards supported by the {Interconnect Service Provider Name} Network for the purposes of Interconnection are set out in Annex C, Attachment 1.  Distribution Frame Characteristics DDF and ODF as amended from time to time.



3.2. On requesting Interconnection from {Interconnect Service Provider Name}, the {Interconnecting Service Provider} shall:



3.2.1. {Include all relevant details of the network to be provided by the Requesting Party}.







4. INTERCONNECTION SERVICES AND TRAFFIC ENGINEERING



4.1. The Service Schedules (Annex G Service Schedules hereto) provide details of the Interconnection Services offered by {Interconnect Service Provider Name}. These schedules include:



a. A definition and description of each Interconnection Service offered by {Interconnect Service Provider Name}.



b. A description of the terms and conditions under which the Interconnection Service is offered.



c. Details of the charging structure and charging arrangements for each Interconnection Service.







5. CHARGING FOR INTERCONNECTION SERVICES



5.1. The charging structure for each Interconnect Service is described in each service schedule as set out in Annex G Service Schedules hereto. The method of reviewing the charges given in the service schedules is described in Clause 21, Review, hereof.



5.2. The charges for each Interconnection Service included in this RIO are set out in Annex F. Price List). {Interconnect Service Provider Name} may review and subject to the approval of {NCRA Name} amend the Price List from time to time.



5.3. {Describe other characteristics of cross-border interconnection charging, including frequencies for certain services}







6. TECHNICAL ASPECTS



6.1. Annex C Technical Information hereto contains information including the following:



a. Technical recommendations that apply to cross-border interconnection



b. Service configuration



c. Technical characteristics



d. Network interconnection links



e. Transport network interconnection



f. Interface standards



g. Synchronization



h. Safety standards







7. [bookmark: _Ref356557350]OPERATIONAL ASPECTS



7.1. The operational aspects of Interconnection are contained within Annex H. Operations and Maintenance Manual) hereto. This includes information on the following:



a. Transmission Management



b. Interconnect Traffic Management



c. Fault Management



d. Interconnection operation and maintenance processes



e. Site Access Procedure



f. Network Planning



g. Provisioning







8. QUALITY OF SERVICE MEASURED



8.1. Consistent with the Regulations, {Interconnect Service Provider Name} shall provide Interconnect Services to another Service Provider at the same quality of service level as for similar services provided wholly within {Interconnect Service Provider Name}’s own Network.



8.2. {Interconnect Service Provider Name} and the Interconnecting Service Provider shall use their reasonable endeavors to meet the target grade of service as specified in Annex I. Quality of Service Measures) hereto. For specific routes, and in accordance with the Regulations, the target grade of service for specific routes can be varied from the standard and agreed between {Interconnect Service Provider Name} and the Interconnecting Service Provider as set out in the Network Plan.



8.3. Both {Interconnect Service Provider Name} and the Interconnecting Service Provider shall use reasonable endeavors to meet the targets set out in the Quality of Service Measures for all traffic carried on their networks.







9. [bookmark: _Ref356586961]NETWORK DESIGN AND PLANNING



9.1. Network design and planning of the Interconnection shall be in accordance with the Network Plan as agreed between {Interconnect Service Provider Name} and the Interconnecting Service Provider. The Network Plan shall relate to the next two (2) years and be prepared jointly by both Parties.



9.2. The Network Plan shall be reviewed and updated by {Interconnect Service Provider Name} and the Interconnecting Service Provider on a frequency to be agreed between both {Interconnect Service Provider Name} and the Interconnecting Service Provider by the Technical and Commercial review committee. In any case, the maximum period between reviews shall not exceed one (1) year and the revised plan agreed no later than the end of June of each year.



9.3. In addition to the production of the Network Plan, {Interconnect Service Provider Name} and the Interconnecting Service Provider shall revise the forecasts for Interconnect Links as per the procedure set out in Annex E. Forecasting). The agreed forecast shall be considered as part of the Network Plan.



9.4. The forecasts provided by {Interconnect Service Provider Name} and the Interconnecting Service Provider represent the good faith expectations of each party of the capacity requirements on the Interconnect Links.



9.5. Both {Interconnect Service Provider Name} and the Interconnecting Service Provider reserve the right to recover, from the other party unavoidable costs incurred as a result of the shortfall in capacity ordered, according to the forecasting procedures set out in Annex E. Forecasting).







10. [bookmark: _Ref356556287]NETWORK ALTERATION AND DATA MANAGEMENT AMENDMENTS



10.1. {Describe the procedure for Network Alteration and Data Management Amendments.}







11. [bookmark: _Ref356587744]NEW SERVICES



11.1. {Describe the procedure for addition of new services to the ones already provided.}







12. MANAGEMENT OF INTERCONNECTION



12.1. Interconnection will be managed through representatives from {Interconnect Service Provider Name} and the Interconnecting Service Provider.



12.2. All planning activities will be coordinated in accordance with the procedures laid out in Annex D. Management of Interconnection.  



12.3. The commercial representatives will be responsible for the management and administration of all commercial aspects of Interconnection including but not limited to ordering processes and reconciliation of billing data in accordance with Clauses 7, Operational Aspects, and 13, Measurement of Traffic Volume, as well as Annex C (Technical Information).







13. [bookmark: _Ref356557358]MEASUREMENTS OF TRAFFIC VOLUME



13.1. The responsibility for traffic volume measurements shall reside with the Billing Service Provider responsible for that particular Interconnect Service, and follow the best practices.



13.2. Both {Interconnect Service Provider Name} and the Interconnecting Service Provider shall ensure that it records measurements of traffic volumes in sufficient detail to meet its obligations as outlined in Annex G Service Schedules attached hereto and Annex B. Billing Processes & Procedures.







14. [bookmark: _Ref356567075]BILLING AND PAYMENT



14.1. {Interconnect Service Provider Name} and the Interconnecting Service Provider shall bill and reimburse the other in accordance with the procedures outlined in Annex B. Billing Processes & Procedures).



14.2. {Include details about billing and payment schedules.}







15. [bookmark: _Ref356570574]BANK GUARANTEE



15.1. {Introduce details about the bank guarantee, if any.}







16. STAFF SAFETY AND NETWORK PROTECTION



16.1. Each Service Provider is responsible for the safe operation of its Network and shall take all reasonable and necessary steps in its operation and implementation of the Interconnection Agreement to ensure that its Network does not:



a. Endanger the safety or health of employees, contractors, agents, customers of the other Service Provider or the general public, or



b. Damage, interfere with or cause any deterioration in the operation of the other Service Provider’s Network.



16.2. Neither {Interconnect Service Provider Name} nor the Interconnecting Service Provider shall connect or knowingly permit the connection to its Network of any equipment or device, including, but not limited to, any terminal equipment that is not approved by the {NCRA Name} in accordance with the Regulations.







17. [bookmark: _Ref356559088]CONFIDENTIALITY AND DISCLOSURE



17.1. {Outline the confidentiality and disclosure clauses in accordance to the local law.}







18. [bookmark: _Ref356556367]RESOLUTION OF DISPUTES



18.1. {Describe the resolution of disputes procedure in accordance to the local law.}







19. [bookmark: _Ref356560187]BREACH, SUSPENSION AND TERMINATION



19.1. {Describe the breach, suspension and termination procedure in accordance to the local law.}







20. INTELLECTUAL PROPERTY RIGHTS



20.1. Except as expressly otherwise provided in the Interconnect Agreement, Intellectual Property Rights shall remain the property of the Service Provider creating or owning the same and nothing in this RIO or the Interconnect Agreement shall be deemed to confer any right or title whatsoever or license of the Intellectual Property Rights of one Service Provider to the other, and nothing in the Interconnect Agreement shall be deemed to restrict the rights of any Service Provider to own, use, enjoy, license, assign or transfer its own Intellectual Property.







21. [bookmark: _Ref356554232]REVIEW



21.1. {Describe the conditions and the procedure to be followed for a review of the cross-border interconnection agreement in accordance to the local law.}







22. [bookmark: _Ref356590837]FORCE MAJEURE



22.1. {Describe the conditions under which force majeure might be invoked in accordance to the local law.}







23. [bookmark: _Ref356559025]LIMITATION OF LIABILITY



23.1. Subject to Clause 19, Breach, Suspension and Termination, if either Service Provider is in breach of any of its obligations under the Interconnection Agreement pursuant to this RIO (excluding obligations arising under this RIO to pay moneys), liability shall be limited to {Partner State Currency Name and Amount}) for any one event or series of connected events and {Partner State Currency Name and Amount} for all events (connected or unconnected) occurring in a Calendar Year.







24. ASSIGNMENT OF RIGHTS AND OBLIGATIONS



24.1. Without prejudice to the License Agreement no rights, benefits or obligations made under the Interconnection Agreement may be assigned or transferred, in whole or in part, by a Service Provider without the prior written consent of the other Service Provider, such consent not to be unreasonably withheld.







25. NOTICES



25.1. A notice shall be duly served if:



25.1.1. delivered by hand, and exchanged for a signed receipt, at the time of actual delivery;



25.1.2. sent by facsimile, upon its receipt being confirmed in the first instance by phone between nominated persons and followed in writing;



25.1.3. sent by email {In accordance with the provisions of the local law};



25.1.4. sent by recorded delivery service, two (2) business days after the day of dispatch.



25.2. Except if otherwise specifically provided all notices and other communications relating to an acceptance of this RIO shall be in writing and shall be sent to the contact points and addresses as set out in the Interconnection Agreement.







26. WAIVER



26.1. The waiver of any breach of, or failure to enforce, any term or condition resulting from an acceptance of this RIO shall not be construed as a waiver of any other term or condition of this RIO. No waiver shall be valid unless it is in writing and signed on behalf of the Service Provider making the waiver.







27. SEVERABILITY



27.1. The invalidity, unenforceability of any provision in the Interconnect Agreement shall not affect the validity or enforceability of the remaining provisions.







28. AMENDMENTS



28.1. Amendments and supplements to this RIO, including its Annexes, Appendices, Attachments and Service Schedules, shall be issued with not less than twenty eight (28) days notices subject to the approval of the {NCRA Name}.



	



29. GOVERNING LAW



29.1. The interpretation, validity and performance of this RIO shall be governed in all respects by the East African Community Protocol on Information and Communications Technology Networks, the East African Community Regulations For Cross-border Interconnection, 2017, and the laws of the {Partner State} and {Interconnect Service Provider Name} and the Interconnecting Service Providers submit to the exclusive jurisdiction of the Courts of the {Partner State}.



[bookmark: _Ref356551423][bookmark: _Toc357884054]
Annex A. Definitions and Glossary of Terms 



				Billing Information



				Information provided by the Billing party, as set out in this Cross-Border RIO, in support of invoices issued by the Billing party to enable the billed party to validate the other’s invoice.







				Billing Period



				The stated interval at which billing takes place under this Cross-Border RIO







				Cross-Border Interconnection



				See Interconnection definition in Regulations.







				Reference Interconnection Offer (RIO)



				See definition in Regulations.







				Data Management Amendment



				Such data reconfiguration of the {Interconnect Service Provider Name} Network or the Interconnecting Service Provider Network as is necessary for the access, routing and charging.







				Disclosing Service Provider



				A Service provider disclosing information to the other Service Provider under the Cross-Border Interconnection Agreement.







				Dispute



				A disagreement between the two parties pursuant to the Cross-Border Interconnection Agreement (excluding breaches).







				Dominant Service Provider



				See definition in Regulations.







				Due Date



				The date which is (insert number of calendar days} after the Issue Date of an {Interconnect Service Provider Name} invoice, by which date payment is required.







				Indefeasible Right of Use (IRU)



				See definition in Regulations.







				Interconnect Link



				A link connecting a {Interconnect Service Provider Name} Interconnect node and another Party’s Interconnect Node passing through a Point of Interconnection.







				Interconnect Node



				A node where a router managing BGP allows the interconnection of the network.







				Interconnect Path



				The geographical/physical route and higher capacity systems used to provide the Interconnection Link(s)







				Interconnect Usage Report



				A report stating the actual level of utilization of the Interconnection Services provided under the Cross-Border Interconnection Agreement.







				Interconnecting Service Provider



				See definition in Regulations.







				Interconnection Agreement



				An agreement based on this RIO and entered into between {Interconnect Service Provider Name} and an Interconnecting Service Provider for the purposes of Interconnection.







				Interconnection



				See definition in Regulations.







				Issue Date



				The date on which an invoice is dated and dispatched by {Interconnect Service Provider Name}







				IEEE



				The Institute of Electric and Electronic Engineers which standardized Ethernet networks.







				IETF



				Internet Engineering task Force, open organization which defines for Internet standard operating protocols.







				ITU-T



				The Telecommunications Standards Bureau of the International Telecommunication Union.







				National Communications Regulatory Authority (NCRA)



				See definition in Regulations.







				Network Alteration



				A change (other than a Data Management Amendment) to a Party’s Network, which requires a change to be made to the other Party’s Network to allow the continuance of the conveyance of traffic across a Point of Interconnection pursuant to the Interconnection Agreement.







				Network Plan



				The specific agreement of the characteristics of reciprocal interconnection services between {Interconnect Service Provider Name} and an Interconnecting Service Provider including, but not limited to, target grade of service, traffic routing principles, capacity and traffic forecasts.







				Network



				The {Interconnect Service Provider Name} ICT Network or the Interconnecting Service Provider ICT Network as the case may be and/or indicated by the context.







				Party



				A party to the Cross-Border Interconnection Agreement.







				Point of Interconnection (POI)



				The physical point where the Interconnecting Service Provider connects to {Interconnect Service Provider Name} for the purpose of conveying traffic.







				Requested Party



				See definition in Regulations.







				Requesting Party



				See definition in Regulations.







				Service Node



				A primary node in the {Interconnect Service Provider Name} network which provides switching functions and produces records enabling billing functionality.







				Service Provider



				See definition in Regulations.







				Technical Review Committee



				The committee comprising technical and commercial representatives from {Interconnect Service Provider Name} and an Interconnecting Service Provider which will manage the interconnection arrangements.







				Tier 1 Partner



				Telecom company or internet service provider at the top level of the hierarchy of network providers, which connects to the rest of the internet though peering.
















[bookmark: _Ref356557450][bookmark: _Ref356557497][bookmark: _Ref356557868][bookmark: _Toc357884055]Annex B. Billing Processes & Procedures 



1. CHARGEABLE SERVICES



1.1. Definition of Services 



1.1.1. Chargeable services are those defined in Annex G (Service Schedules).  



1.1.2. Delivered services, facilities and related services, installation and usage charges will be invoiced according to the principles and procedures defined in this Annex B. The value of charges raised will be calculated using the prevailing prices as defined in Annex F. Price List and the formulae defined in this Annex B. 



2. BILLING 



2.1. [bookmark: _Ref356567368]Billing for non-usage based services



2.1.1. {Interconnect Service Provider Name} will invoice the Interconnecting Service Provider for non-usage based services including, but not limited to, Interconnection Link services, IRUs and Colocation and Infrastructure sharing as defined in the associated Services Schedules in Annex G.



2.2. Billing for Interconnection Link Services



2.2.1. {Interconnect Service Provider Name} will invoice the Interconnecting Service Provider for Interconnect Links and Transmission Links in accordance with the charging structure as outlined in Annex F. Price List).



2.2.2. The commencement date of charging for rental of Interconnect Links and Transmission Links will be from the moment of handover for the services set out in Annex G, Schedule 1. Interconnection Link.



2.2.3. {Specify billing characteristics for link services}



2.3. Billing for Indefeasible Rights of Use



2.3.1. {Interconnect Service Provider Name} will invoice the Interconnecting Service Provider for Indefeasible Rights of Use in accordance with the charging structure as outlined in Annex F. Price List.



2.3.2. The commencement date of charging for rental of Indefeasible Rights of Use will be from the moment of handover for the services set out in Annex G, Schedule 2. Indefeasible Rights of Use (IRU).



2.3.3. {Specify billing characteristics for Indefeasible Rights of Use}



2.4. [bookmark: _Ref356567373]Billing for Colocation and Infrastructure Sharing



2.4.1. {Interconnect Service Provider Name} will invoice the Interconnecting Service Provider for Colocation and Infrastructure Sharing in accordance with the charging structure as outlined in Annex F. Price List.



2.4.2. The commencement date of charging for rental of Colocation and Infrastructure Sharing will be from the moment of handover for the services set out in Annex G, Schedule 3. Interconnection Equipment Colocation Services.



2.4.3. {Specify billing characteristics for Colocation and Infrastructure Sharing}



2.5. Services Billing for Usage-Based Services



2.5.1. {Interconnect Service Provider Name} will invoice the Interconnecting Service Provider for usage-based services as defined in Annex G, Schedule 4. IP Transit according to the prices given in Annex F. Price List.



2.5.2. Cancellation of any one-service instance will not affect continuation of accrual of charges for any other service(s).



2.6. [bookmark: _Ref356564372]{Describe detailed billing information for usage based services, usage report and reconciliation procedure, and review of billing accuracy procedures}







3. INVOICING 



3.1. {Describe billing period characteristics, invoice forms, payments and discrepancies procedures} 







4. DISPUTES 



4.1.1. Billing disputes between the Interconnecting Service Provider and {Interconnect Service Provider Name} will be resolved according to this Annex B in the first instance and in any event in accordance with Clause 18 of the Primary Document. 







5. INTERCONNECT REPORTS 



[bookmark: _Ref356551924][bookmark: _Ref356552539][bookmark: _Toc357884056]{Include sample tables for interconnect traffic report and measures}








Annex C, Attachment 1. Distribution Frame Characteristics DDF and ODF



1. DIGITAL DISTRIBUTION FRAME (DDF)



1.1. {Provide a general description of the digital distribution frame and technical requirements, including rack characteristics}







2. OPTICAL DISTRIBUTION FRAME (ODF)



2.1. {Provide a general description of the optical distribution frame, arrangement and technical requirements including connector types}








[bookmark: _Ref356551964][bookmark: _Toc357884057]Annex C Attachment 2. Points of Interconnection (POIs)







				AS Identification No.



				Location and Address



				IGR 



				IPv4 IPv6 capable ?



				Offered capacity 



				BGP







				



				



				



				



				100 Mbp/s



n10Gbit/s



				















Cross Border Interconnection points (xBIP)



				X Border ID



				Location



				Manhole /Shelter



				Interconnection capacity



				ODF



				Colocation



				With Country?







				1



				



				



				1 Gbps



2.5 Gbps



10 Gbps



				



				



				







				2



				



				



				



				



				



				











[bookmark: _Toc357884058]
Annex C, Attachment 3. Synchronization Scheme



1. GENERAL



1.1. {Insert the timing requirements and synchronization schemes used in the interconnection}







2. DEFINITIONS & TERMINOLOGY



The following terms are used in this section to specify the requirements to network synchronization:



a) Network Synchronization



A generic concept that depicts the way of distributing a common time and/or frequency to all elements in a network.



b) Primary reference clock (PRC) for PDH, SDH transport.



A reference frequency standard that provides a timing signal of high long-term frequency stability complaint with Recommendation G.811 (stratum I) and with verification to Universal Time Coordinated (UTC), used for synchronization of transmission PDH and SDH.



Applicable recommendations are: G.812, G.813



c) Network Timing Protocol Stratum Clock 0 



For synchronization of the servers of the Internet network, time synchronization “Network Time Protocol” will be provided by the Providing Internet Service to synchronize Provided Internet Service client, according RFC 1305 v3, v4 used.  



d) Global Positioning System (GPS)



System using number of Satellites circling the earth, used to derive a highly accurate timing source of PRC quality.



2. SYNCHRONIZATION EQUIPMENT



2.1. {Specify characteristics of primary reference clock, stratum clock, standby and slave clocks}







3. TIMING INTERFACE



3.1. {Provide details about the timing input interface}







4. NETWORK REQUIREMENT



4.1. {Describe the interconnection for PDH, SDH equipment, timing mode and management system}




[bookmark: _Ref356573845][bookmark: _Toc357884059]Annex C, Attachment 4. Environmental & Power Requirements for Colocation



1. GENERAL



1.1. {Describe the standards and test procedures to be used for environmental and power requirements}







2. CONSTRUCTION REQUIREMENTS



2.1. {Describe the chemical and biological constraints and protection of personnel requirements}







3. ACOUSTIC NOISE



3.1. {Specify the acceptable noise levels}







4. OPERATION IN PREMISES OF CONTROLLED CLIMATE



4.1. {Specify the environment, electrical protection, static electricity, and overcurrents and overvoltages requirements}







5. ELECTROMAGNETIC INTERFERENCE



5.1. {Indicate the general EMI requirements, the electromagnetic radiation and the conducted interference levels}







6. MECHANICAL DESIGN



6.1. {Provide details about the construction and physical protection the racks and frames of the equipment}







7. MECHANICAL DIMENSIONS



7.1. {Provide general information about space allocations, distance between racks, cabling, marking and heat dissipation}








[bookmark: _Ref356557259][bookmark: _Toc357884060]Annex C, Attachment 5. Applicable Technical Standards Interconnection







PDH Based Transport Systems:  ITU G.703, G.704, G.705



SDH Based Transport Systems:  ITU G.707



OTN Based Transport Systems:  ITU G.872



Ethernet Based Transport Systems:  IEEE 802.3



Signaling IP Network: RFC 4271 – Border Gateway Protocol BGP-4



Synchronization: see section Annex C – Attachment 3








Annex D. Management of Interconnection



1. MANAGEMENT OF INTERCONNECTION



This Annex describes the manner in which the management of the interconnection will be performed and provides guidance on the necessary forms to be used.



1.1. {Provide the details for account management, interconnection technical and commercial liaison, provision of network information, management of issues, dispute resolution and review and update}








[bookmark: _Ref356555480][bookmark: _Ref356555520][bookmark: _Toc357884061]Annex E. Forecasting



This Annex describes the manner in which Interconnection Services are forecast and the relevant forms that will be used.



1. Forecasting of Interconnection Traffic and Links Requirements



1.1. {Indicate the forecast requirements, the advanced capacity order (ACO) forecasting restrictions, reactive capacity planning and planning of new points of interconnection}







2. Forecast Agreement and Approval



2.1. {Indicate the forecast agreement and approval procedure}







3. Forecast Review



3.1. {Indicate the forecast review procedure}







4. [bookmark: _Ref356573354]Reciprocity of Forecasting



4.1. {Indicate that the procedures are required to be followed by both parties} the forecasted need should provide a capacity match between both sides of the interconnection.








[bookmark: _Ref356554038][bookmark: _Ref356554259][bookmark: _Ref356554503][bookmark: _Ref356557880][bookmark: _Toc357884062]Annex F. Price List



1. INTERCONNECTION LINK SERVICES



1.1. {Insert the price schedules for cross-border interconnection link services using the formats in the tables}



1.2. The annual {Interconnect Service Provider Name} International Internet Connectivity pricing for one-year commitment is as follows:



				Capacity*



				({Partner State Currency Name} per Year)







				DS3



				{Amount}







				STM-1



				{Amount}







				STM-4



				{Amount}







				STM-16



				{Amount}







				Ethernet 1 Gbit/s



				{Amount}







				Ethernet 10 Gbit/s



				{Amount}







				Ethernet 100 Gbit/s



				{Amount}















1.3. The following discounts for long term commitments apply only on STM-ns, Ethernet Gbit/s, etc, purchased from {Interconnect Service Provider Name}, showing for STM-n for illustrative  purposes:



				Number of STM-ns



				1 Year Commitment



				3 Years Commitment



				5 Years Commitment







				1



				{Percentage}



				{Percentage}



				{Percentage}







				2 to 4



				{Percentage}



				{Percentage}



				{Percentage}







				5 to 8



				{Percentage}



				{Percentage}



				{Percentage}







				9 to 15



				{Percentage}



				{Percentage}



				{Percentage}







				16 and above



				{Percentage}



				{Percentage}



				{Percentage}















2. INDEFEASIBLE RIGHTS OF USE



2.1. {Insert the price schedules for indefeasible rights for lit and dark fiber, indicating the commitment times}







3. INTERCONNECTION EQUIPMENT COLOCATION SERVICES



3.1. {Insert the price schedules for equipment colocation and sharing, including the annual/monthly price for every element such as space, power, air conditioning and others}







4. SHARING SERVICES



4.1. {Insert the price schedules for sharing, including the annual/monthly price for every utility such as ducts, posts and others}







5. IP TRANSIT SERVICES (only illustrative)



5.1. {Insert the price schedules for IP transit services specifying the monthly prices for transmissions rates and the burst commitment rates}







				Committed Speed



				Unit Price



				Cost







				10 Mbps



				$12 per Mbit/s



				$120/month







				100 Mbps



				$5 per Mbit/s



				$500/month







				1 Gbit/s



				$3.5 per Mbit/s



				$3,500/month







				10 Gbit/s



				$1.20 per Mbit/s



				$12,000/month







				100 Gbit/s



				$0.70per Mbit/s



				$70,000/month




















[bookmark: _Ref358281140]Annex G, Schedule 1. Interconnection Link



1. General



1.1. {Insert the main characteristics of the interconnection link services}







2. Service Definition



2.1. {State the service definition of the interconnection link services}







3. Description of Service



3.1. {Provide a description of the technical characteristics of the interconnection link services}







4. Service Provisioning - Initial Procedure



4.1. {Describe the initial procedure for requesting the interconnection link services including detailed timeframes and procedures}







5. Charging



5.1. {Describe the method used for charging for the interconnection link services}







6. Billing Information



6.1. {Indicate the information required for the billing process}







7. Routing



The provision of the Interconnection Link Service shall be in accordance with the {Interconnect Service Provider Name} transmission principles specified in 








Annex C, Attachment 1. Distribution Frame Characteristics DDF and ODF.








[bookmark: _Ref358281170]Annex G, Schedule 2. Indefeasible Rights of Use (IRU)



1. General



1.1. {Insert the main characteristics of the indefeasible rights of use including lit and dark fiber}







2. Service Definition



2.1. {State the service definition of both types of indefeasible rights of use (lit and dark fiber)}







3. Description of Service



3.1. {Provide a description of the technical characteristics of both types of indefeasible rights of use (lit and dark fiber)}







4. Service Provisioning



4.1. {Describe the initial procedure for requesting the IRUs including detailed timeframes and procedures}







5. Charging



5.1. {Describe the method used for charging both types of indefeasible rights of use (lit and dark fiber), including minimum commitment times}








[bookmark: _Ref356552970][bookmark: _Toc357884063]Annex G, Schedule 3. Interconnection Equipment Colocation Services



1. General



1.1. {Describe the general characteristics of the equipment colocation services}







2. Service Definition



2.1. {State the service definition for colocation services for IP interconnection}







3. Description of Service



3.1. {Describe in detail the service characteristics of the colocation and sharing services, including specifically what elements are covered within the facilities}







4. [bookmark: _Ref356573035]Service Provisioning



4.1. [bookmark: _Ref356574381]{Describe the initial procedure for requesting colocation services and/or sharing, including detailed timeframes and procedures}







5. [bookmark: _Ref356573707]Charging



5.1. {Describe the method used for charging both the different elements for colocation services and infrastructure sharing}



a) One-off costs, which will include but not be limited to:



· A physical site survey of the specified building



· Production of work Schedule and bill of quantities



· Construction of dedicated colocation facility rooms



· Refurbishing unused equipment areas



· Installation of security systems



· Provision of standard and/or enhanced ancillary support systems



· Upgrading power supplies and engine sets, lighting, heating and ventilation systems



· Providing external duct, inspection chambers and cables



· Providing internal cables



· Development and/or upgrading OSS



· Product development



· Development of new processes, procedures and work practices



b) Recurring Costs, which will include but not be limited to;



· Rental for the colocation space used



· Maintenance of the colocation facilities and equipment areas



· Maintenance of ancillary support systems



· Power supplies, lighting, heating and ventilation systems



· Maintenance of internal cables



· Order management



· Security




[bookmark: _Ref356554007][bookmark: _Toc357884064]Annex G, Schedule 4. IP Transit



1. General



1.1. {Describe the general characteristics of the international IP transit services}







2. Service Definition



2.1. {State the service definition for the international IP transit services}







3. Description of Service



3.1. {Describe in detail the service characteristics of the international IP transit services, including the speeds, committed rates, interconnecting Tiers, physical installation, technology and others}. For illustrative purposes the route advertisements of a transit provider is shown below:



 [image: Macintosh HD:Users:victorpereyra:Desktop:Captura de pantalla 2017-06-16 a la(s) 02.58.11.png]



[bookmark: _Ref356574707]The Table above shows the announcement of the routing Table that an IP transit provider can offer for IP transit. 







4. Service Provisioning - Initial Procedure



4.1. [bookmark: _Ref356574248]{Describe the initial procedure for requesting international IP transit services, including detailed timeframes and procedures}







5. Charging



5.1. {Describe the method used for charging international IP transit services and whether the 95% sampling period is used, filtering and other ancillary services to be utilized}







6. Billing Information



6.1. [bookmark: _Ref356575545]{Indicate the type of billing information that will be provided and the method for collecting it, as well as the frequency and other billing characteristics}







7. Routing



The provision of the IP Transit Service shall be in accordance with the {Interconnect Service Provider Name} transmission principles specified in








7.1. Annex C, Attachment 1. Distribution Frame Characteristics DDF and ODF.








[bookmark: _Ref356553053][bookmark: _Ref356554641][bookmark: _Toc357884065]Annex H. Operations and Maintenance Manual



This Annex to the Reference Interconnection Offer (RIO) sets out the processes and principles by which {Interconnect Service Provider Name} and the Interconnecting Service Provider will maintain and operate the Network Interconnection between their respective Networks.



1. PLANNING



1.1. [bookmark: _Ref356590229][bookmark: _Ref356588524]{Indicate the provision of network information characteristics, including network plan, interconnection of new switching equipment, ordering of new or changed interconnect services, reservation of colocation space, order cancellation, provisioning and service handover}







2. MONITORING & NETWORK TRAFFIC MANAGEMENT



2.1. {Include the monitoring and network traffic management procedural details, including reactive capacity planning, transmission management - quality of service testing and joint operational interconnection testing}







3. FAULT MANAGEMENT



3.1. {State the fault management principles and expand the items below}



3.2. Fault Reporting Procedure



3.3. Fault Escalation



3.3.1. The Interconnect Agreement Parties will use the timescales shown in Table 2 as guidelines for the fault escalation process. The timescales will be used in deciding whether the restoration of a fault is being progressing satisfactorily. If the escalation time has expired and both parties are satisfied with the progress of the fault restoration, no immediate escalation is necessary.



[bookmark: _Ref356590090]Table 2
Escalation Timescales



				Fault type



				Maximum Time before Escalation







				



				First Level



				Second Level



				Third Level







				Service Affecting



				Immediate



(within (10)



minutes)



				Two (2) hours



				Four (4) hours







				Non-service Affecting



				Immediate



(within (30)



minutes)



				Eight (8) hours



				Twenty-four (24) hours















3.3.2. All requests for escalation will be notified through each party's fault reporting point.



3.3.3. The reporting levels are shown in Table 3 below:



[bookmark: _Ref356590125]Table 3
Reporting Levels



				















Escalation Level



				



{Interconnect Service Provider Name}



				



Interconnecting Service Provider







				First/Normal



				Chief Section Supervisor



				To be advised by the Other



Service Provider







				Second



				Operations and Maintenance



Manager



				To be advised by the Other



Service Provider







				Third



				Management Centre Director



				To be advised by the Other



Service Provider















3.3.4. Persistent faults or issues which cannot be resolved satisfactorily through the normal channels will be escalated to the second level to expedite the fault clearance process.



3.3.5. The Interconnect Agreement Parties will notify their respective and appropriate officers stated in the table above when problems are encountered in the implementation or execution of the fault escalation procedures.



3.4. Information Communication and Notification



3.5. Traffic Controls







4. INTERCONNECTION MAINTENANCE PROCESSES



4.1. {Describe the interconnection maintenance process, including planned engineering work, safety of persons and equipment and integrity of networks}







5. SITE ACCESS (COLOCATION SITES ONLY)



5.1. {Indicate for site access the Access Times and Authority, as well as the responsibility of personnel involved}







6. REVIEW AND UPDATE



6.1. The Operational and Maintenance procedures stated in this Annex H will be reviewed periodically by {Interconnect Service Provider Name} after consultation with the Interconnecting Service Providers and updated as appropriate subject to technical and operational capabilities.








[bookmark: _Ref356555006][bookmark: _Toc357884066]Annex I. Quality of Service Measures



1. SERVICE LEVEL REQUIREMENTS



1.1. {Indicate the service level requirements that will be included in the service level agreement, including but not limited to targets on performance, speed, reliability, order lead time, network availability and service restoration time among others}



 



2. DELIVERY LEAD TIMES



{Interconnect Service Provider Name}’s commitment to deliver within the lead times outlined below, will only apply to services ordered in accordance with the procedure for ordering and provisioning as set out in Annex H. Operations and Maintenance Manual, and within the forecast provided by the Interconnecting Service Provider under the procedure set out in Annex E. Forecasting.



2.1. Delivery of Colocation facilities



2.1.1. {Indicate delivery lead times for colocation and sharing}







3. PERFORMANCE



3.1. {Indicate levels of performance for availability of interconnect links, availability of transmission links, overall availability, interconnect link fault repair and others}







4. REPAIR TIMES



4.1. {Indicate the repair times established for each type of fault, with preference in tabular form}







5. REVIEW AND UPDATE



The Quality of Service Measures will be reviewed after consultation with the Interconnecting Service Providers, based on technical and operational capabilities and updated as appropriate.
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				THE CRITICAL INFRASTRUCTURE PROTECTION BILL, 2015




A Bill for



AN ACT of Parliament to provide for the establishment of the Critical Infrastructure Protection Unit to co-ordinate and strengthen source ministries on matters relating to protection of critical infrastructure, protection of Critical Infrastructure, and for connected purposes




ENACTED by the Parliament of Kenya, as follows —







				



				PART I—PRELIMINARY












				Short title.



				     1. This Act may be cited as the Critical Infrastructure Protection Act, 2015. 







				Interpretation.




CAP 411A.








				    2. In this Act, unless the context otherwise requires— 




“Unit” means the Critical Infrastructure Protection Unit established under section 12 ;




“Committee” means the members of the Committee established under section 5 (1) ; 




“Cabinet Secretary” means the Cabinet Secretary for the time being responsible for matters relating to  security;




       “Director” means a person appointed as such under section 13 ;




“Class” in relation to critical infrastructure, means any of the classes of critical infrastructure set out in the First Schedule;




            “Communications” has the same meaning as assigned to it under section 2 of the Kenya Information and Communications Act;




“County Government” has the same meaning as assigned to it  in the Constitution, 2010;




“Critical Infrastructure” means the totality of Critical Infrastructure Assets;




 “Critical Infrastructure Assets” means designated physical and virtual assets or facilities, whether owned by private or public entities  which are designated as such under this Act as essential to the provision of vital services to Kenyans for their social and economic wellbeing, and which if destroyed, degraded or rendered unavailable, would impact on the social or economic wellbeing of the nation or affect Kenya’s ability to conduct national defense and security;




“Critical Infrastructure Owner” means a private or public entity that has beneficial ownership or control of Critical Infrastructure Assets;



            “energy” means Energy as defined in the Energy Act;




“primary critical infrastructure” means critical infrastructure that hosts other critical infrastructure and is as set out in the First  Schedule of this Act;




           “relevant body” means a body established under the Laws of Kenya, responsible for Primary Critical Infrastructure as set out in the First Schedule;




 “secondary critical infrastructure” means critical infrastructure that is hosted by primary critical infrastructure and is as set out in the First Schedule;




“source ministries” means the Ministries, state department or state agency concerned with critical infrastructure and in particular Ministries responsible for roads , communication and energy;




“state agency” means an entity incorporated by the Government to undertake a specific Government objective in delivering public service including regulation; 




“Plan” means the National Critical Infrastructure Plan;




           “Transport” means physical distribution systems critical to State security and economic interest including national airspace systems, airports, traffic movement systems, roads, ports, waterways, railway stations;




“vandalism” means any willful, negligent, reckless or malicious act of stealing, destroying, damaging or breaking into critical infrastructure.




   







				Guiding principles.



				    3. (1) The Cabinet Secretary, the Committee and the Unit shall, in exercise of the powers and discharge of functions under this Act, be guided by values and principles enshrined in the Constitution.




    (2) Without prejudice to the generality of the provisions of subsection (1) , the Cabinet Secretary, the Committee and the Unit shall be guided by the following principles in protecting of Critical infrastructure–




(a) promotion of consultation and public participation including consultations with the relevant National Government authorities, County Governments, Primary and Secondary Critical Infrastructure owners and members of the public;




(b) promotion of economic efficiency in the deployment of Critical Infrastructure Assets.




      (3) The Unit shall in coordinating the implementation of this Act—




(a) create interdependencies between interconnected infrastructure;




(b) evaluate security requirements for critical infrastructure;




(c) establish schemes for co-operation between owners and operators of critical infrastructure;




(d) establish a mechanism to enable the reporting and identification of vulnerabilities and opportunities for improvement; and




(e)  establish a mechanism on information sharing.












				Object and purpose of the Act. 








				     4.   The objective and purpose of the Act is for purposes of —




(a) establishment or identification of an institutional framework for the designation and protection of critical infrastructure;




(b) establishment of a national database of Critical Infrastructure Assets; 




(c) undertaking research in order to identify the challenges and vulnerabilities faced by Critical Infrastructure Assets and to explore on mechanisms to mitigate the impact of such challenges and vulnerabilities; 




(d)  co-ordinate the activities of all the concerned stakeholders including, the National Government, Authorities, County Governments, owners of primary and secondary critical infrastructure and members of the public, in the planning, designing and deployment of Critical Infrastructure;




(e) providing special protection of Critical infrastructure Assets;




(f) conducting civic education to promote awareness and sensitize the public on the value of Critical Infrastructure through dissemination of information, education and communication in order to foster in the public a sense of communal ownership and protection of Critical Infrastructure;



(g) prior identification and preparation of any threats or hazards that may affect the country’s critical infrastructure; 




(h) reduction of vulnerabilities of critical assets, systems, and networks; 




(i) mitigation of the potential consequences to critical infrastructure of incidents or adverse effects that may occur;




(j) co-ordination of the implementation of the Plans and programmes; and




(k) strengthening relationships amongst the key actors and stakeholders in critical infrastructure fraternity, national and county government actors, the private sector and the public.







				



				PART II – ESTABLISHMENT OF THE CRITICAL INFRASTRUCTURE PROTECTION COMMITTEE







				Establishment of the Critical Infrastructure Protection Committee. 








				     5. (1) There is established a Committee to be known as the Critical Infrastructure Protection Committee which shall consist of—




(a) the Principal Secretary in the Ministry for the time being responsible for  matters relating to Finance;




(b) the Principal Secretary in the Ministry for the time being responsible for matters relating to security;




(c) the Principal Secretary in the Ministry for the time being responsible for matters relating to energy;




(d) the Principal Secretary in the Ministry for the time being responsible for matters relating to transport and infrastructure;




(e) the Principal Secretary in the Ministry for the time being responsible for matters relating to information, communications and technology ;




(f) the Attorney General or a person deputized by him in writing;




(g) a nominee from the Council of Governors; 




(h) the Director appointed under section 13 who shall be  the Secretary to the Committee; and




(i) four persons from the private sector , appointed by the Cabinet Secretary in consultation with respective representatives from relevant sector players and associations, with expertise in the following fields—




(i) information, communications and technology sector;




(ii) energy sector;




(iii)  transport and infrastructure sector; and




        (2) The persons under subsection (1) (h) and (i) shall hold office for a term of three years renewable for one further term.




       (3) A person shall be qualified for appointment under subsection (1) (i) if that person—




(a) holds a degree from a university recognized in Kenya; and




(b) has at least ten years professional experience in the relevant field.




       (4) In appointing members of the Committee under subsection (1) (i) , the Cabinet Secretary shall ensure—




(a) that the appointees to the Committee reflect the interests of all sections of the Society;




(b) equal opportunities is accorded to persons with disabilities and other marginalized groups; and




(c) that not more than two-thirds of the members shall be of




 the same gender.




(5) The Cabinet Secretary may co-opt any other person including persons from other sectors to attend the meetings of the Committee. 







				Terms and conditions of service.



				   6. The members of the Committee shall be paid such allowances, as the Cabinet Secretary shall determine in consultation with the Salaries and Remunerations Commission.







				Vacation of office of member.








				    7. (1) The office of a member of the Committee appointed under section 5 (1) (i) shall be vacant, if the member—




(a) resigns from office by notice in writing to the Cabinet Secretary, as the case may be;




(b) dies;




(c) is removed from office for – 




(i) gross misconduct whether in the performance of the members’ functions or otherwise;




(ii)  is absent from three consecutive meetings of the Unit without permission of the Committee except for good cause shown;




(iii) violates the provisions of Chapter Six of the Constitution; 




(iv) is incapacitated by prolonged physical or mental illness for a period exceeding four months; 




(v) is unable to discharge the duties of his office;




(vi) is convicted of an offence and imprisoned for a term of more than six months; and




(vii) is adjudged  bankrupt.




(2) Before the removal of a member under subsection (1)(c), the  Cabinet Secretary shall request the Committee to—




(a)




investigate the circumstances giving rise to the proposed removal; and




(b)




make recommendations on whether or not the member should be removed from office.












				Functions of the Committee.



				     8. The Committee shall be responsible for—




(a) formulating policy guidelines on critical infrastructure protection;




(b) in consultation with other source ministries, formulate strategies and measures for the protection of critical infrastructure;



(c)  approving the organizational structure of the unit;




(d)  advising and making recommendations to the Cabinet Secretary on matters relating to critical infrastructure;



(e) formulate policy guidelines on matters relating to critical infrastructure protection;




(f) advise on the development and the implementation of an integrated critical infrastructure protection policy; 




(g)  performing any other function as may be conferred on it by this Act or any other written law.











				Powers of the Committee.



				      9. The Committee shall have all the powers necessary for the proper discharge of its functions under this Act and without prejudice to the generality of the foregoing, shall have power to—




(a) oversee the implementation of policies formulated under section 8 ;




(b)  require any information from any party on any matter relating to critical infrastructure .







				Delegation by the Committee.







				         10. (1) The Committee may by resolution generally or in any particular case delegate in writing to a sub-committee, or any officer, member of staff or agent of the Committee, the exercise of any of the powers or the performance of any of the functions of the Committee under this Act or under any other written law.




  (2) A delegation under this section—




(a) shall be subject to any conditions as the Committee may impose;




(b) shall not divest the Committee of the responsibility concerning the exercise of the powers or the performance of the duty delegated; and may be withdrawn and any decision made by the person to whom the delegation is made may be withdrawn or varied by the Committee.







				Conduct of affairs of the business of the Committee.







				    11. The conduct and regulation of the business and affairs of the Committee shall be as set out in Second Schedule but subject thereto, the Committee may regulate its own procedure.







				



				PART III — ESTABLISHMENT OF CRITICAL INFRASTRUCTURE PROTECTION UNIT












				Establishment of the Critical Infrastructure Protection Unit.








				    12. There is established, within the State department responsible for matters relating to security, a Unit to be known as the Critical Infrastructure Protection Unit.







				Composition of the Unit.



				   13. (1) The Unit shall consist of—




(a) a Director who shall be in charge of the Unit; and




(b) such staff as the Cabinet Secretary may, in consultation with the Committee, consider necessary for the performance of the functions of the Unit under this Act.




       (2) The Director and staff of the Unit shall be competitively recruited and appointed on such terms and conditions as Cabinet Secretary shall, in consultation with the Salaries and Remuneration Commission determine.




       (3) A person shall be qualified for appointment as a Director of the Unit if such person —




(a) is a citizen of Kenya;




(b) holds a degree from a university recognized in Kenya any of the following fields—




(i) finance; 




(ii) engineering; 




(iii) law; 




(iv) architecture; 




(v) survey; 




(vi) economics; or,




(vii) energy; 




(c) holds a masters degree from a University recognized in Kenya




(d) has at least ten years relevant professional experience;




(d) satisfies the requirements of leadership and integrity set out in Chapter Six of the Constitution.




       (4) The appointment of the Director under subsection (1) shall be by notice in the Gazette for a term of three years and shall be eligible for re-appointment for one further term.   




      (5) A person shall not be qualified for appointment as if that person –




(a) is a member of Parliament or county assembly;




(b) is an official of a governing body of a political party;




(c) is an undischarged  bankrupt;




(d) has been convicted of a felony or any other offence related to abuse of office or under the economic Crimes Act;




(e)  has previously been removed from office for contravening the provisions of the Constitution or any written law.







				Vacation of office of Director.



				     14. (1) The office of the Director shall become vacant if he—




(a) is adjudged bankrupt;




(b) is convicted of a criminal offence and sentenced to a term of imprisonment of not less than six months;




(c) resigns in writing addressed to Committee;




(d) is removed from office by the Committee for—




(i) being unable to perform the functions of his office by reason of mental or physical infirmity; or




(ii) failing to declare his interest in any matter being considered or to be considered by the unit or the Committee; or




(e) fails to perform his duties in accordance with the terms and conditions of appointment; or




(f) dies.




(2) Before the removal of a Director under subsection (1), the Committee shall request the unit to—




(a) investigate the circumstances giving rise to the proposed removal; and




(b) make recommendations on whether or not he should be removed from office.







				Functions of the Unit.








				15.(1) The functions of the Unit shall be to—




(a) serve as the secretariat and technical arm of the Committee;




(b) provide technical, financial and legal expertise to the Committee.




            (2) In the performance of its functions under subsection (1), the unit shall—




(a) identify and designate critical infrastructure assets;




(b) implement strategies and measures for the protection of critical infrastructure;




(c) establish an integrated database of information on critical infrastructure;




(d) oversee the implementation of the provisions of the Act;




(e) maintain a register of all the assets and locations declared as critical infrastructure;




(f) coordinate the planning, development and implementation of security measures and strategies for the protection of critical infrastructure;




(g) conduct research and gap analysis to ensure continuous development in matters relating critical infrastructure;




(h) prepare and implement critical infrastructure programmes;




(i) categorize and register different classes of critical infrastructure; 




(j) deploy relevant security measures for the protection of critical infrastructure;



(k) advise and make recommendations to the Committee on matters relating to critical infrastructure; and 




(l) perform any other function related to the implementation of this Act.







				Powers of the Unit.








				      16. The Unit shall have all the powers necessary for the proper performance of its functions under this Act, and in particular, the Unit shall have power to—



(a)  require from any party any information on CCTV, building plans, maps for inclusion in the data register;




(b) control, supervise and administer the assets of the Unit, in such a manner that best promotes the purpose for which the Unit is established;




(c) determine the provisions to be made for capital and recurrent expenditure and for reserves of the Unit;




(d) receive any grants, gifts, donations or endowments and make disbursements there from;




(e) enter into association with other bodies or organizations within or outside Kenya as the Unit may consider desirable or appropriate and in furtherance of the purpose for which the Unit is established;




(f) open a bank account for depositing the funds of the Unit; 




(g) invest any funds of the Unit not immediately required for its purposes; and




(h) in consultation with the Cabinet Secretary, to impose such fee, commission, payment or any other  charges in consideration of any services that may be rendered by it in respect of any of its functions and powers.












				



				PART IV―FINANCIAL PROVISIONS







				Funds of the Unit.



				      17. (1) The funds of the Unit shall consist of—




(a) such monies as may from time to time be appropriated by Parliament for the purpose of enabling the Unit exercise its powers and perform its functions under this Act;




(b) such monies or assets as may accrue or vest in the Unit in the course of the exercise of its powers or the performance of its functions under this Act including but not limited to license fees, user fees, rents and any other monies accruing to the Unit under this Act;




(c) all monies borrowed by, lent to or donated to the Unit ; and




(d) any monies accruing to the Unit from any other source.




      (2) Subject to the provisions of this Act or any other law, the Unit shall have the discretion to use the funds of the Unit in order to carry out its objective and functions.







				Annual estimates.








				     18. (1) At least three months before the commencement of each financial year, the Unit shall cause to be prepared estimates of the revenue and expenditure of the Unit for that financial year. 




(2) The annual estimates shall make provision for all estimated expenditure of the Unit for the financial year concerned, and in particular shall provide— 




(a) for the payment of the salaries, allowances and other charges in respect of the staff of the Unit and the members  of the Committee; 




(b) for the payment of the pensions, gratuities and other charges in respect of retirement benefits to staff of the Unit; 




(c) for the maintenance of the buildings and grounds of the Unit;




(d) for the maintenance, repair or replacement of the equipment and other movable property of the Unit; and




(e) for the creation of such reserve funds to meet future or contingent liabilities in respect of retirement benefits, insurance or repair of buildings or replacement of equipment or in respect of such other matters as the Committee may deem fit. 




          (3) The annual estimates shall be submitted to the Committee for approval before the commencement of the financial year to which they relate; Provided that once approved, the sum provided in the estimates shall not be increased without the prior consent of the Committee.




    (4) Expenditure shall not be incurred for the purposes of the Unit except in accordance with the annual estimates approved under subsection (3) or in pursuance of an authorization of the Committee. 












				Accounts and audit.








				    19. (1) The Committee shall cause to be kept all proper books and records of accounts of the income, expenditure, assets and liabilities of the Unit. 




     (2) Within a period of three months after the end of each financial year, the Committee shall submit to the Auditor-General or to an auditor appointed under subsection (3), the accounts of the Unit together with—




(a) a statement of income and expenditure during that year; and 




(b) a statement of the assets and liabilities of the Unit on the last day of the financial year. 




     (3) The accounts of the Unit shall be audited by the Auditor-General or by an auditor appointed by the Committee with the written approval of the Auditor-General.




    (4) The appointment of an auditor shall not be terminated by the Committee without the prior written consent of the Auditor-General.




     (5) The Auditor-General may give general or special directions to an auditor appointed under subsection (3) and the auditor shall comply with those directions.




    (6) An auditor appointed under subsection (3) shall report directly to the Auditor-General on any matter relating to the directions given under sub-section (5) of this section;




     (7) Within a period of six months after the end of the financial year, the Auditor-General shall report on the examination and audit of the accounts of the Unit to the Committee and to the Cabinet Secretary, and in the case of an auditor appointed under subsection (3), the auditor shall transmit a copy to the report to the Auditor-General.




    (8) Nothing in this Act shall be construed to prohibit the Auditor-General from carrying out an inspection of the Unit’s accounts or records whenever it appears to him desirable and the Auditor-General shall carry out such an inspection at least once every six months.




      (9) Notwithstanding anything in this Act, the Auditor-General may transmit to the Cabinet Secretary a special report on any matters incidental to his powers under this Act, and section 19 (3) and (4) of the Exchequer and Audit Act shall, mutatis mutandis, apply to any report made under this section.




    (10) The Cabinet Secretary shall lay the audit report before the National Assembly as soon as reasonably practicable after the report is submitted to him under this section;




     (11) The fee for any auditor, not being a public officer, shall be determined and paid by the Committee.












				Investment of funds.



				     20. (1) The Committee may invest any of the funds of the Unit which are not immediately required for its purposes in such securities as the National Treasury may, from time to time, approve. 




    (2) The Committee may place on deposit with such bank or banks as it may determine, any moneys not immediately required for the purposes of the Unit. 




    (3) The Committee shall, within three months after the end of each financial year, prepare and submit to the Cabinet Secretary a report of the operations of the Committee for the immediately preceding year. 




    (4) The Cabinet Secretary shall lay the annual report before the National Assembly within three months of the day the Assembly next sits after the report is presented to him.







				



				PART V—DESIGNATION OF CRITICAL INFRASTRUCTURE












				Designation of critical infrastructure.








				      21. (1) The Unit shall determine the assets and facilities in Kenya that constitute Critical Infrastructure Assets.




      (2) As at the effective date, the Assets set out in the First Schedule are designated as Critical Infrastructure Assets.




      (3) Any public or private entity may request the Committee to designate any assets or facilities under its control or ownership as Critical Infrastructure Assets.




      (4) In designating Critical Infrastructure Assets, the Committee shall–




(a) assess the value of the services provided using the assets or facilities and determine whether such services are essential to the social and economic wellbeing of the citizens of Kenya ;




(b) assess the impact on the country, in the event that such assets or facilities are for any reason destroyed, degraded or rendered unavailable; and



(c) assess the value of such assets and facilities to the county’s ability to conduct national defense and security.



      (5) The Committee shall notify the owner or operator of an asset or facility, in writing, before designating that asset or facility as a Critical Infrastructure Asset.



       (6) The Committee shall issue a declaration through a notice in the Kenya Gazette that a specified asset or facility has been designated as a Critical Infrastructure Asset.












				Register of Critical Infrastructure.








				     22. (1) The Unit shall maintain in such form as it considers appropriate, a database of the assets and facilities declared as  Critical Infrastructure Assets.




     (2) The Unit shall —  




(a) collect such information from owners of Critical Infrastructure Assets for purposes of registration of a Critical Infrastructure Asset;




(b) collect from the owners of Critical Infrastructure Assets such information as is necessary for the Unit to locate the Critical Infrastructure Assets;




(c) ensure that the Critical Infrastructure Assets database is accurate and updated on a regular basis;



(d) regulate access to the contents of the Critical Assets database and shall restrict such access to authorized persons;



(e) charge such fees as it prescribes for granting access to the database.



 







				



				PART VI—PLANNING, DESIGN AND IMPLEMENTATION OF CRITICAL INFRASTRUCTURE












				Integrated  National Critical




Infrastructure Plan.








				      23. (1) The Unit shall have the overall mandate in the co-ordination of the planning, design, implementation and deployment of Critical Infrastructure in Kenya.




    (2) The Unit shall—




(a)  require all owners and operators of Critical Infrastructure to develop plans and submit the plans to the Unit;




(b) consider the plans of the National Government as well as the plans of county Governments in respect to the deployment of Critical Infrastructure;




(c) require owners of Critical Infrastructure Assets to notify the Unit of any changes of their plans.




       (3) The Unit shall, in consultation with the relevant parties, consolidate the plans submitted under subsection (1) (a) and (b) into an Integrated National Critical Infrastructure Plan which shall take into consideration future planning appropriate to the nature of the service and shall be reviewed on a regular basis.




        (4) The Integrated National Critical Infrastructure plans shall guide the deployment of Critical Infrastructure Assets.












				Implementation of the Integrated National Critical Infrastructure Plan.








				    24. (1) The Unit shall have the overall mandate in the supervision of the deployment and implementation of the Integrated National Critical Infrastructure Plan in Kenya.




     (2) The owners or operators shall obtain the consent of the Unit before deploying any Critical Infrastructure Assets.




     (3) The Unit in giving its consent shall ensure that the Integrated National Critical Infrastructure Plan is adhered to.




     (4) The Unit shall give its response within fifteen days’ of receipt of an application failure of which the consent shall be deemed to have been given. 












				



				PART VII — DUTIES AND OBLIGATIONS











				Role to educate the public.



				   26. The Unit shall be responsible for carrying out public education in order to— 




(a) create awareness and sensitize the public on the value of Critical Infrastructure through dissemination of information, education and communication;



(b)  foster a sense of communal ownership and protection of Critical Infrastructure by the members of the public;



(c)  encourage property owners to make provision for the installation of Critical Infrastructure Assets on their premises on reasonable terms; and



(d)  provide mechanisms for members of the public to share information with the Unit concerning Critical Infrastructure Assets.











				Security measures.



				     27. The Committee shall—




(a) carry out research on global trends regards the developments and dealings with Critical Infrastructure Assets;




(b) assess and evaluate the security needs of the Critical Infrastructure;




(c) be entitled to receive intelligence concerning threats to Critical Infrastructure Assets; and




(d) in collaboration with the office of the Inspector-General to ensure that Critical Infrastructure Assets are afforded continued security surveillance and protection against—




(i) threat or use of force;




(ii) terrorism or terror other related activities;




(iii) espionage;




(iv)  sabotage;




(v) cybercrime or crime targeted at information transmitted by means of Critical Infrastructure Assets;




(vi) vandalism; and




(vii) encroachment of property on which Critical Infrastructure Assets are situated.












				Service continuity.



				       28. (1) For purposes of ensuring service continuity, the Committee shall—




(a) require owners of Critical Infrastructure Assets to demonstrate to the Unit their service continuity plans in the event that the Critical Infrastructure Assets are destroyed, degraded or rendered unavailable for any reason;




(b) considers such service continuity plans and make recommendations for improvement to the owners of such Critical Infrastructure Assets;




(c) make recommendations to the National Government and county governments on how to ensure service continuity in the event of Critical Infrastructure Assets are destroyed, degraded or rendered unavailable for any reason; and




(d) collaborate with the National Disaster Recovery body to mitigate the impact of natural disasters on critical infrastructure.












				Requirement for Insurance cover.








				       29. The Committee shall require, where applicable, the owners of Critical Infrastructure to take up an insurance cover in order to insure the Critical Infrastructure against accidental damage.












				General guidance.








				     30. (1) The Committee shall—




(a) formulate guidelines on the manner in which the owners of Critical Infrastructure Assets shall mark, identify and secure Critical Infrastructure Assets;




(b) formulate guidelines that govern the co-existence of interconnected Critical Infrastructure Assets taking into consideration the necessary interdependencies between such interconnected Critical Infrastructure Assets;




(c)  in consultation with Critical Infrastructure Asset owners, County Governments and source ministries develop standard operating procedures, guidelines, processes and standards to be followed in situations where it is necessary to temporarily affect Critical Infrastructure Assets of one Critical Infrastructure Owner, to install or repair the Critical Infrastructure Assets of another Critical Infrastructure Owner.












				Settlement of disputes.




No.2 of 2012.




No. 26 of 2013.



				         31. (1) The Committee shall subject to subsection (2) and (3), endeavor to settle any dispute resulting from the implementation of the provisions of this Act in an amicable manner.




      (2)Without prejudice to the provisions of subsection (1), where the disputes relates to the two levels of governments, the provisions of Part IV of the Intergovernmental Relations Act, 2012 shall apply.




    (3) Where a dispute is of a commercial nature the Committee shall subject to the provisions of this Act refer the matter to the Nairobi International Arbitration Centre, established under section 2 of the Nairobi International Arbitration Act, 2013.




   (4) Where a party is aggrieved by the outcome of the decision under subsections (2) and (3), the aggrieved party may seek redress of the matter in Court as a last resort. 












				Obligations of County Governments.



				       32.  Each county government shall —




(a) propose such county assets that meets the requirements of the Act for designation as Critical Infrastructure Assets;




(b) provide the Unit with information and maps regarding the location of the Critical Infrastructure Assets;




(c) prepare and submit the county plans for the development and deployment of Critical Infrastructure Assets within the county with the Unit including any updates; and




(d) support the Unit in the implementation of its mandate at the county level in the implementation of plans and designs of critical infrastructure at the county.












				Duties of owners and operators of critical infrastructure.



				         33. (1) The owners and operators of critical infrastructure assets shall—




(a) propose and submit the Unit such assets as meet the requirements of the Act for designation as Critical Infrastructure Assets;




(b) provide the Unit with information and maps regarding the location of the Critical Infrastructure Assets;




(c) prepare and submit their plans for the development and deployment of Critical Infrastructure Assets including any reviews thereof;




(d) co-operate with other owners of Critical Infrastructure Assets, where the Critical Infrastructure Assets are interconnected or interdependent.



       (2)The owners of Critical Infrastructure Assets shall— 




(a) co-operate with the Unit in implementing security measures prescribed by the Unit;



(b) share with the Unit their respective Service Continuity Plans;



(c) report any incidents of security violation or threat to the Critical Infrastructure Assets;




(d) co-operate with the Unit and take steps recommended by the Unit in the event of a security violation or in the event of a natural disaster;



(e) provide access to Critical Infrastructure Assets in the event of national  disaster or security issue.












				Duty to restore.








				     34. (1) Any person who, while in the course of operating any motor vehicle, locomotive or machinery, or while undertaking any works or activity along, on or within the vicinity of any critical infrastructure asset or otherwise by use of any remote device or technology, jams, disrupts, damages, wrecks, disables, incapacitates, impairs, removes or otherwise interferes with the operation of any critical infrastructure asset without authorization of the owner or operator of the critical infrastructure asset shall—




(a) immediately on being notified desist from all such activities interfering with the critical infrastructure assets; 




(b) promptly or within such time as the Unit may prescribe at his own cost restore the damaged, impaired, removed or incapacitated asset to the same standard of quality and functionality as they were before the interference or damage;




(c) be liable to pay compensation, including aggravated damages on failure desist, for any loss caused to the owner or operator of the critical infrastructure asset affected or damaged ;or




(d) responsible to mitigate the loss caused or likely to be caused to the owners and operators of the affected critical infrastructure.




       (2) Where an existing written law applicable to any civil works or any sector or class of critical infrastructure assets prescribes any process for avoidance or mitigation of damage or provides for limitation of damages arising in the course of such civil works or regulated activity, the party responsible for civil works or regulated activity shall only be liable to make restitution or pay compensation in accordance with such other law.












				



				PART VIII— OFFENCES AND ENFORCEMENT MECHANISMS












				Defacing, destruction or interference with Critical Infrastructure.



				    35.A person who willfully, negligently or without authorization —




(a)  interferes with the management or operation of Critical Infrastructure;




(b) vandalizes, damages, removes, tampers with, touches or in any other way whatsoever interferes with Critical Infrastructure;




(c) steals or severs critical infrastructure;




(d) interferes with, disables, obstructs, incapacitates or otherwise impairs the operations of critical infrastructure or information transmitted by means of Critical Infrastructure;




(e)  removes, defaces or destroys any critical infrastructure or part thereof;




(f) wrecks, derails, sets fire to, or disables critical infrastructure; 




(g) puts up structures above critical infrastructure buried underground such as power cables, oil, gas and water pipelines, communication cables;



(h) dumps soils, garbage and excavated materials such as soil adjacent to, above or below critical infrastructure that compromises the operation of the critical infrastructure and safety of members of the public ;



(i) plants trees or other vegetation that grow to heights and depths that compromise the established safety standards adjacent to critical infrastructure;



(j) excavate quarries or trenches adjacent to the critical infrastructure resulting to the weakening of the foundation of the critical infrastructure ;



(k) burns waste matter or other matter above, adjacent to or below critical infrastructure; or 



(l) sets to fire, places or causes to be placed any biological agent, toxin, destructive device or other dangerous substance for use as a weapon, destructive substances, or destructive device in, upon, or near critical infrastructure, with intent to endanger the safety of any person using or attending to critical infrastructure, or with a reckless disregard for the safety of human life,




commits an offence and shall be liable, on conviction be liable to a fine of not less than five million shillings or to imprisonment for a term of not less than ten years or to both and in addition the court shall order for the convicted person to repair the damaged occasioned to the critical infrastructure asset.







				Inciting or abetting interference with critical infrastructure.



				     36. Any person who—




(a) attempts, threats, conspires to do;




(b) aids or abets in the commission of; or




(c) incites members of the public to commit,




any of the acts specified under section 37 commits an offence and shall be liable, on conviction be liable to a fine of not less than five million shillings or to imprisonment for a term of not less than ten years or to both. 












				Hindering, obstructing or interfering with the exercise of Critical Infrastructure Owner powers



				    37. A person who hinders, obstructs or interferes with the exercise by a critical infrastructure owner, or by the servants or agents duly authorised in writing of any such owner, of any right of entry upon land conferred by this Act for the purpose of laying and connecting, or repairing, inspecting or removing, critical infrastructure commits an offence and shall, on conviction, be liable to a fine not exceeding one hundred thousand shillings for each day or part thereof that the obstruction occurs or continues.












				Penalties for non-compliance



 



				     38. (1) Where an owner of a critical infrastructure does not comply with the provisions of this Act, the Unit shall give a sixty days’ notice in writing requiring the Owner to —




(a)  remedy its non-compliance;




(b) make representations to the Unit with respect to the matter.




     (2) If, after the Owner has been given an opportunity to remedy or make representation before the Unit, and the Unit is of the opinion that the owner has failed to comply with the provision of the Act, the Unit may impose a penalty on the Owner not exceeding two million shillings.











				General penalty.








				       39. Any person convicted of any offence in this Act, where no penalty is provided shall be liable, on conviction, to a fine of not less than ten million shillings or to imprisonment for a term of not less than fifteen or to both.







				Appointment of inspectors.



				    40. (1) The Committee shall, for purposes of enforcing the provisions of this Act, appoint such number of inspectors as the  Committee may consider appropriate and shall issue to them, in writing or in such form as may be prescribed, certificates of authority to act as inspectors.




    (2) A person appointed as an inspector under subsection (1) shall—




(a) hold office subject to such terms and conditions as the Committee may determine;




(b) have full police powers in the exercise of their duties under this Act.




      (3)In addition to inspectors appointed under subsection (1), any member of the Committee, police officer, and public officers appointed under the various sectoral laws of the source ministries are hereby designated as inspectors for purposes of this Act.




(4)




The Committee may designate other public officers to be inspectors for purposes of this Act.




(5)




The Committee may withdraw appointment of inspectors or designated inspectors under this section.




(6)




Appointment of inspectors under this section shall be by notice in the Gazette.












				Powers of inspectors.








				  41. (1) An inspector may at any reasonable time—




(a) enter upon and inspect any place, premises, on or in which the critical infrastructure assets are located, including on any public road or at any other public place;




(b) request any information relating to the CCTV, building plans or maps;




(c) take the steps that may be reasonably necessary to prevent or stop any person from committing an offence specified under this Part;




(d) if he reasonably suspects that a person at, on or in such place, premises or vehicle may furnish any information with reference to any act of dealing in critical infrastructure assets— 




(i) question that person and take down a statement from him;




(ii)  demand and procure from that person any equipment, machinery, tools, item or object being used to endanger a critical infrastructure;




(e) seal or seal off any place or premises at, on or in which there is an eminent threat to a critical infrastructure 




      (2) Nothing in this section shall be construed as requiring a person to answer any question or give any information if to do so might incriminate him.




      (3) An inspector may arrest, without a warrant, any person whom he suspects upon reasonable grounds of having committed any offence under this Act and may search and detain such a person:




Provided that a person shall not be arrested under this section unless he obstructs or hinders the inspector or refuses to give his name and address to the inspector or to produce to him satisfactory evidence of his identity, or gives a name and address which the inspector has reason to believe to be false or it appears to the inspector that such a person may not be found or made answerable to justice without unreasonable delay, trouble or expense.












				



				PART IX — MISCELLANEOUS PROVISIONS












				Confidentiality.



				       42.(1) The members of the Unit and staff shall undertake to keep confidential all matters that come into their possession, except where disclosure may be required of a party by legal duty, to protect or pursue a legal right or to enforce or challenge a legal proceeding before a judicial body.












				Regulations.                   








				      43. (1) The Cabinet Secretary may, in consultation with the Committee, make Regulations as may be expedient or necessary for the better carrying out of the provisions of this Act or for prescribing anything that may be, or is required to be prescribed under this Act.




(2) Without prejudice to the generality of subsection (1), the Regulations may be made for—




(a) purposes of regulating the unique features of the respective sectors or sub-sectors;




(b) the sharing of information by and between all Government agencies, law enforcement agencies and private bodies involved in the protection of critical infrastructure;




(c) the responsibility of owners or operators of Critical Infrastructure;




(d) the content and timelines for the preparation of the Critical Infrastructure plans;




(e) providing for such other matters as are contemplated by or necessary for giving full effect to the provisions of this Act.












				Amendment of section 64 of No 12 of 2006.



				      44.The Energy Act, 2006 is amended by inserting  the following  new section immediately after section 64 as follows—




    64A. Any person who makes any conductor, transformer, insulator, tower, reactor, jumper or other works under the control of a licensee, movable with intent to steal commits an offence and is liable on conviction to imprisonment to imprisonment  for a period not exceeding thirty years or where the act causes the death of another person, to imprisonment.











				



				FIRST SCHEDULE                           (s.21)







				



				CRITICAL INFRASTRUCTURE ASSETS




Electricity Subsector




(a) Power Lines




(b) Substations




(c) Off-grid generation stations




(d) Repeater stations




(e) Data centres




ROADS AND INFRASTRUCTURE SECTOR




Roads and Infrastructure Subsector




(a) Road furniture, 




(b) Street lights, 



(c) Traffic lights, 



(d) Rails, 



(e) Roads and 



(f) Road Corridors



INFORMATION, COMMUNICATIONS AND TECHNOLOGY SECTOR




(a) Fiber Optic Cable




(b) Sub marine Cables




(c) Telecommunication apparatus or




(d) Telecommunication line, post or




(e)  other thing whatsoever, being part of or used in or about any licensed telecommunication system or in the use thereof.




Security Sector




Security Cameras. 



(a) Power Unit encased in IP54, hosting batteries, and routers.



(b) Power box with KPLC meter and cutout.



(c) High Definition cameras (configuration varies depending on the location of the pole).



(d) Strobe lights on ANPR (Automatic Number Plate Recognition) poles.



(e) 6m high galvanised (85microns) steel pole.



Energy Sector




Oil Pipelines



(a)  Spur lines and flow lines



(b) Control Rooms



(c) Petroleum Products Storage Tanks



(d)  Pump stations and auxiliary equipment



(e) Cathodic  Protection equipment



(f) Fiber optic, 



(g) Radio networks, 



(h) Oil fields











				



				                SECOND SCHEDULE                                          (s.11 )




PROVISIONS AS TO THE CONDUCT OF BUSINESS AND AFFAIRS OF THE COMMITTEE












				Meetings.








				    1. (1) The  Committee shall meet not less than four times in every financial year and not more than four months shall elapse between the date of one meeting and the date of the next meeting.




     (2) Notwithstanding the provisions of subparagraph (1), the chairman may call a special meeting at any time where he considers it expedient for the transaction of the business of the Committee.




    (3) The members of the Committee shall, at the first meeting of the Committee, elect from amongst their number, a Chairman, vice-chairman and an honorary treasurer.




    (4) Unless three quarters of the total members of the Committee otherwise agree, at least fourteen days’ written notice of every meeting of the Committee shall be given to every member of the Committee Meetings.












				Quorum.








				       2. (1) The quorum for the conduct of the business of the Committee shall be five members excluding the Director.




   (2)The chairman shall preside at every meeting of the Committee at which he is present but in his absence, the vice-chairman shall preside and, in his absence, the members present shall elect one of their number who shall, with respect to that meeting and the business transacted thereat, have all the powers of the chairman.












				Decision making.








				    3. (1) Unless a unanimous decision is reached, a decision on any matter before the Committee shall be by a majority of votes of the members present and in the case of an equality of votes, the chairperson or the person presiding shall have a casting vote.




    (2) The Director shall be an ex-officio member of the Committee but shall have no right to vote at any meetings of the Committee.



    (3) Subject to paragraph (5), proceedings of the Committee shall not be invalid by reason only of a vacancy among the members thereof.












				Procedure.








				     4. Subject to the provisions of this Schedule, the Committee may determine its own procedure and the procedure for any subcommittee of the Committee and for the attendance of any other persons at its meetings and may make standing orders in respect thereof.












				Disclosure of interest.








				     5. (1) If a member is directly or indirectly interested in any contract, proposed contract or other matter before the  Committee and is present at a meeting of the Committee at which the contract, proposed contract or other matter is the subject of consideration, he shall, at the meeting and as soon as practicable after the commencement thereof, disclose the fact and shall not take part in the consideration or discussion of, or vote on, any questions with respect to the contract or other matter, or be counted in the quorum of the meeting during consideration of the matter.




      (2) Where the majority of the members present are of the opinion that the experience or expertise of such member is vital to the deliberations of the meeting, the Committee may permit the member to participate in the deliberations subject to such restrictions as it may impose but such member shall not have the right to vote on the matter in question.




      (3) A disclosure of interest made under this paragraph shall be recorded in the minutes of the meeting at which it is made.












				Minutes.



				     6. The Committee shall cause minutes of all proceedings, of meetings of the Committee to be entered in books kept for that purpose. Any member of the Committee present at a meeting of the Committee or a committee thereof, shall have the right to require his opinion to be recorded in the minutes if the Committee or the committee, as the case may be, passes a resolution, which in the opinion of that member is contrary to his advice or to law.











				Committees.








				     7. The Committee may for the purpose of performing its functions under this Act establish committees and delegate to any such committee any of its functions as it considers desirable.












				Attendance by non-members.








				    8. (1) This paragraph applies with respect to meetings of the Committee and sub committee meetings.




(2) If a State Agency, asset or facility is to be discussed at a meeting, the Committee shall invite the accounting officer concerned or his nominee to attend the meeting.




    (3) A person invited under this paragraph shall not have a right to vote.
















MEMORANDUM OF OBJECTS AND REASONS




The principle object of this Bill is to provide a framework for the establishment of the Critical Infrastructure Unit, for purposes of protection of Critical Infrastructure, co-ordination and strengthening existing Government Ministries, State Departments and agencies; and for connected purposes. The Bill is borne of the fact that critical infrastructure assets are essential to the provision of vital services to Kenyans for their social and economic wellbeing, and which if destroyed, degraded or rendered unavailable, would impact on the social or economic wellbeing of the nation or affect Kenya’s  ability to conduct national defense and security.



The Bill sets out guiding principles for the Cabinet Secretary and the Unit in clause 4 in order to implement the objectives. 




The Bill contains the following Parts - 




PART I of the Bill contains preliminary provisions which include the short title of the Bill and interpretation of terms used in the Bill.




PART II of the Bill establishes the Critical Infrastructure Protection Committee and provides for its powers, functions and qualification of the members of the Committee. 




PART III of the Bill establishes the Unit and provides for its powers, functions and qualification of the members of the Unit. 




PART IV of the Bill provides for the Funds of the Committee and the manner in which such funds shall be expended and audited. 




PART V sets out the procedure for determining assets that shall constitute Critical Infrastructure Assets by the Unit. The Unit is also required to keep a register of the assets.




PART VI sets out that the Unit shall have the overall mandate in the co-ordination of the planning, design, implementation and deployment of Critical Infrastructure in Kenya. It shall also have the overall mandate in the supervision of the deployment and implementation of the Integrated National Critical Infrastructure Plan in Kenya.




PART VII of the Bill outlines duties and obligations of the Unit regarding Critical Infrastructure. These include: duty to educate the public, to take necessary security measures for the assets’ safety. The Unit is to require a requisite insurance cover to protect the assets from any damage. Furthermore, the county governments are under a duty to support the Unit in carrying out its mandate at county level. 




It sets out the mode of settling disputes arising from implementation of the provisions set out in this Bill. 




PART VIII of the Bill sets out offences and the manner in which the Bill may be enforced to protect Critical Infrastructure. The Part provides for the appointment of inspectors and allows the staff of the Unit to be inspectors for purposes of implementing the provision of the Bill.




PART IX of the Bill contains miscellaneous provisions on the Bill.




The enactment of this Bill will occasion additional expenditure of public funds.




The Bill concerns county governments.




Dated the ………………………………......., 2015.













        JOSEPH NKAISSERY,




Cabinet Secretary Interior and Co-ordination of National Government. 
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CURBING THE COMMUNICATIONS INFRASTRUCTURE VANDALISM VICE IN THE EAST AFRICAN COMMUNITY







1. Introduction



Information and knowledge have been regarded as the basic factors for development. Information communication technologies therefore provide an avenue for the exchange of such information and knowledge.  Developing countries and in particular, the East African nations, face an uphill task raising the huge resources needed to develop communications infrastructure that can be used as a launch pad for economic development. 







Yet, there are many cases reported across the region of vandalism of the communications infrastructure, which increases cost of communication and also scares away potential investors into the region. On the background of the high prevalence of the communication infrastructure vandalism that a paper has been prepared, detailing the causes, effect and proposed solutions to the vice. 



2. Problem Statement 



While communication services remain central to the economic development of countries over the world, a major setback to the providers of services remains vandalism. This has led to significant financial losses to the owners of the vandalised equipment and also led to the degradation of communication services. 



3. Methodology



In order to appreciate the extent of the problem of vandalism and the possible long lasting solutions, a structured questionnaire was formulated and shared with the different regulators in the East African community who in turn shared the same with the operators in the respective countries. The responses received together with the review of different literature were used in coming up with this report. 







4. Causes of vandalism



The high demand for various infrastructure components such as batteries, diesel, and copper encourage vandals to get involved in this trade. Vandalism forms include the siphoning of fuel from the generators, stealing of back-up batteries and lightening arrestors, fibre cable cuts (deliberate or otherwise), solar panels, stealing of copper rods from masts. 



In certain cases, communications infrastructure is vandalised accidentally. This most happens during excavations and road repairs and constructions especially in the urban areas. 



  



From the responses received from the operators, the following were indicated as the causes of vandalism; 







a. Unemployment (economic)



There is an indication that because of the widespread poverty caused by unemployment, some people especially the youth decide to steal parts of the communication infrastructure for sale as a means of earning their livelihood.  To them, the cost to the network due to their actions is far less than the benefit realised from the proceeds of the sale. 







b. Demand for diesel, batteries and copper



There is a high demand for diesel, batteries and copper. The possibility of getting all these at no or less cost has lured many into vandalising the different equipment at different installations since there is ready market for them.







c. Sabotage (anti-competitive)



It was also been indicated that there is sabotage by the rival operators such as intentional cutting of fibre/cables. This is in order to degrade the quality of service of competitors which is an extreme case of anti- competitive behaviour. 







d. Ignorance (lack of awareness)



There also instances where vandalism has been attributed to ignorance. At times, the persons who destroy the infrastructure do not have an idea about how important the equipment maybe. 







e. Insecurity (political)



In countries with cases of insecurity on unrest, communication infrastructure becomes collateral damage. The people involved just vent anger at any facilities and in a number of cases, these has been communication infrastructure. Such has been the case where people for one reason or the other are demonstrating against government. 







f. Accidental Damage



Various activities such as road and building construction have led to damage of facilities such as underground cables. Although this is unintended, the responded indicated that there is a major occurrence of this type of damage to their installations. 







5. Effects of vandalism



From the received responses, vandalism has had various effects on the operators as well as the consumers of services;



a. Cost to the communication companies:



The monetary cost to the communication companies is huge. In Uganda, two telecom companies lost a total of 100,000 litres of fuel and 200 batteries in a single year. In Tanzania, one of the telecom operators indicated that they lost a total of USD340,000 in  2015 while it is estimated that Kenya loses between KShs1.5 billion and  KShs2billion per year in vandalism. 



Vandalism increases the operational and maintenance costs and the re-investment costs. This inevitably leads to reduced revenue margins, which can only be prevented by increasing in the pricing of the communication services.



Act of Vandalism was identified also in Burundi by telecoms operators and it cost a lot of money. In 2016, it was estimated that only VIETTEL Telecoms Company loses between 5 hundred thousand to 2 million BIF per year in vandalism.



 



b.  Service Quality



Vandalism has a negative impact on the quality of service. It is inevitable for the consumers to experience poor communication services once there is damage to fibre or once fuel has been siphoned from generators, batteries stolen or towers vandalised. Consumers are denied the chance to enjoy a service level quality commensurate with what they pay for.



c.  Hindrance to Investment 



Vandalism scares away prospective investors. Communication infrastructure is an expensive to invest in. With high possibilities of the installed infrastructure being destroyed, it is probable that any serious investor will hesitate to invest in such an economy. 



6. Legal Provisions against Vandalism in the East African States



In order to appreciate the extent to which vandalism has been provided for in the laws of the different countries within the East African Community, the respective acts regarding communication and penal codes were scrutinised



6.1 Uganda 



Section 83 of the Uganda Communications Act provides for the protection of the telecommunication installations and the implications for any person who damages or tampers with a telecommunication installation. 



 Section 83 (1)(b): A person who damages, removes or tampers with any installation or plant or any part of it belonging to an operator, commits an offence and is liable on conviction to a fine not exceeding one hundred and twenty currency points or imprisonment not exceeding five years or both and on a subsequent conviction to a fine not exceeding two hundred and forty currency points or imprisonment not exceeding ten years or both.



The provision appears adequate and if enforced would probably deter or minimise cases of vandalising the communication infrastructure. It would therefore appear that in Uganda’s case, the challenge would not be lack of stringent punitive measures provided for in the law, but something else. 







6.2 Kenya



Section 32 of the Communications Act of Kenya states that: A person who wilfully, with intent to unlawfully intercept or acquaint himself or herself with the contents of any message; vandalizes, damages, removes, tampers with, touches or in any other way whatsoever interferes with any telecommunication apparatus or telecommunication line, post, or anything whatsoever, being part of or used in or about any licensed telecommunication system, commits an offence and shall be liable, on conviction to a fine of not less than five million shillings or to imprisonment for a term of not less than ten years or to both.







The Kenyan communication law also has adequate provisions against vandalism in the sector.











6.3 Rwanda 



While Rwanda’s Communications Act does not provide for measures against vandalism, the Penal Code adequately makes a provision for vandalism against any type of infrastructure be it communication or not. Article 406 of the Penal Code States that: Any person who wilfully destroys or damages in any way, in all or a part, buildings, bridges, dams, water pipes, water pipe routes, roads, railways or any other means of communication or electric power infrastructure, wells or any other buildings which do not belong to him/her, shall be liable to a term of imprisonment of two (2) years to five (5) years and a fine of twice (2) to ten (10) times the value of the damaged property. 







6.4 Tanzania



The section 151 (1) of the Electronic and Postal Communications Act (EPOCA) 2010, states that: any person who wilfully removes, destroy or damages any installation or plant used for postal or Electronic communication services commits an offence and shall be liable on conviction to a fine not less than one million shillings or to imprisonment for a term not less than three years or to both.







6.5 Burundi



The Burundi Penal Code, article 322 adequately makes a provision for vandalism against any type of infrastructure be it communication or not. This article of the Penal Code States that: “Any person who wilfully destroys or damages in any way, in all or a part, buildings, bridges, dams, water pipes, routes, roads, railways or any other means of communication or electric power infrastructure, wells or any other buildings which do not belong to him/her, shall be liable to a term of imprisonment of one (1) month to five (5) years and will also pay an amende 10.000 to 100.000 BIF.’’











7. Addressing the vandalism challenge







7.1 Restrictions on Access to Infrastructure Sites



From the interaction with the operators, there are cases of vandalism that have been reported resulting laxity in restrictions to the facility. To avoid such, there should be access control procedures. This must entail how one accesses the sites, who is supposed to authorise entry to the facility, how confirmation should be made by the persons securing the facility. By having such measures in place, it becomes harder for any criminal minded persons especially the former employees of the companies to dupe the security at the installations into giving them access. 







7.2 Certification



There is need for the regulatory agencies to certify technical personnel (Kenya is already doing so). No technical employee of any company involved in communications infrastructure services should be allowed to perform any technical duties before certification. Certification of staff will enable the creation of an authorized persons’ database to support staff recruitment (consulting database of certified personnel) and where applicable upon misconduct, such certification be revoked and individual delisted/blacklisted. This will minimize hire of unsuitable individuals by all operators as well as discourage destruction of communications equipment.







7.3 Protection of Batteries



From the responses received from the various operators, theft of the batteries is very prevalent. In fact two Ugandan companies lost 200 site back up batteries in a particular year, yet batteries are an important communication component.  



In order to minimise incidences of them of batteries, there should be labelling of the batteries for ease of identification, so that the buyers can easily be traced to the origin. This can make theft of batteries less lucrative. 







A consideration should also be made by companies to ensure that the batteries are GPS enabled to facilitate easy monitoring and appropriate reaction. 







7.4 Data/information sharing



There is also need to create a consolidated database of activities and installations. Such a database of stakeholder activities (who is doing what, where and when) should be regularly updated and regular activity reports should be shared with all stakeholders. This would help in identifying and alerting other operators on new forms of vandalism and how such would be managed. 







7.5 Collaboration with Police 



By the nature of the activity, there is a requirement for the different companies to have a working understanding with the security agencies like the police. Such an understanding makes it much easier to investigate and pursue such cases leading to prosecution and possible conviction of the culprits. A memorandum of understanding between operators on one hand and the police on the other can focus on;



· Procedures for reporting cases and management of evidence 



· Site security systems monitoring guidelines 



· Setting up a dedicated desk for communications infrastructure at police headquarters. 



· Strategies of identifying outlets/shops of stolen equipment 



· Dealing with industry practitioners identified as accomplices in vandalism of communications infrastructure. 







7.6 Stakeholder Engagement



Plans should be devised to sensitise the public on the dangers vandalism of the communication equipment. Such plans require a coordinated approach by all operators to; 



· Educate local communities in the vicinity of sites to increase vigilance



· Identification of consumers of vandalized products



· Work with users of the vandalised equipment e.g. steel industries that use scrap as input



· Destruction of communication infrastructure during works



· Identifying outlets/shops of stolen equipment



· Identification of consumers of vandalized products



· Collaboration between operators, NRAs and the Police



· Formation of vigilante groups within the community- crime preventers







7.7 Naming and Shaming



There is need to discourage the vice, by naming and shaming of those caught in the act. Such actions can deter the others from getting involved in destruction of infrastructure. This must however be done with caution, in order to avoid the possibility of litigation by the affected persons.







7.8 Addressing the unemployment question



Governments need to pay particular attention to the unemployment challenges especially for the youth. Without means of a livelihood, vandalism might still be viewed as a source of income for a number of persons, the risks involved notwithstanding.



 











7.9 Amendment of laws on destruction and vandalism of Infrastructure



While some of the EAC states have laws and regulations that provide for stringent measures against vandals, others do not. It is therefore important to put in place or strengthen laws dealing destruction or theft of infrastructure components. 







It was also observed that a number of countries’ laws are specific to communication infrastructure. While this is welcome, there is need to look at addressing the infrastructure problem in a holistic way (Rwanda does), so that laws such as the penal code has prescriptions for punishments against the vice irrespective of the type of infrastructure. With such an approach, it would be easier for the police and prosecution and the judiciary to handle such cases. 







8. Conclusion



Infrastructure vandalism remains one of the biggest challenges faced by the communication companies, leading to disruption of services to the clients, huge losses in terms of expenditure of operational and maintenance costs as well as reinvestment. There is need therefore for concerted efforts between the NRAs, the operators and other arms of government towards the minimisation or eradication of the vandalism in the communication sector.  











Page | 7 







image1.jpeg



East African
Communications
Organisation

EACC

Communications for all in East Africa














image6.emf


UAS toolkit and  Digital Inclusion Strategy.DOCX






UAS toolkit and Digital Inclusion Strategy.DOCX








UNIVERSAL ACCESS & SERVICES TOOLKIT AND DIGITAL INCLUSION STRATEGY 





[bookmark: _Toc2067519]Abstract



The Universal Access and Services to ICTs is a global initiative undertaken by the world leaders during the WSIS-2003. The summit proposed ten (10) targets to be taken into account in the establishment of national goals.  The aim of Universal Access and Service is therefore the rollout of the infrastructure and making available and affordable useful services in all parts of the countries and to all the sections of the population in order to prevent digital divide between rural and urban areas, between the rich and the poor populations, henceforth building a digitally inclusive society
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UNIVERSAL ACCESS & SERVICES TOOLKIT AND DIGITAL INCLUSION STRATEGY



[bookmark: _Toc2067521]1.0 Introduction



The transition of the global economy from industrialized to one based on knowledge and information presents numerous opportunities, but a lot of challenges as well, especially for developing countries. This paradigm shift is enabled by the use of ICTs which have led to the compression of time and space. Characterized by the convergence of different technologies and digitization, the old economic paradigm is being transformed through a new wave known as e-services. With e-services being the broad space in the convergence arena where the internet integrates with other telecommunications based technologies, to create new ways of conducting businesses and livelihood.



For East African populations not to be left out in the information society era, our institutions should focus on creating enabling ICT environments by putting in place the required institutional frameworks and policies to guide the development and implementation of ICT plans that allow our citizens to exploit the benefits of the information society and address inherent challenges that are existing today such as: 



· lack of infrastructure;



· prohibitive costs of accessing available infrastructure and services; 



· poor quality of infrastructure; 



· lack of relevant skills; 



· low levels of literacy and poverty; and



· inadequate investment in technological development 



· creation of locally useful content and innovation



These challenges, if not properly addressed, will give rise to renewed fears of the digital divide in this new information era. The digital divide being a concept referring to inequalities in ICTs’ distribution between developing and developed countries. However today, as opposed to the above classical definition, the digital divide refers to the gap in the information sphere between urban and rural areas, between the rich and the poor, between male and female, and leaving away people with special needs in a given country. 



One of the practical ways of dealing with the digital divide is ensuring availability of universal accesses and service, coupled with digital inclusion strategies. This document therefore provides a toolkit for universal access and services as well as strategic direction for digital inclusion.



[bookmark: _Toc2067522]2.0 Universal Access and Service toolkit



[bookmark: _Toc2067523]2.1 Universal Access and Service



According to the International Telecommunications Union (ITU), Universal Access means that everyone in a population has access to publicly available communication network facilities and services. Universal Service on the other hand means that policies in this area generally focus on promoting or maintaining universal connectivity of all households and individuals to public network facilities and services, at affordable prices. 



However, while Universal Service and Universal Access policies may differ, both terms can be simplified to mean efforts to promote penetration and tele-density. Thus the aim of Universal Access and Service is the rollout of the infrastructure and making services available and affordable to all the sections of the population in order to prevent the digital divide. 



In most cases, Universal Access/Service is achieved through a fund created by governments with the aim of promoting the use of ICTs.  Though the concept of “Universal Access and Services” was drawn from the ITU’s World Telecommunication Development Conference of 1998; the implementation of the mandate of the fund was inspired by internationally agreed upon strategic indicative targets set during the World Summit for the Information Society in 2003 (WSIS-2003) for improving connectivity and access to ICTs. 



The following were the WSIS-2003 proposed targets to be achieved by 2015: 



i. Connect villages and establish community access points;



ii. Connect universities, colleges, secondary schools and primary schools;



iii. Connect scientific and research institutions;



iv. Connect all public libraries, archives, museums, cultural centers and post offices;



v. Connect health centers and hospitals;



vi. Connect all local and central government departments and establish websites and e-mail addresses for them;



vii. Adapt all primary and secondary school curricula to meet the challenges of the information society, taking into account national circumstances;



viii. Ensure that the entire world population has access to television and radio services;



ix. Encourage the development of content and put in place technical conditions in order to facilitate the presence, and use, of all world languages on the Internet;



x. Ensure that more than half the world’s inhabitants have personal use of ICT.



[bookmark: _Toc2067524]2.2 The Universal Access and Service Fund 



Achieving the digital inclusion targets above, implies funding the deployment of digital services by all means including use of Universal Access & Service Fund. The focus areas of the Universal Access & Service Fund should include the following:



a) Infrastructure expansion: Rollout of broadband telecommunications networks to serve remote and unserved areas.  This may include support for extending fiber optic backbone links, as well as other broadband last mile connections into locations where low-speed or voice-only networks are deployed.  This should go together with other plans that include the establishment of electric power grids and roads since in most cases such infrastructures are lacking in many remote places of our countries. 



b) Rural community broadband connectivity:  Support for broadband access connections for local community institutions in rural areas, such as schools, hospitals health centers and local government offices up to the lowest level for information dissemination and uptake.  Such projects should include public access facilities such as community ICT centers, public Wi-Fi hot spots, and Wi-Fi offloading in crowded places etc.



c) Affordable ICT device programs: Subsidize, discount, co-financing, and other strategies to assist customers, including individual consumers and local public or small business organizations, to purchase the smart devices needed to take full advantage of broadband services.  



d) Other demand stimulation initiatives: Programs to support public awareness and interest in adopting broadband services, where industry outreach and customer support may be inadequate. These may include community digital literacy initiatives to accompany deployment of broadband access; public campaigns attached to the launch of e-government and other e-service projects in general; support for small entrepreneurs developing targeted ICT applications, etc.  



e) Local content: developing and promoting availability of locally relevant content and application services. 



f) Innovation: funding creativity and innovative ideas such ICT hubs and incubators 



Annex 1 contains implementation strategies for the Universal Access/service Fund from the six East African countries.
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Digital inclusion refers to the fundamentals of building inclusive societies which emphasizes on empowering people to harness the use of ICTs and ensure their social and economic development and participation. 



The majority of the East African population resides in rural areas which in most cases are yet to be connected or have the lowest penetration of connectivity due to challenges highlighted above. This creates a huge gap between the connected and the unconnected area/people. 



Despite the existence of policies and regulations for promoting connectivity in the East African region, there are still gaps leaving some sections of the populations unconnected. Many initiatives that include Universal Access and Service Fund intervention have been employed for last mile connectivity, and provision of ICT end-user devices to different groups. However, the impact has not been significant in addressing the digital inclusion problem.



Therefore, it is imperative to have strategies of ensuring that we build a digital inclusive society by addressing the barriers. . And in this respect, the Ten WSIS-003 targets are well suited to yield expected results.  



To attain the targets on digital inclusion, there is a need for developing an integrated policy approach for:



· enhancing infrastructure, 



· reducing cost of end user devices



· stimulating the development and uptake of relevant content; 



· and driving digital awareness and literacy campaigns/ 
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The objective of a harmonized Digital Inclusion strategy is to facilitate the increase of accessibility, affordability, availability, reliability and usage of ICT services throughout the region as a means to foster socio-economic development and ushering East African region into the fourth industrial revolution. This objective would be achieved by pursuing the ten WSIS-2003 targets and addressing the challenges mentioned in section 2. 
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				No



				Key Strategy Area 



				Program



				Activity







				1.



				Infrastructure and Connectivity



				a) Broadband Infrastructure development and management plan



				· Develop a regional broadband infrastructure blueprint (map of all countries’ infrastructure and required capacities)



· Engage infrastructure developers (i.e. roads, pipelines, fiber  etc.) to develop a common strategy for provision of broadband infrastructure.



· Develop common criteria and specifications for a regional broadband infrastructure



· Identify connection points and add infrastructure needed



· Ensure security framework is adhered to in the development of the plan



· Develop and share national plans for connecting schools, hospitals & health care, and other government offices



· All countries to adopt a harmonized spectrum plan for the digital dividend 



· Establish redundancy at the international gateway and landing stations and optimize cost











				



				



				b) Design and implement transit hubs and clearing houses



(African traffics should remain in Africa for security, quality and optimum cost)



				



Have direct connection between operators within the region







				



				



				c) Design and develop national IXPs



				· Each country to establish at least 1 national IXP



· Interconnect existing national IXPs with regional IXPs







				



				



				d) Develop regional Broadband Infrastructure resource plan



				· Develop cost, funding, and management model



· Implement plan







				2.



				Content, Devices and Applications



				a) Innovation Centers



				· Government invest in incubation centers



· A continental information management system (enable sharing of information regionally)



· Development of localized ICT applications and content



· Certification and accreditation of ICT applications



· Establish and enhance Intellectual Property laws



· Facilitate venture capitalists







				



				



				b) Device affordability programs











				· Local manufacturing and assembly of ICT equipment



· Government partner with private sector to reduce cost of devices and increase adoption



· Tax waivers 



· Government subsidies to increase affordability



· Facilitate specialized financing programs



· 







				3.



				Policy and regulatory Framework



				a) Harmonization of existing policies and regulatory frameworks



				· Review of existing policies and regulatory frameworks:



· Licensing frameworks;



· Spectrum management;



· Device standardization;



· Interconnection;



· Cybersecurity; 



· Universal Service and Access Fund (to support content, infrastructure and connectivity, devices and applications);



· Consumer protection and competition principles;



· 







				



				



				b) Development of additional harmonized policies



				· Development of additional regulatory measures including:



· ICT infrastructure deployment;



· Infrastructure sharing;



· Secure critical ICT infrastructure;



· E-services strategies



· Mutual recognition of regional device type approval







				4. 



				Capacity Building and Awareness



				ICT Technical expert training and



awareness program



				· Develop curricula that aligns skills to industry demands and global standards



· Train citizens to industry relevant skills 



· Implement Centers of Excellence for certification and accreditation of local apps and commercialize the apps



· Introduce ICT curriculum to schools at all levels



· Introduce relevant ICT curriculum to people with various disabilities
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 The essential concept of universal service is to ensure that telecommunication services are accessible to as many people (and the community) as possible at an affordable price. 



This concept is based on the following three principles: 



· Availability: The level of service is the same for all users at their workplace or at home, at any time, without geographical discrimination. 



· Affordable: For all users, the price of the service should not be a factor limiting access to the service. 



· Accessibility: all telephony subscribers should enjoy non-discriminatory treatment with regard to price, service and quality of service, regardless of location, regardless of race, sex, religion, etc. 



In general terms, universal service funds are financed through contributions from Internet service providers and telecommunication service providers. In the majority of cases, these contributions correspond to a tax representing a percentage of the annual operating income or the turnover generated by the operators during the operation of their networks.  



Burundi adopted in July 2011 its National Policy for the Development of ICTs (PNDTIC). This policy is innovative in that the strategy focuses on rural connectivity and universal access, with the aim of providing decentralized and equitable access to services: 



· to serve rural areas; 



· stimulate the creation of wealth and create autonomous communities; • improve employment in rural areas; 



· increase media penetration etc. 



The adoption of an ICT development policy in Burundi must be accompanied by the availability of funds to implement this policy in order to reduce challenges in the ICT sector. In response, Burundi has put in place a regulatory framework governing the universal service fund.  The universal service fund was set up by Presidential Decree No. 100/186 of 16 October 2017 establishing and managing the universal ICT service fund in Burundi. 



Fund Resources were as follows:



· Contributions from operators and providers of electronic communications services,  amounting to 1% of their annual turnover excluding taxes; 



· State grants and development partners; 



· The proceeds of investments; 



· Donations and gifts. 



Fund Activities: 



· In Burundi, resources from the Fund are primarily intended for financing: The universal service of electronic communications; 



· The development of the ICT sector; 



· Training and capacity building of human resources in the ICT sector; 



· The Fund's modes of intervention vary according to the specificities of ICT services and accompanying actions. 



As such, the financing of the Fund mainly concerns activities related to: 



· The provision of public access points to electronic communications services throughout the country; 



· Connection to any person, public networks and access to basic electronic communications services; 



· Access to emergency services and free information; 



· Free delivery of emergency electronic communications; 



· The implementation of special measures for certain social groups; 



· Serving rural areas not covered by operators' specifications; 



· The reduction of the coverage deficit of the national territory by the means of electronic communications eligible for a subsidy; 



· Supporting the development of the disadvantaged sectors of the national economy through the use of electronic communications; 



· Support for research, training and standardization in the field of electronic communications; 



The payment of technical, financial and accounting audit services; 



· Financing any other activity that contributes to the development of electronic communications. 



Activities related to the Universal Service Fund 



Currently, the Telecommunications Regulatory and Control Agency (ARCT) has already collected universal service funds on a pro rata basis over the period already elapsed. This annual recovery will continue to fund the fund. 



 



A technical committee of 9 members has been set up and meetings of the Technical Committee have been held to fix the activities to be carried out among others the fixing budget, project development and validation, etc.  



Finally, the work of identifying the environments to be connected and the connectivity of isolated areas / areas are among the missions of the universal service fund to promote accessibility and accessibility. digital inclusion to the entire Burundian population. 



Activities related to accessibility, connectivity and Digital Inclusion 



· In the context of accessibility, "e Education" Burundi has implemented community telecentres in the provinces of RUMONGE and BUBANZA.  Thus, the government through the universal service fund will support existing projects by providing them with the means to expand.  



These projects include: 



· Community tele-centers project, to be implemented in 18 provinces of the country  



· Implementation of school clubs in all the schools in the country. 



· The project of extension of the optical fiber network up to the level of communes and hills which is in progress which project is being piloted by ONATEL. 



· In the side of 'e Government', our country has entered to digitize administrative documents including biometric passports, driver's licenses and in the future the national cards of identity. In the meantime, to obtain these documents, the beneficiaries had to go to the capital of Bujumbura.  



This results in a huge cost for the non-resident citizens of the capital (travel, stay, time, cost involved in the requested act) Currently the driving license and the Travel Passport are granted in the province of NGOZI but also to be granted in other regions of the interior of the country in the Provincial Single Windows being installed especially in MUYINGA, GITEGA, MWARO and BURURI. This allows the Burundian population to stop traveling to Bujumbura to search for their documents, which makes their life easier and gives them time to deal with other activities. 







 The universal service fund in Burundi is still at an embryonic stage, its implementation and its operation will enable our country to: 



· significantly reduce the digital divide observed between urban and rural areas to ensure the penetration of telecommunications services in Burundi; 



· Ensure connectivity and accessibility of ICT services to all segments of the population including people with special needs including children and disabled at affordable prices. 
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1. The Kenya Information Communications Act 2009 (KICA 2009) and the Kenya Information and Communications Regulations 2010 (KICR US&A 2010) gives the Communications Authority of Kenya (CA) administrative responsibility to promote and ensure universal access and service with respect to the provision of communication services in Kenya. Communication services means telecommunications, broadcasting, postal/courier, e-commerce, Internet / broadband services. 







2. The Act created the Universal Access and Service Fund (USF or the Fund) which is managed by the CA with the Universal Service Advisory Council (USAC) playing an advisory role. 







3. The KICR 2010 further provides, through section 84J (3), for the CA to impose a Universal Access and Service (UAS) levy on identified communications service providers for purposes of funding universal access in the communications sector.







4. The purpose of the USF is exclusively for the implementation of universal access and service initiatives in order to promote social and economic development, focusing on unserved or underserved areas and disadvantaged communities that cannot be served by commercial service providers.



 



5. The Authority has developed a 5 Year Universal Service Fund (USF) Implementation Strategy based on the result of the ICTs Access Gaps study undertaken by the Authority in 2016. The strategy provides a framework to guide the Authority in the implementation of USF initiatives to bridge the identified gaps in the study. 







6. The strategy provides the status of the ICT landscape in the country as at May 2016. It indicated that the population coverage for 2G and 3G stood at 94.4% and 78% respectively, while the land coverage for 2G and 3G was at 45% and 17% respectively for all the three (3) Operators (i.e. Safaricom (K) Limited, Airtel (K) Limited and Telkom Kenya Limited.  The Fund in its first year of implementation rolled out telecommunication infrastructure in 78 sub-locations and subsequently will strive to close all the gaps in the 348 sub-locations identified by the ICT Access Gaps study. 







7. The strategy has been built around the four pillars of the Authority’s Strategic Plan 2013 – 2018 namely;







a. Pillar 1: Enabling Environment 



b. Pillar 2: Institutional Capacity



c. Pillar 3: Infrastructure and Service Development 



d. Pillar 4: Market Development







8. The Strategy is expected to guide the Authority in achieving the objectives of the USF in bridging digital divide, ICT capacity building, Innovation and content development. 







Strategic Goals: The strategy outlines strategic goals of the Fund to be implemented in the next five years       as follows;



· Mobile Telephone Network Expansion and Upgrade



Projects under this program will continue to target the coverage gaps in mobile network infrastructure and services identified in the Access Gap Study. The program is expected to continue until all sub-locations without or with low level of voice coverage are substantially covered, to the extent of reaching all population concentrations and to the extent possible to create long-term viability with one-time “smart subsidies”.







· All communities to have access to Broadband



The program aims at providing broadband to communities through upgrading from 2G  to 3G and 4G broadband operation in the shortest possible time. 



Under this program, the USF shall consider all special needs requiring broadband connections at major public institutions within designated locations and programs supported by the relevant public sector agencies.  These may include any or all of the following potential areas:



· Schools (already commenced with the school broadband project)



· Libraries (already connected but upgrades will be considered where necessary)



· Post offices (subject to the Key Principles of the USF as explained herein) 



· Health facilities



· Other community service locations as requested







· ICT Content and Applications



Under this program the USF shall promote or collaborate with other organizations and projects that focus on supporting development of content and applications of value to rural and underserved communities. These may include web sites, mobile apps, educational and training materials, interactive and multimedia applications for special needs users, and other targeted ICT content. The Fund will look to co-finance development projects that serve priority needs, and also those that may become self-sustaining and commercially viable.



· Capacity Building, Education and Awareness







The USF will support capacity and awareness building, particularly in connection with other USF projects. As appropriate, the Authority will establish ongoing relationships with qualified ICT training organisations, including private sector and university-based groups, to deliver customized public capacity building projects in communities where broadband networks and services are introduced for the first time. 



The Fund has already commenced its flagship Broadband Education project for providing broadband access to 896 public secondary schools. This is focused on both capacity building and market development, and is supported by a Collaboration Agreement with the Ministry of Education, Science and technology (MoEST). 



· Special USF Projects



These programs require the Fund to undertake Special Projects that merit financing and are also consistent with priority objectives, especially towards rural development and universal access. The Fund administration will solicit ideas, inputs, and requests from a range of stakeholders, and will prepare a tentative project plan for comment when special projects are conceptualized or planned. Details of the proposed project(s) will be open for scrutiny, including locations, services, beneficiaries, standards, and other terms and conditions. The Fund administration will set a maximum limit on the amount of Fund resources that can be assigned to Special Projects during any given year.
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Rwanda integrated the WSIS-003 targets into its ICT for Development plan (ICT4D) which is a four 5-year rolling plan to be developed and implemented within a 20-year time frame coinciding with the VISION 2020. The ICT4D plan constitutes an integrated policy guideline well set to boost Rwanda’s socio-economic transformation from the subsistence agriculture dominated economy into an information-rich and knowledge-based economy that can compete on the global market via innovative, information-driven, ICT-enabled solutions. 







Rwanda made its ICT way through four stages (NICI I-III & SRMP); and currently RURA together with other Government Institutions are implementing various projects through specific Memorandum of Understandings (MoU) concluded between them. Today’s initiative is meant to address the above highlighted gaps by implementing projects that will fundamentally change the Rwanda’s ICT ecosystem. Some of the MoUs and initiatives include:



i. The MoU with the Ministry of Education aims at connecting all the schools to either the 4G or fiber optic networks. 



ii. The MoU with the Ministry of Agriculture and Husbandry aims at bringing useful content close to the needful farmers thus promoting the usage of ICTs in Agriculture hence increasing their production and efficiency 



iii. The MoU with the National Council of Persons with Disabilities intends to integrate the persons with disabilities into the socio-economic development of the country. 



iv. Another MoU which is being worked on between RURA and the Ministry of Health aims at using telemedicine for treating patients remotely hence avoiding their unnecessary referrals with all the logistics and intricacies associated with them. 



v. Through a Public Private Partnership with Rwanda online, the Government of Rwanda is to complete the digitization of all the government to citizen and government to business services. Within the framework of that partnership, a number of services are already up and running with a total of 100 services expected to be online by the end of this year (2018). 



As these online services are being deployed, the Universal Access and Service Fund sponsors the deployment of retail services to bring them closer to the users and ease their access.  
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Ministry of Information and Communication Technologies (MICTs) permeate every aspect of our lives; from community radios in the most rural parts of the globe to cellular phones in the hands of users in every community on earth, to computers in almost every small, medium to large organization.  The advancement of ICTs has brought new opportunities for both knowledge sharing and knowledge gathering for everybody.  To the extent that the global community can reach heretofore-unconnected individuals, families, and populations to better understand their needs and challenges, ICTs can provide unlimited opportunities for economic development and social engagement through new innovative thinking and tools.  



However, a basic assumption is that all members of our global community benefit from ICTs and are part of the growing knowledge society.  ICTs have been compared to a double-edged sword - advancing the knowledge society on one hand and deepening the urban, rural, and social divides based on pre-existing social divisions on the other. Leaving large portions of the global community both undeserved and unengaged remains the largest determinant of success for current development efforts.  Specifically, without a thoughtful policy, strategy, and execution plan to ensure rural communities full engagement in the knowledge society, the places in which they work, the families for whom they care, and the communities in which they live and serve will not succeed.   



Universal Service and Access is a policy goal to ensure that all people in a country have access to and are able to use ICT services. This focuses in particular on people living in rural and remote parts of the country, as well as poorer households countrywide, and persons with disabilities. A universal service policy defines a minimum set of ICT services, both for voice services and broadband Internet (DATA), which all people should be able to use. This also means that these defined telecom services must be affordable, and accessible.



The Republic of South Sudan National Communications Act No. 24 established the National Communication regulatory Authority and at Chapter XIII Section 73 (1) to (4) gives the National Communication Authority Board (The Board) administrative responsibility to establish, promote and ensure universal service and access with respect to provision of Communication Services in South Sudan.



The NCA Act further provides, through section 81 (1) (c), for the Board to impose a Universal Service and Access (USA) levy on operators for purposes of funding universal access in the Communications sector.  



USAF is designed to support and assist in the achievement of the following primary objectives:  



a) Availability - the level of service should be the same for all users in their place of work or residence, at all times and without geographical discrimination; 



b) Accessibility - all citizens should be treated in a non-discriminatory manner with respect to the price and quality of the service, in all places, without distinction of race, sex, religion, disability etc; and 



c) Affordability - the price of the service should not be a factor that limits service access for all users.  



This Universal Service and Access Fund is to be developed in line with the National Development Strategy and able to support and contribute to socio-economic development goals, in the rural areas for example:  



· By aiming to provide more equitable and universal access to communications infrastructure across states and regions, the Universal Service Strategy supports national reconciliation and the rapid development of fundamental economic infrastructure;  



· By using market-oriented mechanism to achieve universal service, this strategy supports competition and a vibrant private sector as well as public financial management and work on fiscal prudence; 



· As universal service usually has a strong focus on rural areas, it often benefits the agriculture and livestock sectors;  



· Communications can assist with job searches and employment, and infrastructure development projects, particularly in rural areas; as well as reduction of poverty and inequality;



· The Internet is one avenue for acquiring knowledge and learning, and ICT skills themselves become more and more important. Universal service not only expands broadband Internet networks, it also assists with human capital development and developing a skilled workforce; and  



· The development of the financial sector is enhanced by access to mobile financial services, and communications available universally helps with financial inclusion.



· Focus the attention of communication operators towards rural population and encourage expanded levels of communication penetration in the rural and under-served areas.



· Improve broadband penetration in the country.



· Promote increased use of advanced tools and equipment and encourage broader utilization of e-applications and e-services for both rural and urban areas in South Sudan.



· Enhance advancements in research and development within the field of telecommunication and promote use of advanced technologies.



· Therefor National Communication Authority (NCA) is addressing some infrastructure issues with some Regional Optic Fiber Operators and Mobile Companies that are operating in the country. 



The Ministry of Information, Communication Technology and Postal Services (MICT&PS) has already accomplished major sector reform goals such as the promulgation of the National Communication Act 2012 the liberalization of the market and the development of key regulatory rules on interconnection, frequencies, competition, licensing and numbering. 



Even though commercial operators have a long-term interest in serving all parts of the country, and competition and good regulation drives network expansion, there will be areas that the commercial operators will not serve or at least it will take a long time. For areas and communities beyond the market reach, the Act provides NCA the ability to establish various mechanisms to fulfill Universal Service obligations, including the establishment of a Universal Service and Access Fund (USAF).  



Therefore, the Universal Service and Access Fund ensures that these areas and population groups will also be served. Universal Service and Access ultimately benefits economic and social cohesion, integration and a country’s socio-economic growth. Universal service policies and USFs are internationally widespread practices and there are. South Sudan is building on this international experience, while still tailoring its own Universal Service and Access Fund Strategy to local circumstances and needs.  
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The Universal Communications Service Access Fund (UCSAF) was established by Universal Communications Service Access Act, 2006, which was assented by President on 05th January, 2007. Regulations were published on 27 April 2009 in GN 109/2009 and became operational in July 2009. The main objective of the Fund’s establishment is to extend communication services in rural and urban underserved areas.



Therefore, we can say the Fund was established due to the following challenges:-



a) No communication services in rural areas



b) Operator’s unwillingness to go to rural areas.



c) High population in Rural areas than in urban Areas



d) Limited internet penetration 



e) Limited access to broadcasting services



f) Market liberalisation with stiff competition lower profit margins hence not windfall profits for rural coverage



The following are the objectives of the Fund among others:



a) Identify the communications project areas that may be subsidized with funds of the Fund or that qualify to for allocation of subsidy by the Fund; 



b) Determine the criteria to identify the rural and urban under-served areas and designate universal service areas;



c) Establish mechanism for a proper management of funds; and.



d) Set the bidding conditions for the awarding of funds.



In order to meet its establishment objectives, The Fund has got a number of sources of income. The following are the Sources of income of the Fund:



a) Subvention from Government;



b) Service Levy from Licensed Service Providers Charged on 0.3% of the Gross Communication Income with possibility of adjusting to a maximum of 1.5%. Currently 5 Service Providers contributing for about 95% of the total levy collections and other accounting for the rest. The 5 Service Providers are the Telecommunication companies



c) Contributions  from TCRA; and



d) Grants/Loans from Donors e.g. World Bank.



In terms of legal status, the Fund



a) Is a body corporate;



b) Has Board of Directors;



c) Can sue and or be sued;



d) Can acquire, hold and dispose real property; and



e) Enter into any contract or other transaction.



The Board is established under section 7 of the Act and is composed of ten members as follows:-



a) Chairman;



b) Eight non-executive members; and



c) The Manager (Chief Executive Officer).



The Board has got a number of Functions and power including the following:-



a) Performance of the functions and management of the affairs of the Fund;



b) Maintain the integrity of the Fund’s financial activities;



c) Approving the following:-



a) The Programs of the Fund;



b) Operating Budget;



c) Appointment of staff other than the Manager;



d) Quarterly reports on direct disbursements of Fund projects;



In order to implement projects, the Fund follow the following process:-



a) Identify project areas;



b) Set criteria, e.g. All Villages who have mobile coverage less  than 40%;



c) Advertise to enable competitive tendering process;



d) Award to winners after bids evaluation;



e) Subsidize service providers according to bidding and evaluations; and.



f) Monitoring Progress on Implementation based on Signed Contracts.



So far, the Fund has spent about 51.5 Million USD to implement a number of Rural Telecommunication Projects to extend communication services in rural and urban underserved areas in the country.
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Uganda Communications Commission (UCC) set up the Rural Communications Development Fund (RCDF) during 2001 as provided for in the Uganda Communications Act, 1997.  The Act underwent revision in 2013, but the Fund was maintained as a key feature of the law.  



RCDF Mission:  To ensure, through targeted Interventions, that location, physical inability, gender, and cost are not barriers to access to high capacity broadband for any sector of Uganda’s population. 



The RCDF is currently in its third policy cycle; RCDF III which is from 2017/18 – 2021/22.  (RCDF III) has its foundation in various key national policy and legal documents that provide both context and direction. In addition to these, it is informed by the first two RCDF policies in terms of experiential learning, and by UCC studies in terms of identifying supply side and demand side gaps.  It’s is guided by the following: 



Uganda Vision 2040, The Second National Development Plan (2015/16 – 2019/20),The National ICT Policy (2014),The ICT Sector Strategy and Investment Plan (2015 – 2020) ,The National Broadband Strategy for Uganda (2016 – 2020) ,The Uganda Communications Act (2013) 



RCDF Interventions are designed for Unserved and Underserved areas as defined below.  



Unserved area,” means any location in Uganda that is inhabited by people, or in which people carry out any kind of income generating activity, or through which people routinely transit, but where access to a defined serviceis non-existent by virtue of the absence of the requisite wired or wireless connectivity. 



“Underserved area” means any location in Uganda that is inhabited by people, or in which people carry out any kind of income generating activity, or through which people routinely transit, but where access to a defined service is confined to less than 25% of potential users due to cost and other barriers to utilisation. 



The Purpose of RCDF: 



i. Connectivity: the presence of a point, wired or wireless, where an access device (dedicated or shared) can be connected for access to online applications and services 



ii. Access: the presence of a device (dedicated or shared) that provides the final technology step for users to interact with online applications and services 



iii. Affordability: the ability to meet the cost of access devices (or usage fees for using such shared devices) as well as the cost of using online services and application, all within an acceptable portion of one’s income. 



iv. Equity: That no one should be kept out of the space for exploiting ICT opportunities due to location, physical inability, age, gender, and for a transitional period, level of literacy, technology literacy, or language. 



  RCDF is currently implementing the following projects to achieve its mission.  



1. Digital literacy trainings in communities and for Small and Medium Enterprises. 



2. Establishment of School ICT laboratories in Secondary schools and tertiary institutions 



3. Teacher retooling, to equip secondary school teachers with ICT skills 



4. Subsidies to operators for upgrade 2G sites to 3G sites to increase broadband penetration 



5. Establishment of Community ICT public access centres with Postal centres and with public libraries 



6. Support to content development for farmers 



7. Digital Science software content for schools 



8. ICT Support to People with Disabilities 



9. Internet Connectivity to Schools 



10. Establishment of mobile ICT laboratory targeting the Old, Women and the Youth 



11. Establishment of E-Learning platform for secondary schools.  



12. Support to Digital Terrestrial Television Broadcasting (DTTB) infrastructure.  
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This study is a response to EACO Working Group 5’s project on Peering and Interconnectivity 
in East Africa. The study is aimed at reviewing the status of peering and interconnectivity in 
East Africa. In addition, the study develops a framework for peering and interconnectivity in 
the region and lastly, proposes an implementation plan for the proposed framework within 
EAC.
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Acronym
ADSS		  All-Dielectric Self-Supporting
ARCT		  l’Agence de Régulation et de Contrôle 	  	
	                 des Télécommunications (ARCT)/ 
		  Agency of Regulation and Control of 
		  Telecommunications
BBS		  Burundi Backbone System
BCS		  Bandwidth and Cloud Services
BERNET    	 Burundi Education and REsearch Network 
BSC		  Bandwidth Systems Corporation
CA		  Communications Authority of Kenya
CAPEX		  Capital Expenditure
CDN		  Content Delivery Network
CSP		  Content Service Provider
EAC-BIN		  East Africa Broadband ICT Infrastructure 		
 		  Network
EADC		  East Africa Data Centre
EAIXP		  East Africa Internet Exchange Point
EASSY		  Eastern Africa Submarine Cable System
FTP		  File Transfer Protocol
GGC		  Google Global Cache
HTTP	  	 HyperText Transfer Protocol
HTTPS		  Hyper Text Transfer Protocol Secure
ICTA	  	 Information and Communication 
		  Technolgy Authority
ISOC		  Internet Society Organization
ISP		  Internet Service Provider
ISPA		  Internet Service Providers Association
IXP		  Internet Exchange Point
JTL		  Jamii Telecom Limited
KETRACO	 Kenya Electricity Transmission Company
KIST		  Korea Institute of Science and Technology
KPLC		  Kenya Power and Lighting Company
KTRN		  KT Rwanda Networks Limited
LION2		  Lower Indian Ocean Network 2
LTE		  Long-Term Evolution
MMP		  Meet-Me-Point
MPLS		  Multiprotocol Label Switching 
NBI/EGI		  National Data Transmission Backbone 		
		  Infrastructure and eGovernment 
		  Infrastructure 
NBS		  National Broadband Strategy
NGO		  Non-Governmental Organization
NICTBB		  National ICT Broadband Backbone
NITA-U		  National Information Technology 
		  Authority-Uganda
NOFBI		  National Optical Fibre Broadband Infra		
 		  structure
NREN		  National Research & Education Network
NSRC		  Network Status Resource Centre
NUR		  National University of Rwanda
OPGW		  Optical Power Ground Wire
P2P		  Peer-to-Peer Protocol
PCH		  Packet Clearing House
POP		  Point of Presence
RICTA		  Rwanda Information & Communication 		
		  Technology Association
SEACOM	                Sea Submarine Communications
SLA		  Service Level Agreement
SMTP		  Simple Mail Transfer Protocol 




SSH		  Secure Shell
SSL		  Secure Sockets Layer
TEAMS	  	 The East Africa Marine System
TTCL		  Tanzania Telecommunications Company 		
	                  Limited
UDP		  User Datagram Protocol 
UETCL		  Uganda Electricity Transmission 
		  Company Limited
UTL		  Uganda Telecom
VLAN		  Virtual LAN
VPN		  virtual private network
WIOCC		 West Indian Ocean Cable Company rxt
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EACO through Working Group 5: IP Networks, Standards and Cybersecurity   commissioned this   study to assess peering 
and interconnectivity in the region to guide strategic decisions on the way forward. The study objectives were to: present 
the status of peering and interconnectivity in the East Africa region, and to identify the gaps between the status and the 
intended objective of keeping the local Internet traffic within the East Africa region.  A final objective was to Identify the 
local, regional, and international key stakeholders and players, and propose strategies and actions that will ensure the 
success of East Africa peering and interconnectivity.
The study collected primary data by visiting the EAC countries between Mid-March 2017 and Mid-April 2017.  This data 
complimented with literature review form the basis of the study. 
The study noted active peering in all the countries with exception of Burundi with three peers at the National IXP but no 
traffic. This was however expected to change with more peering by operators.  This is within an environment of existing 
cross border connectivity infrastructure in the region with most countries having different border points for interconnectivity. 
Most countries have diverse routes for resilience apart from Tanzania to Uganda with only one route, Mutukula.  National 
connectivity is also competitive in most of the markets except Tanzania where NICTBB is the only national infrastructure 
available.  
Stakeholders see the benefit of peering and the role IXPs play as an opportunity that empower   service providers and 
business community to achieve overarching national and regional goals. To entrench local peering   the study recommends 
that, firstly, IXPs create strategic partnerships with CDNs, network operators, data centre operators and international IXPs. 
Each of these plays a critical role in internet development and therefore has similar interests that can form the basis of 
a win-win relationship that benefit various stakeholders.  Strategic partnerships will position IXPs to provide diverse and 
competitive products and service portfolio. Secondly, IXPs need to engage non-ISP entities; to actively empower small 
enterprises, upcoming innovations on the value of peering at the IXP and local hosting. This will enhance local traffic and 
improve user experience. 
Finally, through strategic partnerships and IXP positioning as one of the national internet development facilitator, encourage 
local content creation and hosting that will increase the local traffic that is user driven in the respective countries.




Executive summary
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1. Background And Context




1.3 Challenges in data collection:




EACO Working Group 5 (WG5) on IP Networks, Standards 
and Cybersecurity met in Kampala, Uganda from 5 
October 2015 to 9 October 2015 and during the meeting, 
the Working Group developed its 2-year Strategic Plan 
noting that there was limited data on the level of peering 
and interconnectivity in the East Africa Community (EAC) 
region. This affected its earlier initiative of keeping local 
Internet traffic local within the East Africa region with an 
aim of reducing the cost of Internet connectivity and 
access. WG5 therefore recommended a study to assess 
peering and interconnectivity in the region to guide
Strategic decisions on the way forward. This report is a 
response to this decision.




1.1 Objectives of study
The study reviews the status of peering and interconnec-
tivity in the EAC. In addition, the study develops a frame-
work for peering and interconnectivity in the region and 
lastly, proposes an implementation plan for the proposed 
framework within EAC. Specifically, the study objectives 
are to: 




• Present the status of peering and intercon		
nectivity in the East Africa region.




• Identify the gaps between the status and the intended 
objective of keeping the local Internet traffic within the 
East Africa region. The gaps can be at the policy and/or 
at the infrastructure level.




• Identify the local, regional, and international key stake-
holders and players, and propose strategies and actions 
that will ensure the success of East Africa peering and 
interconnectivity.




1.2 Data collection and sources
The population for the study constitutes all the IXPs, ISPs 
(both those present and not present at the IXP), CSPs. 
Specifically, the target was desegregated as IXPs, Network 
operators, ISPs, CSPs and CDNs. Others included subma-
rine cable providers, and special category - Education 
network providers, governmental agencies e.g. Revenue 
Authority.
Purposive sampling was applied   to define the sample in 
all categories apart from IXPs. An interview guide de-
signed to capture data from the sampled organisations 
was used to collect field data 
Consultants collected primary data by visiting the study 
countries; Tanzania (20th to 21st March 2017), Uganda 
(22nd to 24th March 2017), Rwanda (18th to 20th April 
2017), Burundi (23rd to 24th March 2017) and Kenya (17th, 
27th to 28th March 2017). (23rd to 24th March 2017) and 
Kenya (17th, 27th to 28th March 2017).
Additionally, consultants conducted interviews via Skype 
and conference calls for interviewees that were not in East 
Africa or had time constraints and could not grant face-
to-face interviews. Several respondents also provided filled 
questionnaires to aid the study. A total of 62 respondents 
were interviewed (Annex 1)




Extensive literature review carried out through internet and 
relevant previous in-house reports complimented the pri-
mary data. The literature includes material from a previous 
project on EAIXP framework, ‘A proposed implementation 
strategy’ undertaken in December 2013 by Summit Strate-
gies Limited commissioned by ITU.




The data collection exercise had challenges. A key chal-
lenge was that some of the sampled organizations were 
not willing to provide statistical data as internal processes 
would not allow disclosure citing commercial reasons. 
Some interviews did not take place, as the respondents 
were not willing to divulge information without Non-Disclo-
sure Agreements (NDAs) and were not willing to provide 
NDAs for the same. Some other target respondents im-
posed tough conditions to the Consultants having signed 
the NDAs that data provided would only be used to anal-
yse trends and not in a way that the source can be deter-
mined. Thus, certain data in the report is presented as is, 
while other data is only used to analyse trends as required 
by some the respondents. These challenges do not com-
promise the quality of the primary data.
This data, a combination of empirical data, literature 
review, and Consultants’ analysis forms the basis of this 
report.




1.4 Validation process
The Consultants engaged EACO on several occasions to 
share their progress and initial findings and get feedback. 
The first was a brief workshop in Nairobi with Mr. Hodge 
Ssemakula, EACO Executive Secretary on 30th March 2017, 
and a second validation with Ms. Carol Koech, EACO Liai-
son Manager in Nairobi, Kenya on 5th April 2017. The final 
meeting was a presentation to the EACO secretariat at 
their offices in Kigali, Rwanda on 20th April 2017. Comments 
arising from these engagements have been incorporated 
in the study.
At the commencement of the study, the consultants pro-
duced an inception report dated 9th March 2017 which 
with approval of the Steering Committee of WG5 provides 
the basis of this study.
The consultants submitted a first draft on 13th May 2017 to 
EACO and later attended a Working Group 5 meeting held 
in Nairobi, Kenya on 16th May 2017 for review. Comments 
received from this session were incorporated in the sec-
ond draft submitted to EACO on 1st June 2017. Comments 
received from the Working Group on email were incorpo-
rated in the final report. 
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2. Literature review
IXPs are a critical part of the internet ecosystem and are 
defined as network facility that enables interconnection of 
three or more independent Autonomous Systems (AS) for 
the primary purpose of facilitating the exchange of Inter-
net Traffic without traffic alteration or interference. 
There are numerous advantages that internet providers, 
corporates, internet users can harness by routing local in-
ternet traffic through an IXP. According to a study (Jensen, 
2012) the advantages include;




• Reduced transit costs made by eliminating the need for 
local traffic transport through international IP transit routes 
that are expensive and in most instances slower and more 
congested to the rest of the world.




• Improved performance in terms of delay, which is often 
10 times less that of traffic routed through international 
internet.




• Improved user experience through enhanced response 
time hence can increase access to content.




• Increased telecommunication operator entry into the 
market who setup points of presence at an IXP because it 
is easier to sell services to potential customers located at 
the exchange.




• Increased transit choices for network providers peering 
at the IXP.




• Fostered cooperation and trust within the peers.
The study compared IXP operations in various regions to 
identify initiatives that have promoted growth in the IXPs 
and how these can be adopted for positive impact in the 
East African region. The case of Latin America and Bolivia 
is cited below because of its lessons.




In Latin America, internet growth through several enabling 
factors has been driven by IXPs, which are run as non-profit 
organizations and governed by its own members. 
Competitive telecommunications market that facilitate 
entry and encourages competition in local connectivity on 
one hand, and, governments that play a catalysing role 
by providing political support for establishment of IXPs are 
two key enabling factors for internet development driven 
by IXPs (Galperin, 2015).
In Bolivia, the government introduced regulation for 
mandatory interconnection whose impact resulted in 
distrust from private operators and slowed internet growth 
making Bolivia one of the least developed internet markets 
in the Americas.




LINX is one of the IXPs that are of key interest. It is a mutually 
owned membership association for Internet operators that 
also represent the interests of its members on public policy 
matters.




 Source: IX-f Internet Exchange Federation http://www.ix-f.net/ixp-definition.html




LINX has members from 40 countries. While most of the 
members are from Europe, nearly a quarter are based 
outside, with those in North America comprising 15 percent 
and a further 7.5 percent coming from Africa, the Middle 
East, Asia, and Oceania.
LINX membership was restricted to operators of traditional 
ISPs until the 2000s when this restriction was relaxed. At 
present, a wide variety of networks peer at LINX exchanges, 
including Google, Akamai, Yahoo, and the BBC. The 
diversity of service providers peering at LINX is increasing 
and comprises gaming and gambling specialists, media 
streaming providers, DDoS mitigation specialists, software-
as-a-service providers, and advertising networks. [Jensen, 
2012]
Statistics from PCH indicate that between 2014 and 2015, 
Latin America and the Caribbean recorded the highest 
growth in terms of new IXPs while Asia-Pacific recorded the 
second highest domestic bandwidth growth after Europe. 
[PCH, 2015]
A key lesson is that IXPs require flexibility to adapt to the 
local market conditions, an enabling environment that is not 
stifled by regulatory frameworks but embrace innovation 
and a competitive interconnection environment.
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3.Status of peering and 
interconnectivity in East Africa
Peering and interconnectivity within the East Africa region is 
critical to the internet development of each member state. 
This chapter presents findings on the status, which is later 
reviewed against intended objectives to identify gaps.




3.1 Peering in East Africa
Peering within respective EAC countries has been a subject 
of interest with some of the countries establishing IXPs in the 
early 2000s. This section gives in depth information about 
the status of IXPs, governance and ownership structures, 
management and operations, traffic volumes, types of 
peers and cost issues.




3.1.1	 Status of IXPs in East Africa; an overview
Each of the EAC countries has at least one National IXP and 
in some cases other private IXPs. All National IXPs are active 
except in Burundi with only two peering networks (Annex4, 
6).Burundi IXP (BDIXP), located at the University of Burundi, 
has two peering networks namely Econet Leo and Burundi 
Backbone System (BBS) with three others expected to peer 
at the IXP by end of May 2017. The expected new peers are 
Onatel, Spidernet and CBINET. Earlier this year (2017), the 
ICT regulator, ARCT convened a meeting with all ISPs urging 
them to peer at the National IXP.
Burundi has a second IXP, a private peering platform 
through BBS, which ARCT also recognizes as an IXP. BBS is 
a consortium of private operators and government who 
pool infrastructure to provide the national backbone 
infrastructure. BBS provides transmission and IP Transit 
services to service providers and large corporate, 
governments, banks, Non-governmental Organizations 
(NGOs), Universities (BERNET project that connects 15 
universities), Embassies (Germany and US). At the time of 
this report, BBS has six active peers who are service providers 
in the country.
Kenya has one National IXP, KIXP, which has points of 
presence at the East African Data Centre (EADC) and 
Chancery Building in Nairobi and one other Point of 
Presence in Mombasa.  
In Rwanda, the regulator Rwanda Utilities Regulatory 
Authority (RURA) mandated Rwanda ICT Association 
(RICTA) to operate the national IXP, RINEX, through a 3-year 
renewable MoU. So far, RICTA has renewed the MoU for 
another 3 years. RINEX offices are located on 6th floor, 
Telecom House, Kigali. 
Tanzania has one national IXP, TIX based in Dar es Salaam 
and two other IXPs namely; Arusha Internet Exchange Point 
(AIXP), Mwanza Internet Exchange Point (MIXP) and other 
IXPs are coming up in Dodoma, Mbeya, and Zanzibar. 
Uganda IXP (UIXP), the national IXP is based at 
Communications House, Kampala and has been in 
operation under new management since 2010 but was 
initially established in 2001 with the support of Uganda 
Communications Commission (UCC) and the technical 
community. 




3.1.2	 Traffic switched at national IXPs 
Traffic measurements to the IXPs presented in this section is 
obtained from online graphs from the respective websites. 
Table 1 provides a summary of the traffic switched over the 
IXP fabric. Note that for CDNs hosted at the IXP, the traffic is 
included in the aggregate IXP traffic.
Table 1 provides an illustration of average and maximum 
traffic from the IXP. Without an IXP in each country, this 
would be international internet traffic that would be carried 
through undersea cables and/or satellites to global IXPs for 
switching and return to intended destinations. Presence of 
a national IXP therefore replaces international IP transit by 
local loop costs and an enhanced user experience. 




Average Maximum CDNs Traffic
BDIXP 200Kbps 200Kbps -
KIXP** 4.45Gbps 5Gbps -
RINEX 1.5 Gbps 2.1Gbps 4.5Gbps
TIX** 3.2Gbps 6Gbps 4Gbps – 4.5 




Gbps
UIXP** 1.28 Gbps 2.7Gbps ≈ 1.7Gbps




Table 1: Aggregate traffic at national IXPs as at April 27th, 
2017




Data sources: 
https://www.tespok.co.ke/?page_id=11938 
https://stats.tix.or.tz/detail.html, 
https://stats.uixp.co.ug/mrtg/aggregate.html
http://www.rinex.org.rw/spip.php?page=aggregate_traffic 




Note: 
** indicates average and maximum IXP traffic that includes 
CDN traffic
From Table 1, KIXP and TIX have the highest average and 
maximum traffic that includes CDN traffic while BDIXP has 
the lowest traffic, as there is no peering at the time of the 
study.
In IXPs that have CDN hosting arrangements in place, 
there is significant traffic of over 1.5Gbps in each to the 
CDN clusters that could have otherwise been international 
traffic. CDN clusters in the respective countries have a 
positive impact on traffic flows, improved user experience, 
increased accessibility, reduced internet costs and lower 
network delays.




3.1.3	 Ownership and Governance
The ownership and governance models vary for each 
country. KIXP is owned and governed by Technology 
Services Providers of Kenya (TESPOK), which comprises of 
a Board of Directors and a secretariat led by the Chief 
Executive Officer. 
Tanzania ISP Association (TISPA) owns and governs TIX. 
Both TISPA and TESPOK comprise of members who are not 
necessarily network and/or internet service providers but 
are stakeholders in local traffic management.
BurundiX, the Burundi ISP Association upon formation 
governed the operations of BDIXP, thereafter ARCT came 
in to regulate decisions of BDIXP. The association should 
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ideally govern operations of BDIXP but this is not in place. 
There is a membership fee of $200 that should be paid by 
the ISP members but this has not been done for the last 
two years and ARCT is now engaging the members to pay 
and enable the running of the National IXP. The rules of 
Association that are agreed among all stakeholders that 
include ISPs, the Ministry responsible for ICT and IXPs are in 
place but are not in force.
RINEX was set up in 2004 through the cooperation of Rwanda 
Information & Communication Technology Authority 
(RICTA), Swedish International Development cooperation 
Agency (SIDA) and Royal Institute of Technology (KTH) in 
collaboration with local ISPs, KIST, and NUR. RICTA signed 
a three-year MoU with RURA for the management of RINEX 
and the .rw ccTLD, which was renewed for a second term 
two years ago.
A board of directors who took up the operations of the 
UIXP in 2010 now govern and own the Ugandan IXP. The 
new management currently operates on a volunteer basis 
and is looking to commercialize the operations of the IXP to 
enable it to adopt a self-sustaining model.




3.1.4	 IXP Management and Operations
In all the five countries, the IXPs have different interaction 
levels, dependencies to the ICT regulator and different 
operational sustainability models (Annex 2 and 7). 
At UIXP and BDIXP, volunteers run IXP operations. UIXP has 
a Board of Directors composed of four directors and one 
technical manager who serves on a voluntary basis, while 
BDIXP operations is composed of two voluntary staff; the 
CEO of the IXP and the Technical manager.
KIXP and TIX have a different operational model comprising 
of dedicated fulltime staff. TIX have two full time staff 
that double up as office support for TISPA. KIXP also has 
fulltime staff to oversee IXP operations and support TESPOK 
operations. 
RICTA, oversees the operations of RINEX, and has a 
dedicated full time staff of three people. RINEX has a 
commercial model in place to support operations of the 
IXP.




3.1.4.1	 Services and Content available at National 
IXPs
The primary service provided by all IXPs is peering.  Value-
add services provided by the IXPs include:




• BDIXP 		 Nil
• KIXP 		  DNS, CDN 
• RINEX 		 DNS, CDNs 
• TIX 		  DNS, CDNs 
•UIXP 		  DNS, CDNs 




All active IXPs provide Domain Name Services (DNS). CDNs 
in most of the IXPs are hosted by peers who are better 
placed to provide bandwidth for content refresh.




3.1.4.2	 IXP charges and applicable fees
BDIXP and UIXP have not implemented commercialized 
models and therefore clarify to new peers that there is no 
cross-connect fee but the peer will bear all charges that 
pertains to setup. Thereafter, peering services and any 
other value-add services are free of charge. This should 
however change over 2018 as both IXPs are working 
towards commercialization.




For IXPs with commercialized models, specifically KIXP, 
RINEX, TIX and UIXP, the following fees apply for initial 
setup:	
• KIXP		  US$300
• RINEX		  US$0
• TIX		  US$500
• UIXP		  US$200 
		  (to be introduced in the near future)




Implemented port fees and other charges for all IXPs are 
included in Annex 2
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Table 2: IXP infrastructure




IXP Switching Fabric Network Management 
systems




Power Back up




BDIXP One IXP Core Switch (Cisco Layer 2 Switch, a 
HP Server, which virtualizes all the virtual servers 
(Quagga BGP router, web/mail server, moni-
toring servers). The IXP does not have a Disaster 
Recovery (DR) site but has a backup switch in 
case the principle switch fails.




Observium and Weather map Uses the university power backup 
measures.




KIXP Various 24 GE switches at EADC, Chancery 
building and Mombasa sites that form the 
DeMAC point into peering LAN, BIRD AND Cisco 
Route servers.




Cacti, Nagios, RANCID, TACACS, 
OTRS, IXP Manager




Uses EADC backup for primary 
peering site




RINEX Juniper switch with backup power (10GE scaled 
down 10mbps), BIRD route server. Does not have 
DR site in place but working to implement in the 
near future




LibreNMS, Cacti, MRTG Utilizes BSC power backup compris-
ing of UPS and generator setup.




TIX Cisco Nexus 24 port 10GE switches, Cisco 48 port 
ME Switch, 2 active Cisco Route servers.
Internal network management servers, Akamai 
cluster, DNS using PCH switches and  Verisign 
servers




MRTG, IXPManager, Nagios and 
Cacti




Has own backup with Four 5 KVA 
online UPS’s and a 10 KVA battery 
bank. There is also a 16 KVA genera-
tor to support TIX/TISPA operations.




 UIXP Four Ethernet switches; one 10Gbps 48 
port, one 1Gbps 48 port w/ 4x 10G uplinks, 
one 1Gbps 24 port (soon to be retired) and 
1Gbps 24 port (soon to be retired), three 
physical servers running virtualized services, 
one physical server running DNS services 
and CDNs.




MRTG, Nagios, IXP Manager and 
other open source tools




Has own backup comprising of a 
10KVA UPS, 3 KVA inverter for clean 
power. UIXP relies on the building 
generator for alternative power.




At the time of writing this report (April 2017), IXPs have explored and invested in various active and passive infrastructure 
to support operations, which are discussed in Table 2.




In all the countries, the IXPs monitor the throughput and 
perform uptime management of all infrastructures in their 
premises but do not analyse the traffic from their peers. 
All IXPs have power backup measures in place. Feedback 
from peers in Tanzania cited power outages in the past but 
are aware that the IXP has invested to improve this and 
have observed improved stability this year.




3.1.4.3	 Disaster recovery and business continuity 
plans
Within East Africa, KIXP is the only IXP with presence in multiple 
locations namely East Africa Data Centre, Chancery both 
in Nairobi and a peering location in Mombasa, which is 
preferable to operators due to its proximity to undersea 
cables, and Google PoP for CDN use.
TIX is connected to Arusha IXP but does not have a specific 
disaster recovery (DR) site or multiple locations to replicate 
its operations. 
RINEX and UIXP are actively working towards formulation 
and implementation of a DR site. BDIXP does not have a DR 
site either however; there is spare equipment that can be 
used to replace principle switching equipment in case of 
hardware failure.
3.1.5	 Cost to connect and sustainability issues
There are different models adopted by the IXPs to 




generate revenue to costs. RINEX, KIXP and TIX are revenue 
generating; UIXP is working towards implementation of a 
revenue generation model while BDIXP is working to starts 
its operations. The three-revenue generating IXPs charge 
setup fees for new peers, VLAN set-up fees, cross-connect 
charges, and a monthly port charge. Additionally, KIXP 
and TIX operate under respective country ISP associations 
that are membership based. In KIXP, the IXP is a service 
of the association which is run on a non-profit model and 
therefore, the respective port charge is the membership 
fee. 
RINEX has an incentive that allows peers with less than 
10Mbps traffic to peer free of charge. No monthly port fees 
are charged but the peer caters for the local loop charges 
and provides peering equipment as per the RINEX peering 
guidelines. UIXP plans to implement a similar plan with a 
6-month free period for 10Mbps ports.
PCH, Africa Union, ISOC and NSRC are some of the entities 
that have made voluntary donations in form of equipment 
to IXPs, which significantly reduce CAPEX costs. 




3.1.6 Type of IXP peers
IXPs have different types of peers (Annex 3). A decade ago, 
the predominant peers were ISPs, local loop providers and 
mobile operators. Today, there is a significant change with 
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the new peering entrants such as enterprise, government 
entities including tax authorities, port authorities and 
e-government agencies have seen the immense value of 
IXPs as they target customers is the local market. Another 
emerging group of peers is the banking sector, betting 
companies and National Research & Education Networks 
(NRENs). 




3.2 National   
Resilient and scalable local and regional networks are 
critical for East Africa to achieve the desired regional 
connectivity. This chapter discusses the existing and 
ongoing infrastructure within the region.




3.2.1 National Infrastructure
National Infrastructure within the East African countries 
has grown tremendously since the early 2000s. Network 
and local loop providers in the early 2000s such as Kenya 
Data Networks (KDN) represented a private sector that 
was keen to provide local connectivity to corporate and 
emerging operators through microwave links that could 
provide sufficient bandwidth then. The incumbent telecom 
operators were not meeting the market needs and therefore 
most of these new service providers and especially ISPs had 
to struggle to get licenses and spectrum to operate. They 
were fighting for a similar cause and hence saw the need 
to unite and form ISPAs. It has been a long but a fruitful 
journey for service providers in some countries and now 
end users enjoy diversity and an open market.  




Over the last decade, governments within East Africa have 
developed strategies that will realize the implementation 
of national broadband as a precursor to the realization 
digitization of services, internet services market penetration 
and overall social-economic growth. This section discusses 
the various government and in some cases government/
private sector initiatives leading to the development of 
a national broadband network. Fibre-optic networks 
established within the region are ranging from 24 cores 
and 576 cores.  Annex 6 presents the national backbone 
network in the region.




3.2.1.1	 Burundi
The country has two national fibre optic backbone net-
works namely BBS and Lumitel.  BBS was implemented in 
2014 through a consortium of Burundi Telecom operators 
formed   through Burundi Government and World Bank 
funding to build a national fibre optic network spanning 
approximately 1,250Kms and connecting all the 18 prov-
inces. Through BBS, operators in the country are accessing 
the submarine cable by interconnecting through various 
border points to Tanzania and Kenya. 
Lumitel aims to become the largest telecommunications 
company in Burundi with 1,000 base stations and, 5,000Kms 
fibre optic network coverage to 95% of the country . 
Currently the company is completing the infrastructure to 
provide service to customers and has built 1,700Kms of na-
tional fibre 
3.2.1.2	 Kenya
There are various terrestrial optical fibre cables in Kenya 




by the government and private sector that have created 
many opportunities for cross-bo rder connections. 
There are diverse routes provided by private and public 
network providers with fibre optical networks that span from 
the coastal town of Mombasa, which serves as a preferred 
PoP for many international providers such as SEACOM, 
Google, WIOCC among others to the Ugandan border 
through multiple points. The importance of this route is to 
provide landlocked countries in East and Central Africa 
with connectivity to the submarine cables. 
Private terrestrial optical fibre providers include: Jamii 
Telecom Ltd (JTL) with leased fibre network from Mombasa 
through Nairobi to Malaba in the Ugandan border, and 
Namanga in the Tanzania border complimented with 
own metro fibre; Liquid Telecom Kenya with diverse routes 
across the country and to various border points in Uganda 
and Tanzania; Safaricom Limited is implementing largely 
metro networks and has a partnership with Kenya Power 
and Lighting Company (KPLC) to use the Open Ground 
Wire (OPGW) and All Dielectric Self Supporting (ADSS) 
infrastructure to provide broadband services. Some service 
providers such as Internet Solutions (IS) decided to purchase 
capacity to border points in form of lit or unlit capacities. 
Public terrestrial and utilities fibre optic providers include 
National Optical Fibre Broadband Infrastructure (NOFBI), 
KPLC OPGW and ADSS network, and Kenya Electricity 
Transmission Company (KETRACO) OPGW network. Others 
include Standard Gauge Railway and Kenya Pipeline 
Company now under construction.




3.2.1.3	 Rwanda
The national fibre optic backbone was completed in 2010 
with main objective being to connect all urban districts 
as well as districts in remote and rural areas. The total 
coverage is 5,003Kms of fibre, of which 2,503Kms was fibre 
optical cable laid by a private sector. 
Besides underground fibre, Rwanda has OPGW fibre on 
its electricity national grid network, which provides much 
needed diversity. KT Rwanda Networks serves as a local 
loop provider to ISPs and the only 4G LTE infrastructure 
company in Rwanda.




3.2.1.4	 Tanzania:
The Government of Tanzania has invested in the buildout 
of the main terrestrial fibre network, National ICT Back 
Bone (NICTBB), which spans more than 7,000Kms and is of 
great value in extending submarine cable connections 
terminated in Dar es Salaam to Burundi, Malawi, Rwanda, 
Uganda, and Zambia. Tanzania Telecommunications 
Company (TTCL) manages the NICTBB network on a 
management commission basis from the Government.
All mobile operators and internet service providers buy 
inland terrestrial fibre from NICTBB except Viettel, who 
operates in Tanzania as Halotel. Viettel was granted a 
license by the Tanzanian Government to lay fibre from 
Dar es Salaam to Bujumbura, Burundi and committing to 
connect over 850 public institutions within Tanzania.   Since 
launch Viettel has built 18,000Kms of fibre and plans to 
increase to 25,000Kms by end of 2017. Viettel however, 
cannot provide wholesale or retail services through the 
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  Source: http://viettelglobal.vn/globals/burundi.html 




 optic network to any service provider in line with its 
licence conditions.




3.2.1.4 Tanzania
The Government of Tanzania has invested in the buildout 
of the main terrestrial  network, National ICT Back 
Bone (NICTBB), which spans more than 7,000Kms and is of 
great value in extending submarine cable connections 
terminated in Dar es Salaam to Burundi, Malawi, Rwanda, 
Uganda, and Zambia. Tanzania Telecommunications 
Company (TTCL) manages the NICTBB network on a 
management commission basis from the Government.
All mobile operators and internet service providers buy 
inland terrestrial  from NICTBB except Viettel, who 
operates in Tanzania as Halotel. Viettel was granted a 
license by the Tanzanian Government to lay  from 
Dar es Salaam to Bujumbura, Burundi and committing to 
connect over 850 public institutions within Tanzania.   Since 
launch Viettel has built 18,000Kms of  and plans to 
increase to 25,000Kms by end of 2017. Viettel however, 
cannot provide wholesale or retail services through the 




 optic network to any service provider in line with its 
licence conditions.




3.2.1.5 Uganda
The government owned National IT Authority Uganda 
(NITA-U), whose main purpose is to provide IT services to the 
government has implemented a National Data Transmission 
Backbone Infrastructure and e-Government Infrastructure 
Project (NBI/EGI). Currently the network spans 3,400Kms 
including phase 4. Soliton Telmec provides support and 
new rollout services.
The main objective of the infrastructure is to interconnect 
all major towns in Uganda to the network thereby 




connecting Ministries and Government Departments to the 
e-government network.
Other companies have also laid  infrastructure across 
the country for alternative connectivity; these include 
Uganda Electricity Company Ltd (UETCL) who provide 
OPGW  and Uganda Telecom Ltd (UTL), MTN, Roke 
Telecom and Google.  Private providers had implemented 
private microwave networks, which have now evolved to 




 optic networks before NBI was realized. 
The major terrestrial national  networks operating in 
Uganda include NBI, BCS Group, Liquid Telecom, MTN, UTL 
and UETCL.




3.2.1.6 National Broadband Strategies (NBS)
Each of the EAC partner state has or is developing a 
national broadband strategy to guide rollout and in 
various implementation stages. The main objective of the 
broadband strategy is to provide broadband to all areas 
and encourage the uptake of ICT services in   e-governance, 
health, education services among others. Figure 1 provides 
further information on the objectives and status of each 
NBS evolution.
In Burundi, Rwanda and Kenya, for example, national  
optic networks based around open-access models are 
in place and accessible to all retail operators on a non-
discriminatory free access model . In Tanzania, an active 




 optic network is in place on the high-voltage power 
cable and  on rail and road infrastructure.




Country Status and Capacity
Burundi Burundi has the BBS infrastructure which is a multi-stakeholder infrastructure between 




Government, telecom operators and service providers. The  optic network covers all 
the 18 provinces. However, the impact of this infrastructure is in terms of increased internet 
penetration, government service provision and overall achievement of the regional con-
nectivity infrastructure project objectives. The evolution of national broadband is guided 
by its NBS strategy, BLB 2025




Kenya Kenya launched its NBS in 2013 with its main objective being to provide broadband 
services to all citizens in the country thereby transforming Kenya into a knowledge-based 
economy.  The NBS strategy incorporates the private sector (network and service provid-
ers) and the government.  




Rwanda Rwanda has an ongoing Smart Rwanda Master Plan from 2015 to 2020, whose vision is to 
ensure the transformation of society driven by universal access to high speed, reliable, af-
fordable, and secure broadband infrastructure and services by 2020. The government has 
already deployed a national  backbone that spans 30 districts and connects 11 
order posts. In addition, the Kigali Metropolitan Network and a National Data Centre have 
already been realized. 




Tanzania Tanzania has implemented its national broadband backbone in phases which com-
menced in 2009. Phase I and II were completed in 2012 with 7,560Kms backbone with 
connectivity to various border points to all neighbouring countries apart from Mozambique 
and DRC thereby providing connectivity to landlocked countries and undersea cables. 
[Sedoyeka et al, 2016]. In 2014, Tanzania further launched Tanzania Development Vision 
2025, which emphasizes the use of national broadband infrastructure with the purpose of 
supporting economic growth and the social goals of the country. 




Figure 1: NBS status for EAC countries
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Figure 1: NBS status for EAC countries




Uganda Uganda’s Vision 2040 launched in 2010 with the overall objective being to facilitate up-
take of broadband for socio-economic transformation. Uganda’s draft NBS adopted a 
multi-stakeholder approach including government, private sector such as telecom oper-
ators, ISPs, UETCL and others to develop the strategy. Projected broadband bandwidth 
across the country is 3Mbps and one national virtual submarine landing station in Kampala 
by 2020 .  




3.3 Regional connectivity
At the time of this report, all cross-border points are on active  network with at least 24 to 48 cores available.




3.3.1 Existing cross-border infrastructure
The East African region is relatively well connected with active  infrastructure to each of the countries. The Table 3 
provides a list of existing cross-border connectivity and the service providers using this infrastructure.




Table 3: East Africa existing cross-border connectivity




Route Border points Network Providers Available capacity Usage




Tanzania - Kenya Namanga JTL, NOFBI, KETRACO, Liquid - 
NICTBB




N X STM16 N X STM16




Isebania JTL, KETRACO -NICTBB N X STM16 N X STM16




Horohoro NOFBI-NICTBB N X STM16 N X STM16
Holili - Taveta NICTBB-KPLC OPGW, LIQUID 




TELECOM, NOFBI AND KETRA-
CO OPGW




N X STM16 N X STM16




Tanzania - Rwanda Rusumo NBB - NICTBB N X STM16 N X STM16




Tanzania - Kenya Namanga JTL, NOFBI, KETRACO, Liquid - 
NICTBB




N X STM16 N X STM16




Isebania JTL, KETRACO -NICTBB N X STM16 N X STM16




Horohoro NOFBI-NICTBB N X STM16 N X STM16
Holili - Taveta NICTBB-KPLC OPGW, LIQUID 




TELECOM, NOFBI AND KETRA-
CO OPGW




N X STM16 N X STM16




Tanzania - Rwan-
da




Rusumo NBB - NICTBB N X STM16 N X STM16




Tanzania -Burundi Mugina-Manyovu BBS-NICTBB 1xSTM16 1xSTM4
Kobero-Kabanga BBS-NICTBB 1xSTM16 1xSTM4
Mugina-Manyovu Halotel - Lumitel 1xSTM16 1xSTM4
Kobero-Kabanga Halotel - Lumitel 1xSTM16 1xSTM4




Tanzania-Uganda Mutukula-Mutukula NBI, Roke, BCS – NICTBB N X STM16 NXSTM16
Kenya-Uganda Busia-Busia Liquid Telecom (Kenya and 




Uganda)
N X STM16 NXSTM16




Busia-Busia NOFBI, KPLC OPGW- UTL, MTN, 
NBI




N X STM16 NXSTM16




Malaba-Malaba KETRACO OPGW, JTL, Liquid 
Telecom Kenya, Telkom Ken-
ya - UETCL OPGW, UTL, MTN, 
NBI, BCS 




N X STM16 NXSTM16
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  Source: Migration Strategy of Developing Countries to Broadband Network and future Networks (NGN, IMT-2020), 
Mamadou Oury SAKHO, Egypt, 02-03 April 2017. https://www.itu.int/en/ITU-T/Workshops-and-Seminars/standardiza-
tion/20170402/Documents/S6_4.%20Presentation%20COxNTRIB%20%20Templt%20UIT%20%20EGYPT%20SG13.pdf




Uganda - Rwanda  Town-Kagitumba BCS, UETCL– NBB, BSC, EUCL  N X STM16 N X STM16
Katuna - Gatuna UETCL, MTN, UTL, NBI, BCS – 




NBB
N X STM16 NXSTM16




Goma - Cyanika None in UG - NBB   
Burundi - Rwanda Haut - Akanyaru NBB – BBS, Viettel 1XSTM16 1 X STM4




Nemba - Gashenyi NBB - BBS 1XSTM16 1 X STM4
Inyubaku - Ruhwa NBB - BBS 1XSTM16 not operational




 Source: EAC Baseline Report, Nathan Associates Inc. Submitted to the African Union on 9th February 2017.
From the analysis above, Kenya-Uganda route has the 
most diverse routes while Tanzania-Uganda has only one 
route through Mutukula by Roke Telecom a  optic 
provider in Uganda.
From data review and interviews, Mombasa and Dar es 
Salaam provide   an ideal Point of Presence (PoP) station 
because of;




• Diverse routes to inland countries hence resilience 
• Undersea cables that are landing in Mombasa and Dar 
Es Salaam
• Easy access to Indian Ocean Islands such as Madagas-
car, Mayotte, Seychelles, Mauritius, and South, Central 
and East Africa.




Most international providers note that the connection be-
tween Kenya and Tanzania in terms of route diversity is a 
bottleneck for inter-regional connectivity. With the fact 
that NICTBB has a monopoly on the terrestrial  and 
commercial terms of transit remain private, network provid-
ers  that the pricing is often higher and in some cases 
uncompetitive compelling them to look for alternatives. 
Further to this, global network providers prefer routes that 
have diversity to enable them use at minimum two provid-
ers for  backup in case of a failure.
Viettel through its two subsidiaries in Halotel and Lumitel 
have terrestrial infrastructure from Dar Es Salaam to Bu-
jumbura and could be an option that would be quickly 
considered by many providers; however, this route is not 
for sale to other providers as part of the agreement with 
the Tanzanian Government. For route diversity in Tanzania; 
Liquid Telecom, BCS, Simbanet and other Pan African net-
work providers are exploring private  optic networks to 
provide alternatives.  At present time, network providers in-
dicate that for diversity they procure capacity by making 
use of the Dar Es Salaam-Mombasa route then to Uganda, 
Rwanda or Burundi.  




3.3.2 Ongoing cross-border Infrastructure projects:
The region has various strategies to facilitate integration 
within the region. This section will review the various initia-
tives and status.




3.3.2.1 Northern Corridor Integration Projects (NCIP):
In October 2013, Presidents of Kenya, Rwanda, South Su-
dan and Uganda decided to include ICT as one of the 
strategic areas that will facilitate integration within the East 




Africa region. Consequently, a technical team was tasked 
with  of viable ICT projects that would facili-
tate the desired integration within the countries. ICT Minis-
ters  the priority projects that required concerted 
efforts to realize the  of integration, and one of the 
most successful projects is the One Network Area (ONA) for 
voice  operationalized in January 2015 .
Another project coming to fruition is the implementation of 
the National Backbone Infrastructure (NBI) interconnection 
that serves as an enabler for National Broadband Strategy; 
each country has backbone infrastructure that intercon-
nects with the neighbouring country to allow for seamless 




 of data  within the region. 
Three of the regional integration projects namely; Integrated 
Terrestrial communication network, East Africa Broadband 
ICT Infrastructure Network (EAC-BIN) and integrated 
national backbones revolve around and rely upon the 
successful implementation of national backbones by each 
country to effectively provide cross-border connectivity 
and improve global connectivity through the submarine 
cables.  
EAC-BIN is a regional initiative to implement by 2020 within 
the ConnectAfrica framework, an integrated East Africa 
Broadband ICT Infrastructure over the national broadband 
in each of the EAC partner states and thereby link up with 
the rest of the world through submarine cable in Kenya and 
Tanzania coastal towns. 




3.4 International connectivity 
Since the landing of submarine services to Kenya and 
Tanzania shores in early 2010, there has been tremendous 
growth in internet capacity across the region.
Before the landing of submarine cable systems, East Africa 
was reliant on satellite, which had limited bandwidth, high 
latencies and expensive. With the landing of submarine 
cables in 2009, the cost of internet dropped with some East 
Africa countries going by as low as 90%.
With EASSY, SEACOM, LION2 (Mayotte) and TEAMS in 
Mombasa, Kenya has various options for international 
capacity which are accessible through inland terrestrial 
cable to Uganda, Rwanda, and Burundi. EASSY, SEAS and 
SEACOM cables land in Dar Es Salaam, Tanzania thereby 
providing access to most operators in Dar es Salaam and 
inland connectivity through NICTBB within the country and 
to Burundi, Uganda, and Rwanda.
The biggest  however are coastal towns who 
buy the internet capacity without additional local loop 




Table 3: East Africa existing cross-border connectivity
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  Source: https://www.nciprojects.org/project/ict-infrastructure 
  Source: https://www.afdb.org/en/topics-and-sectors/sectors/information-communication-technology/ict-initiatives/,     
Source: http://icta.go.ke/eac-members-seek-to-build-a-harmonised-ict-framework-to-drive-intergration/ 




charges. To further reduce the IP transit costs and increase 
internet adoption, undersea cable operators are setting up 
meet-me-points (MMPs) in various cities within East Africa 
that are technology hubs in the respective countries.




3.5 Global Content Delivery Networks (CDNs) in East 
Africa 
East Africa is an upcoming hub for technology and business. 
This recognition has increased the number of investors   
setting up to tap into this increasing demand for consistent, 
reliable, and diverse routes from service providers.
The content industry vision for Africa is to have 80% of the 
local traffic kept within the content by 2020 .  A general 
measurement applied by CDNs globally is cacheable 
traffic, is ~ 70% while traffic peered at PoPs ~ 25%, and only 
~5% which is uncacheable traffic such as messages/emails 
and voice traffic gets to the core network. 
In Africa, the statistics are different; the cached traffic 
is generally less than 70%. To put this into context to East 
Africa, statistics collected during this study indicate that 
cached traffic in-country varies in the region from 0% in 
Burundi to ≈60% in Kenya and Tanzania.




The following CDNs are present in East Africa at the time of 
this report:  
•AKAMAI – At least five Akamai clusters are in Kenya. Other 
clusters are in Uganda, Rwanda, and Tanzania.




• Facebook – At least four Facebook caching clusters are 
in Kenya.




• Netflix – There are two clusters in Kenya. With the reducing 
local loop costs and increased uptake of residential 
broadband solutions such as Hai from Liquid Telecom, 
Zuku from Wananchi Group, Faiba from Jamii Telecom, 
Safaricom Fibre to the Home among others, the opportunity 
to video streaming is growing. Liquid Telecom Rwanda in 
partnership with Netflix is distributing video content in the 
country.




• Google – Google has a PoP in Mombasa, Kenya. The 
content provider has two other PoPs in South Africa and 
Nigeria to search South and West Africa. Google has 
numerous GGCs hosted in service provider networks, 
mobile operators and IXPs   in all EAC countries except 
Burundi.  Figure 2 provides locations of where GGC caches 
are available.
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 Source: https://www.ict.go.ug/sites/default/files/Resource/National%20Broadband%20Strategy%20for%20Uganda%20
Draft%20V8.pdf 




This section discusses the gaps between the status and 
intended objectives of peering and interconnectivity in the 
region.
4.1 IXP role in internet development
Interviews indicate that IXPs are promoted as drivers of 
internet development through their interaction with all 
relevant stakeholders and capacity building.  




4.1.1 Regulator’s Perspective
From the RURA’s perspective, the IXP brings a significant 
cost reduction of approximately $1 million USD annually for 
operators through reduced international IP transit costs. In 
addition, all the IXP members have observed a significant 
reduction in latency for access to local content, typically 
from 200–400ms without the IXP to about 10ms with the IXP. 
RINEX   commercialized model has a positive impact to the 
local economy.   
ARCT observes that the IXP plays a significant role in 
terms of improved quality of service, improved customer 
experience, reduced cost of local services and increased 
security of local content. Similarly, UCC notes that the IXP 
plays an important role in improving the user experience 
and reducing transit costs for operators.
4.1.2	 Peer perspective
All the stakeholders interviewed have expectations on the 
significant role the IXPs play in internet development noting 
that national IXPs can drive   internet development as well 
as bridging gaps that will allow the industry to move to the 
next level. Key issues cited include;




1. IXPs need to unite technical communities; these include 
mobile operators, network providers and other significant 
players. This was mostly raised by ISPs in Uganda where 
network providers cited anticompetitive behaviour 
that need to be addressed to evolve a cordial working 
relationship towards strategic alliances. 




2. Reducing costs: All stakeholders interviewed are of the 
view that a national IXP has a significant role to play in 
reducing communication costs. Some of the ways that 
IXPs can reduce costs include; lobbying for favourable 
policy and regulatory framework, engaging ISPs more in 
strategic alliances that benefit the consumer, encouraging 
local content creation through awareness and capacity 
building among others.




3. Encouraging IPv6 Migration: Some of the stakeholders 
observed that IXP plays a unique role in capacity building 
to help network service providers migrate to IPv6.  Interviews 
indicate that most of the service providers are on IPv4 but 
are willing to migrate to IPv6 with support from IXPs. This can 
be achieved through capacity building and partnerships 
with institutions that provide technical training.




4. Encouraging more local content; starting areas include;  	
local daily newspapers and news video clips, local news 




and radio streaming, government services, email hosting 
and online banking platforms: The IXP plays a pivotal 
role in local traffic exchange and therefore is the biggest 
beneficiary when the local content in the country increases. 
It is notable for instance that in Uganda, among the top 
10 most accessed.co.ug websites as listed on www.alexa.
com are monitor.co.ug and newsvision.co.ug at number 
7 and 9. Both sites are hosted outside the country. This is 
content that can be hosted locally, not necessarily at the 
IXP but in a data centre within the country.




5. Acting as a facilitator: Stakeholders observed that IXP 
serve as a neutral party that can facilitate industry relations 
by holding meetings that encourage problem sharing and 
solving: brainstorming on the sector evolution.




6. Improving the overall user experience: for users and 
providers by continually engaging service providers to 
host locally, introduce more CDNs to the region thereby 
improving user experiences.




7. Network and service providers will continue to do private 
peering in some cases outside the IXP infrastructure which 
will be driven by their own as well as customer needs. It is 
therefore imperative for IXPs to   identify a niche that the 
IXP can address thereby   enhanced its contribution in the 
market.




8. Facilitating awareness to the large and small users on 
how to peer.  There is work to be done to achieve the full 
benefit of peering and therefore, the IXP can bridge the 
capacity gap by engaging current and prospective peers 
to improve the skills of their technical teams.




9. Capacity building: This is a gap that was raised by over 
90% of the respondents. Feedback indicate that those not 
peering at the IXP do so because they;
• do not understand the benefits
•lack technical skills
• have not harnessed the benefits due tosaturation/            	
   dead routes




10. Encouraging local community to host content locally 
and peer with the IXP: Stakeholders indicate that the IXP 
can engage the local technical community, innovation 
hubs and government to champion growth of indigenous 
local content.




11. Encouraging digitization and adoption of ICT services 
in everyday life: Respondents indicated that IXPs through 
relevant ICT lobby groups, and even in their capacity as 
national IXP can encourage and champion the adoption 
of ICT services with an end-goal of reaching each citizen 
regardless of social status, background, or gender.




12. Encouraging ISPs to have partnerships and work 
together; this reduces anticompetitive behaviour and 
increases trust and cohesion in the market.




4. Gap analysis
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4.1.3 Individual IXP peer feedback
Aside from the overall improvement areas for IXPs in the previous section, Table 4 provides a high-level analysis of individual 
IXP feedback by peers.
Table 4: High-level analysis of peer feedback
The analysis in Table 4 illustrate areas of concern to each IXP that network providers would like to addressed so as to 
enhance services.  




IXP Peer feedback
BDIXP Host CDNs at the IXP.




Create more awareness on the value of local peering
Review the IXP offering to promote local content through development of innovation 
hubs
Employ fulltime staff that can focus on IXP related activities thereby accelerating   peer-
ing services.     




KIXP Increase market awareness to none traditional clientele
Improve on service reliability especially at the Chancery building.




RINEX Providers more technical support and guidance to providers during setup, even when 
the problem is not within the IXP fabric.  
Reduce interconnection charges




TIX Interconnect with the smaller IXPs within the country thus comprehensive peering ser-
vices to all local ISPs. 




UIXP Implement minimum port charges and provide SLAs. The IXP management however 
indicates that it has no plans to provide SLAs.
Together with the industry players involve stakeholders more to revive the ISPA and there-
after incorporate other stakeholders that are not service providers but play a significant 
role in local traffic.  The IXP management indicates that it has no plans to revive or help 
revive the ISPA.
Less dependency on UCC.




4.2 Traffic Analysis
This section sets out statistical data collected from various sources including IXPs, network providers peering at the IXP and 
non-ICT service providers peering at the national IXPs. Statistical data was also collected through various tools such as 
Looking Glass, RIPE online tools, and websites such as arda.af-ix.net




4.2.1	 IXP Traffic Analysis
Table 5 provides an analysis of various parameters that are of interest to an IXP based on data collected within the month 
of April 2017.




Table 4: High-level analysis of peer feedback




Total number of peering ASNs per IXP The number of origin ASNs out of the total number of as-
signed ASNs per country by corresponding RIR are present-
ed below
BDIXP –  3 ASNs
KIXP –    31 ASNs
RINEX –  15 ASNs
TIX (p)–  50 ASNs
UIXP(p)–45 ASNs




Total number of IP Prefixes per country The number of visible prefixes;
BDIXP –  no statistics for Bi
KIXP –    4,435
RINEX –  668
TIX –       1,565
UIXP –    2,535  




Aggregate IPv6 blocks  at IXP BDIXP – no statistics for Bi
KIXP –    12 IPv6 blocks visible and 22 IPv6 blocks not visible
RINEX –  0 IPv6 blocks visible and 7 assigned IPv6 not visible 
at IXP
TIX(p) – 119 Networks from 14 peers 
UIXP (p) - 26 Networks 
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Aggregate IPv4 blocks  at IXP BDIXP –  no statistics for Bi
KIXP –    145 IPv4 blocks visible at KIXP and 46 IPv4 blocks 
not visible
RINEX – 17 assigned IPv4 blocks visible at RINEX and 5 IPv4 
blocks not visible
TIX(p) – 650 networks from 36 peers
UIXP (p) - 446 networks




Total aggregated traffic by Protocol None of the IXPs captures or monitors the content of mem-
ber’s data traffic to the IXP.




Number of Cross connects at the IXPs Number of cross-connects   were:
-BDIXP  (p)             0
-TIX       (p)             1
- KIXP    (p)              0 
- UIXP    (p)              0
- RINEX   (p)             1




Primary Source (p): Data collected from IXPs
Secondary Source: https://arda.af-ix.net




Figure 3: External ASNs visible at IXPs in April 2017. Source: https://arda.af-ix.net 
Figure 3 illustrates the number of external ASNs visible at each IXP in the month of April 2017. In all IXPs, external AFRINIC 
ASNs are the highest while Private, Reserved, APNIC and LACNIC have the lowest visible ASNs.




4.2.2	 Peer traffic analysis
Consultants had challenges obtaining traffic statistics from some of the providers. At least half of the providers   shared 
information   available to them and where the same is unavailable e.g.  regional traffic they provided estimates, others 
requested the consultants to infer the capacities and traffic patterns while a few were not willing to provide this information 
at all. This data provides a basis for traffic analysis  




4.2.3	 Protocol analysis
Table 6 provides an analysis of national and regional protocols, local and international sources, and destinations. 
Table 6: Protocol Analysis for East Africa traffic
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Country Top protocol 1 Top protocol 3 Top protocol 3 Top two local 
sources and 
destinations 




Top two 
international sources 
and destinations




Burundi - -
Kenya HTTPS – Especially 




real-time videos
Http UDP/SMTP standardmedia.




co.ke, nation.
co.ke, sportpe-
sa.co.ke, eciti-
zen.go.ke,
kra.go.ke




Europe and North 
America (Mostly 
Google, Facebook, 
YouTube, and Yahoo)




Rwanda P2P/SSH Igihe.com, 
Irembo.gov.rw




Tanzania FTP/SMTP www.Millardayo.
com




Uganda P2P/SSH Ura.go.ug




Table 6: Protocol Analysis for East Africa traffic
Verified on: www.alexa.com, https://www.whois.com.au/whois/ip.html#iplookup
From   Table 6, there are no top sources or destinations for local traffic in Burundi and therefore all content is sourced 
internationally from Europe and North America social media sites. Uganda’s daily newspapers are top sources of local 
information but are hosted out of the country and therefore do not fall under local traffic. Rwanda and Kenya have 
portals that are hosted locally and are noted as top local traffic sources while Tanzania has a social site hosted locally 
as the top local traffic source and destination.




4.2.4	 Local, regional, and international traffic ratio
From market study, there is a large discrepancy between local, regional, and international traffic driven by user de-
mands. A mobile operator for example indicated that providers make decisions based on user demands. At present 
time, there is high demand for international content mostly in video, image, and audio formats. The same trend was 
observed with most network providers that focus on retail markets. Network providers that were focused on business and 
corporate customers indicated slightly more local traffic content in form of emails, file transfers but higher traffic was 
international content.
 
Figure 7 provides a summary of the capacity analysis from traffic measurements from network providers interviewed. 




Figure 4: Local Vs Regional Vs International Traffic Ratio. Source: SSL data analysis
Note; Local traffic in Uganda and Tanzania IXPs is significantly higher due to inclusion of GGC traffic that passes 
through the IXP fabric to the host ISPs.
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sources of residential or personal data that is non-cached 
include emails, voice and video calls on WhatsApp, Skype, 
and other similar platforms. These form part of regional and 
international traffic depending on destination. 
From the study, service providers such as NRENs who cache 
traffic on their network estimate it as ≈45% of the content. 
Submarine cable providers indicate that CDNs account for 
25% of the Africa traffic. In addition, there is other global 
CDN traffic going to different CDNs globally due to peering.
Some of the providers interviewed indicated that their 
companies have unified network-monitoring platforms 
that do not give statistics per country but   Local and 
International Traffic. Network providers estimate that the 
minimum transit traffic on their networks with the East Africa 
Networks is 1Gbps. 
Analysis from www.alexa.com shows that top content 
sources in each of the East African countries are social 
media websites such as Facebook, real-time video 
site YouTube, and content sites Yahoo and Google. 
Interviewees agree with these statistics which indicates 
the need for most operators to strategise on the most 
optimal mode of accessing this critical content from user 
demands. It is also noteworthy that the NRENs observe the 
high CDN content demand and therefore continue to peer 
on this basis. Another observation is that the CDN content 
is significantly higher in retail networks such as mobile 
providers and residential internet service providers. 
4.3 Potential market barriers to entry of new members
During the study, peers at the IXPs as well as service 
providers who do not peer at the IXP indicated some of the 
barriers encountered which include:




• High local loop charges of up to $50 per Mbps from 
prospective peer with some operators in Burundi to the IXP 
remain major factor.




• Bilateral peering between large operators outside the IXP 
fabric that leaves out small operators whose objective of 
peering at the IXP includes traffic at the IXP; this happens in 
Kenya, Tanzania, Uganda, and Burundi.




• Lack of CDNs hosted at the IXP; therefore, private paid 
peering with private operators hosting CDNs becomes the 
only option and therefore end up bundling all data (local, 
regional, CDN and international data) and feeding that 
into one provider. 




• In the case of BDIXP, service and network providers want 
the IXP to attract other equally significant providers for 
peering at the IXP to ensure financial and technical impact 
in their operations. 




• Lack of awareness: Potential peers do not know about 
IXPs and the role they play. In markets like Kenya, small 
providers are only interested in buying internet capacity 
from large service providers and distributing to customers 
within a certain neighbourhood.




• Value addition: The question ‘what is in it for me’ is not 




Field interviews noted that most operators do not active-
ly monitor traffic to regions within East Africa and instead 
monitor this as international traffic. This is the case with glob-
al network providers on one hand and for smaller operators 
that do not want to incur costs in terms of regional traffic 
analysis and therefore bundle all traffic that is leaving the 
country as international traffic. 




4.2.5 Traffic sourced within the region, cached vs. 
non-cached content
With four of the most popular CDNs in the region, signifi-
cant traffic is destined to these caches. The largest source 
of cached traffic is real-time videos and peer-2-peer (p2p) 
traffic that varies from videos to phone updates. These con-
tent sources include YouTube, social media sites such as 
Facebook, Rapidshare, Instagram, WhatsApp, and Twitter 
among others.
The second largest source of cached traffic is http traffic 
in the form of sports, news and betting content from East 
Africa, Europe and USA bound sites while the third type of 
cached traffic is p2p traffic whereby the cache stores.
An upcoming type of traffic is DASH protocol, which is ideal 
for video streaming websites such as Netflix. Netflix has es-
tablished CDNs in Kenya.
It is noteworthy that out of the 49 interviews; three network 
providers have individual caches on their network as a 
critical strategy for the company while three others have 
made strategic decisions to peer with Google. All others 
rely on CDNs hosted in IXPs or private networks for caching.
Table 7 provides the average and maximum CDN bound 
traffic from peers interviewed per country.




Table 7: Average and maximum cache traffic observed by 
a network provider




 Average (Gbps) Maximum (Gbps)
Burundi 0.00 0.00
Kenya 4.00 10.00
Rwanda 0.20 4.00
Tanzania 7.00 10.00
Uganda 0.20 8.00




Source; Summit Strategies Limited analysis




Note that the statistics in Table 7 are an indication of CDN 
bound traffic from network providers that had statistics to 
provide. In countries with CDN hosting facilities available, 
the minimum traffic by single provider was 200Mbps. In 
Tanzania, each mobile provider has GGC hosted within the 
network. It is inferred that most mobile providers in other 
countries within East Africa have GGC. This is anchored 
on the fact that these operators have significant retail 
user markets whose main use for data bundles is social 
media content, real-time videos and content hosted on 
Google networks. The maximum-cached traffic from those 
interviewed is 60% of all network traffic.
There is still a significant amount of traffic that is non-cached 
including corporate data in the forms of SMTP, VPN/MPLS 
traffic, voice traffic and FTP transfers. In addition, potential 
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answered to service providers and local entities that could 
benefit immensely from peering at the IXP. 




• Potential peers that would see the benefit of peering at 
the IXP do not have the technical expertise or equipment 
to handle BGP sessions.




4.4 Areas of improvement
Several areas of improvement exist and are discussed in 
the following subsection.




4.4.1 Technical configurations
Analysis of the Local IXP Prefixes announcements in 
comparison to international Looking Glass indicate that 
there is need for IXPs to carry out more awareness to peers 
on best practice and harness the full benefit of local peering. 
IXPs can perform further checks, identify the prefixes, and 
engage respective peers to address appropriately.  Further 
diagnostics are possible through https://arda.af-ix.net 




4.4.2 Disaster Recovery (DR) and Business Continuity 
Plans (BCP)
All stakeholders interviewed indicated the need for IXPs to 
implement DR and BCP plans.  




4.4.3 Peering packages for smaller operators
Majority of the interviewees indicated that they were 
aware of smaller operators that do not have the financial 
capacity to connect to the IXPs due to the port charges for 
Kenya and Tanzania IXPs.
Rwanda interviewees appreciate that the IXP has 
developed a 10Mbps package that encourages small 
operators to peer free. However, they feel that the local 
loop charges and peering equipment costs in line with the 
IXP’s peering policy need review.   
Currently, Uganda provides free peering which encourages 
peering, interviewees did not raise any issues with local 
loop charges or equipment costing. UIXP management 
indicates that in future when port fees are implemented, 
an entry level package similar to Rwanda’s 10Mbps will be 
available to encourage small bilateral flows.




4.4.4	 Focus on corporate and local companies
One of the areas that IXPs can add value is in small bilateral 
flows, which form ≈ 80% of the potential peers and carry ≈ 
20% of the traffic. These flows originate from entities that 
may be large in terms of their core business but small in 
terms of the ICT capacity and infrastructure available. Most 
corporate and local companies use internet as an enabler 
and not the core activity, which is an area that can still 
be redirected to IXPs on individual traffic assessment. To 
peer at the IXP, the potential peer would need to have a 
BGP-enabled network, an ASN and allocated public IPs by 
AfriNIC.




4.4.5 Local content hosting
Local content hosting is a challenge that needs review 
to encourage local traffic. Websites such as monitor.
co.ug, Bujumbura.bi etc. can host locally to encourage 
local traffic. The challenge expressed by most of the 




respondents is the reliability of local data centres. If local 
data centres do not meet the data owner’s criteria, stable 
regional connectivity would play a key role in encouraging 
discussions of regional hosting as opposed to international 
hosting which is mostly done in the US, UK, and France.
Cloud hosting solution providers would consider 
collaborating with like-minded entities to provide a local 
CDN platform for local content hosting as well as content 
caching that would reduce the reliance on global CDNs.
Another network operator with operations in East, West and 
South Africa indicated that there is urgent need to have 
local content providers nurtured to develop ‘Africa’s own 
YouTube’. Local investors can invest returns made through 
advertising and statistical data locally thereby triggering a 
ripple effect on the local economy.




4.4.6 Diversifying Service portfolio
At least 85% of the respondents indicated that the IXPs need 
to diversify their service portfolio to provide on-demand 
and upcoming services that are competitively priced and 
add value to network provider operations.




4.4.7 CDN Hosting
Some operators buy IP Transit services and do bilateral 
peering with Google as opposed to public peering through 
the IXP. This makes sense for larger operators who are not 
already hosting CDNs in their networks or have subsidiaries 
that are hosting the CDNs already. However, for small 
operators it is rare that they host CDNs as they will not 
meet the threshold (especially in terms of traffic) and do 
not have the financial capacity to meet requirements such 
as bandwidth to refresh content etc. Paid peering services 
with larger operators become the only option.




Most of the respondents indicate that an area of 
improvement is the hosting of CDNs within the IXP. In Kenya, 
all interviewed indicated the need for KIXP to host CDNs 
at the IXP PoPs. At present time, Service providers pay for 
peering with CDNs hosted on other operator networks.  
Similar concerns were raised in Uganda on paid peering 
with operator managed GGCs. 




Network providers hosting the CDNs were also interviewed 
and the paid peering concerns expressed. They indicated 
that paid peering has to continue for the service to make 
business sense and continue being open to other providers 
due to the upstream bandwidth that they have to incur.
All regulators were interviewed and were very emphatic on 
the value of the IXP to local traffic.















East African
Communications
Organisation




24
Summit Strategies




5.1 Regulator’s mandate
All countries in East Africa have an established regulator 
that acknowledges the role and need for a national IXP. 
ARCT, Burundi - The mission of the regulator is to ensure the 
control and regulation of the telecommunications sector 
and to ensure compliance with the relevant regulations.
CA, Kenya - The regulator established under an act of 
Parliament is responsible for facilitating the development 
of the Information and Communications sectors including; 
broadcasting, multimedia, telecommunications, electronic 
commerce, postal and courier services in Kenya.
 RURA, Rwanda - The article 130 of ICT law determines 
the responsibilities of the regulatory authority in relation 
with information society issues. The regulator’s mandate 
includes establishing an effective framework for the proper 
management and functioning of an IXP in the country  
TCRA, Tanzania –The regulator was established under 
the Tanzania Communications Regulatory Act No. 12 of 
2003 with a mission to develop an effective and efficient 
communications regulatory framework, promote efficiency 
among the Communications Service Providers and protect 
consumer interests with an objective of contributing to 
socio-economic and technological development in the 
United Republic of Tanzania . 
UCC, Uganda - The objective of the regulator, 
established in 1996, is to devolve and regulate a modern 
communication sector including telecoms, broadcasting, 
postal communications, telecommunications, data 
communications and infrastructure.




5.2 Regulator’s position on local traffic
Regulators in the region have different positions on whether 
to enforce or encourage local traffic management locally.
Rwanda’s regulation for IXP set by RURA Article no 2.1 states 
the obligation by ISPs to interconnect to internet exchange 
therefore keeping local traffic local. More information 
on this regulation can be found on http://www.rura.rw/
fileadmin/docs/RINEX_GUIDELINES.pdf   
UCC, CA, ARCT and TCRA encourage the operators and any 
local content generator to peer at the national IXP but do 
not have specific regulation to enforce this. The regulators 
also indicate that they are not keen to enforce and would 
instead prefer to use other channels to encourage local 
traffic management.
An exception on mandatory local hosting for all countries is 
banks. It is mandatory that local traffic stays in the country 
and backups hosted at head office or other locations that 
the bank finds most appropriate. This however is imposed 
by banker’s regulator.




5.3 Regulator support to IXP
All ICT regulators indicated that they are interested in 
making sure the IXPs flourish and are willing and ready to 
provide all necessary support and interventions that an IXP 
might require.
ARCT has intervened in the process of obtaining the 
administrative documents authorizing the implementation 




of the IXP. The regulator also provides support to national 
IXP in raising awareness among stakeholders to connect to 
national IXP. 
CA does not provide financial support to KIXP; this is 
done through IXP charges and TESPOK membership fees. 
However, CA provides endorsement and other non-
financial support to KIXP when the need arises.  
RURA supports RINEX through the Universal Access Fund 
which is managed by the Regulatory Authority. The regulator 
initially provided financial support for IXP infrastructure, 
staff capacity building and salaries for required technical 
experts
UCC provides arm length support to the IXP through 
technical support, hosting space that is located at 
Communications House, Kampala, facilities such as power 
to the hosting site and endorsement. UCC further provides 
supports in terms of facilitating stakeholder meetings, 
providing recommendations on the formation of an 
association through Rules of Association that provide a 
guideline on how the association operates. The objective 
of UCC is for UIXP to become self-sustaining. 




5.3.1 Regulator’s position on local content hosting
UCC observes that from a market perspective, majority of 
the content is hosted in Europe, North America, and China 
with minimal instances of e-commerce as even hotels use 
foreign booking services such as http://www.booking.com 
and traditional websites are hosted abroad on Amazon, 
Hostgators etc. Positive changes are emerging, for instance 
e-government services are interventions   to increase local 
content uptake.  
Operators and regulators interviewed agree on the need 
of local content creation and local hosting over and 
above enterprise data. This will increase the local traffic 
and improve user experience.




5.3.2 Regulator suggestions on services to be explored 
by IXPs
CA observes that the IXPs need to benchmark themselves 
with other global players for innovation and prepare to 
provide those services when the demand arises.
RURA observes that for their sustainability, IXPs need to 
extend their operations to hosting partnerships, building 
technical capacity in area of routing, traffic monitoring 
and analysis, DNS management, advanced network 
management among others.
UCC observes that the implementation of an association 
will provide a platform for new service requirements to be 
addressed sufficiently by all members and the IXP. 




5.3.3Regulator perspective on cross border 
connectivity
Cross-border connectivity is a critical aspect for operations 
for all countries. ARCT observes that Burundi connects to 
three countries namely; Rwanda, Democratic Republic of 
Congo (DRC) and Tanzania through BBS fibre infrastructure. 
This is critical for IP transit services, access to submarine 
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cables as well as cross-border transmission.
CA acknowledges the need for cross-border connectivity. 
Of key interest is the NOFBI infrastructure under the 
management of Telkom Kenya Ltd. The NOFBI fibre 
infrastructure provides connectivity to each of Kenya’s 
neighbours as well as Mombasa a key PoP for undersea 
cable providers such as SEACOM, EASSY, LION2 and TEAMS.
RURA observes that to enable cross-border connectivity, 
regional regulatory authorities must set regulatory 
framework (standards or guidelines and dispute resolution 
mechanisms).  In addition, there needs to be policy 
orientation committed at a higher level within the region 
that will be the key to successful implementation of cross-
border connectivity and its effectiveness. The case of One 
Area Network (ONA) provides a reference.
TCRA observes the impact of NICTBB, a redundant optical 
fibre network managed and operated by the TTCL on behalf 
of the government, through the ministry of Communication 
Science and Technology (MCST). The objective of the 
NICTBB is to enhance the adoption of ICT services through 
e-government, e-learning, e-health, e-commerce by 
providing reliable connectivity within the country and to its 
neighbours.
UCC acknowledges the role played by NITA-U to promote 
efficient and effective delivery of ICT services and 
management of NBI. There are ongoing efforts under the 
EAC which is providing regional interconnectivity with each 
infrastructure owner advancing their own infrastructure to 
the border.  
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For East Africa to realize the benefits of internet services 
through the various NBS initiatives submarine cable systems, 
factors for consideration to ensure that they are enablers to 
internet development are discussed in this section.




6.1 Policy and regulatory
Each of the EAC countries has policy and regulatory 
frameworks that foster connectivity within and outside the 
East Africa region. 
Burundi has the least regulation on peering and 
interconnection within the EAC countries at the national 
level and interconnectivity is left to an agreement 
between the concerned parties. Tanzania, Uganda, 
Kenya, and Rwanda have all relevant regulations in 
place to guide pricing, technical standards, procedural 
requirements on interconnectivity but varying degree of 
IXP acknowledgement and regulation on peering. 
In Kenya, Tanzania, Uganda and Burundi, peering is 
encouraged but not enforced whilst Rwanda enforces local 
peering for licensed ISPs through Article no. 2.1 of guidelines 
for Rwanda Internet Exchange Point Management by 
RURA.
For effective growth, it is notable that the policy and 
regulatory framework should ideally follow market forces 
thereby providing effective guidelines that promote growth  
To encourage more global technology companies into 
East Africa, enabling policy and regulatory framework is 
necessary thereby providing international services at more 
competitive rates and creating opportunities for economic 
growth.




6.2 Capacity building and awareness
From responses to the interviews, there is need for 
sensitization programs beginning from the smaller network 
operators having skilled staff to successfully established 
operators, to government agencies and to the end users. 
At least 30% of respondents felt that there was need for 
IXPs to introduce more awareness programs at minimum 
on quarterly basis. This is mostly from smaller operators 
and government entities that do not perform training for 
their technical staff. The respondents felt that some of 
the technical problems they experienced during peering 
setup were avoidable even if the fault was not at the IXP 
with better guidance from the IXP technical team. This 
reflected the expected role of the IXP as a national internet 
development driver.
Service providers were of the view that the IXPs need to 
support capacity building within the industry with the 
objective of training technical staff in the IXPs and ISPs on 
how to route effectively thereby reducing the number of 
unbalanced announcements, delayed outages due to 
poor troubleshooting skills within operators and in some 
instances the number of dead routes that operators must 
deal with.
Capacity building is a critical enabler for consideration by 
stakeholders to ensure that there is continuous training to 
keep abreast with technological advances and ensure 
realization of national and regional initiatives.




6.3 Physical infrastructure
This is a critical enabler for internet in East Africa. Resilient and 
scalable infrastructure creates reliability and allows users to 
focus on the service delivery and service improvement. A 
key enabling infrastructure is data centre.




6.3.1 Data centres
Data centres have existed in the EAC for over a decade 
now, however majority are carrier-owned and operating as 
Tier II or I with the specific purpose of meeting the needs 
of the service providers and their clientele. Tier III certified 
data centres such as EADC  in Kenya re now coming up 
and providing the resilience content hosting entities are 
looking for.
The main concerns by service providers and market are 
reliability, ownership, high hosting charges and data 
security. These unaddressed factors lead most of the 
content providers to look for hosting providers outside the 
region such as Amazon and Hostgators.
In Uganda and Tanzania, majority of the respondents 
indicate that most of the local data centres are not reliable 
and therefore anyone who hosts critical services is bound 
to experience frequent outages. To protect their image or 
adhere to SLA, local companies and service providers alike 
host content in Europe and USA. 
The fact that most of the existing data centres are carrier-
owned creates mistrust amongst operators; service providers 
without the facility in-house feel disadvantaged and often 
the matters of trust come up fearing that the data-centre 
provider might sabotage their activities or adopt anti-
competitive behaviour to win-over the customers.
High hosting and local loop charges inflate the OPEX of 
many potential collocation customers. Cyber security 
is also a challenge within East Africa; respondents cite 
need for a data centre to provide compelling cyber 
security measures before the hosting party use the facility.  
Respondents indicate the need for carrier-neutral data 
centre sites such as the upcoming I-Colo data centres in 
Kenya. With the emergence of carrier neutral data centres, 
there is a shift with more companies considering content 
hosting in Kenya. Service providers too are now introducing 
cloud-hosting solutions to the market with some companies 
making this their core business. A case in point is Angani 
Limited in Kenya whose core business is cloud-hosting 
solutions.
Each NBS proposes the development of data centre(s) these 
are evolving as either government data centres or private 
sector driven data centres.  Government data centres 
built to Tier III specifications include; Tanzania National 
Oceanographic Data Centre (TzNODC) in Kijitonyama, Dar 
Es Salaam, Rwanda’s National Data Centre (managed by 
AOS) in Kigali and Uganda’s NBI Data Centre. Burundi has 
Tier I and Tier II data centres that are carrier-owned but 
does not have a data centre built to Tier III specifications. 
Burundi government is in discussions with Huawei and 
another Chinese operator to setup two separate Tier III 
data centres. In Kenya, privately owned EADC serves as the 
carrier-neutral data centre while government data centres 
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are operational for government services. EADC is the only 
tier 3 certified by Uptime Institute in East Africa. 
Stakeholders need to engage on how to make data 
centres, reliable, secure, and attractive to content providers 
to stimulate local content hosting. 




6.3.2 Innovation centres
Within East Africa, Kenyan environment fosters tech start-
ups which are thriving and   innovation hubs such as I-hub 
have been setup to provide facilities and mentorship to 
young innovators. Other hubs in Kenya include; iLab Africa, 
iBiz Africa, NaiLab, mLab East Africa, Growth Hub, C4D Lab, 
Akirachix, Lake Hub, SwahiliBox, TheHubEastAfrica and 88 
MPH/Startup Garage .
Rwanda’s innovation lab, kLab in Kigali provides an open 
space for IT entrepreneurs to innovate. Service providers 
are collaborating with tertiary academic institutions to 
implement innovation hubs that will foster innovation 
among the youth for instance Airtel collaborated with 
University of Rwanda to create an innovation hub in Huye 
District.
In Tanzania, entities such as Google and Indigo Trust are 
providing grants for creation of innovation hubs such as 
Kinu Hub and TanzICT’s Innovation Space at Tanzanian 
Commission for Science and Technology (COSTECH). Other 
hubs within Tanzania include Buni Hub, Dar Teknohama 
Business Incubator (DTBi) and Tanzania Renewable Energy 
Business Incubator (TAREBI). 
In Uganda, innovations hubs such as Resilient African 
Networks (RAN), Outbox, Hive Colab, The Hub, Grameen 
Foundation AppLab, Mara LaunchPad and Women in 
Technology Uganda (WITU) are in place to foster innovation.
At present, there are no known innovation hubs in Burundi.
Innovation hubs are ideal centres where indigenous content 
is developed by upcoming entrepreneurs and therefore are 
a critical enabler for local content development, which is of 
interest to IXPs. Industry experts interviewed indicated that 
innovation hubs have to be engaged more in terms of their 
sustainability plans, patenting of ideas, operationalizing 
start-ups and mentorship of young IT entrepreneurs.




6.3.3 Submarine cable systems
It is notable that the wholesale IP transit prices in the 
landlocked countries are double the price in the countries 
with coastal towns where the international cables terminate 
due to the local loop charges and other incurred costs by 
network providers. 
To improve accessibility, submarine cable providers are 
setting up Meet-me-Points (MMPs) in capital cities within 
East Africa to provide services to landlocked countries   
either through their networks, shareholder networks, 
strategic partnerships, or other commercial arrangements. 
In addition, some submarine cable providers have observed 
that some network providers are charging much higher 
than anticipated thereby impacting internet accessibility. 
Inland PoPs is a response by submarine providers to engage 
with consumers and provide affordable IP transit services.




  Source: http://buni.or.tz/innovation-hubs-and-labs-in-east-africa/  




6.4 Applications
Despite the increased internet capacity in the region and 
refined models to provide cheaper capacity by submarine 
cable providers, the application aspect that will make 
internet services a necessary utility require further review.
One of the main goals of the integration projects within EAC 
and the individual broadband strategies for each country is 
to promote e-government, education, e-health and other 
social-economic activities. To achieve this, application 
service providers, need to engage to conceptualize 
and accelerate application development. Applications 
developed and hosted locally translate to local content 
which is of interest to IXPs. There is a unique role for the IXPs 
to play in this as key drivers of internet development.




6.5 Cloud services
Cloud-hosting services are gaining interest in East Africa 
especially by corporates who want to focus on their core 
business.  The benefit is that companies are able to provide 
local low-latency cloud access for their other offices within 
the East Africa region. A case in point is Angani Limited 
based in Nairobi already providing cloud solutions in Kenya 
and Rwanda and plans to enter Uganda and Tanzania 
markets soon.  By peering with the KIXP, Angani can provide 
its customers with free unlimited local bandwidth access 
to cloud solutions, but it would be better to extend the 
same across borders. This is an indication of the significant 
role that IXPs can play in the development of innovative 
solutions that accelerate local and regional hosting.
Majority of the respondents indicated that cloud solutions 
is the technology of the future and therefore IXP and other 
stakeholders in the local ICT sectors need to engage with 
relevant global partners to facilitate the adoption and 
consumption of cloud services. 















East African
Communications
Organisation




28
Summit Strategies




  Source: http://buni.or.tz/innovation-hubs-and-labs-in-east-africa/




From the study, stakeholders see the benefit of peering. 
More importantly, there is need for IXPs to continuously 
review and introduces services that empower service 
providers and business community to achieve overarching 
national and regional goals. 
Through stakeholder engagement, market research and 
literature review, there are several strategies that innovative 
IXPs have adopted and which East Africa IXPs could learn 
from with the objective of addressing emerging market 
needs and development towards global trends.




Recommendations include:
• Creating strategic partnerships 
• Diversified product and service portfolio
• Engaging non-ISP entities/small bilateral flows to IXPs
• Local content creation and hosting.




7.1	 Creating strategic partnerships 
It is critical for national IXPs to align themselves strategically 
with market leaders that are of value to the specific 
national development goals, end user preferences among 
other factors.  For instance, an IXP can work towards a 
win: win relationship with submarine cable providers with 
the goal of peering with other global IXPs and providing 
remote peering services.
Network providers that are corporate client focused 
indicated remote peering services are of great importance 
especially when there are global clients who demand 
specific latency and jitter in their circuits. 
IXPs need to assess market forces and observe emerging 
and innovative business models such as Hurricane Electric, 
Megaport, and Console Connect among others leverage 
on a large peering footprint to efficiently grow transit.  
Large peering footprints drive the demand for remote 
peering services into new markets and territories. As a result, 
entities in the carrier and transit business are now creating 
roles specifically for peering coordinators that attend each 
peering forum to advance their peering strategy. It is time 
that IXPs and local companies identify this trend and build 
the necessary strategic partnerships to stay ahead.
Another observation is that one of the significant roles IXP’s 
play in national development, is   fostering of cooperation 
amongst its various stakeholders, particularly across the 
network and service provider groups. This cooperation 
helps build trust, which, in turn, leads to opportunities and 
synergies around the use of shared infrastructure, and the 
advancement in strategic collaboration and partnerships. 
It is desirable that IXPs work together with existing ISPAS 
and work together to evolve these associations to go 
beyond predominant peers, ISPs, to include enterprise, and 
governments. Where no associations exists or are defunct, 
IXP can be the neutral party that facilitates the revival of 
non-functional associations with the objective of fostering 
unity, trust and an effective feedback mechanism.
Strategic partnerships that are of value to East Africa 
national IXPs can be achieved in four ways;




i) Partnerships with CDNs:
In all parties interviewed in Burundi, CDN access is a 
constraint faced within the country. Service providers rely 
on submarine cable providers and regional connectivity 
with other network and service providers to access CDNs 
within East Africa. Service providers in Burundi indicated 
that for the IXP to become an attractive option, hosting 
of CDNs would be the primary value-add service after 
peering. 
Service providers who do not host CDNs in their respective 
networks note that the paid peering service with large 
providers who could generate high traffic levels, network 
infrastructure and overall financial capacity is on their terms. 
For smaller service providers, they are not able to harness 
benefits of content caching and therefore purchase local 
loops from larger operators to access these facilities.  
CDN hosting in respective countries implies reduced local 
internet costs and improved user experience. The IXPs 
do not have to pay the CDN but can come to mutually 
beneficial agreements with CDN providers, data centres 
and infrastructure providers. 




ii) Partnerships with Carrier Network Providers:
At least 25% of the respondents expressed interest in an 
interconnected IXP framework within the region. This was 
driven by need for reduced transit costs and increase in 
businesses that are setting up within East Africa. Network 
operators with a Pan African footprint or cross border 
infrastructure did not express interest as this is already in 
place.
Carrier providers are key peers at the national IXP and can 
also be ideal partners that facilitate achievement of the 
IXP objectives of keeping local traffic local. Partnerships 
with carriers can be done through mutually beneficial 
arrangements that facilitate subsidized connectivity costs 
for smaller players across the nation who want to peer at 
IXP.




iii) Partnerships with Data Centres
Data centres provide a critical platform for CDN hosting 
and overall national internet development. Strategic 
partnerships with data centres will promote hosting at pre-
negotiated prices, which in return encourages increase in 
local content, content repatriation and innovation. This is 
a critical factor for IXPs as it means a direct increase in IXP 
traffic.
To achieve this, IXPs need to enter into mutually beneficial 
agreements that then set aside a data centre carrier as the 
preferred host due to subsidized pricing and other value 
add services. This encourages upcoming local content 
providers to host in local data centres.  
A second objective is working towards mutual agreements 
for CDN hosting within the data centre where both the 
IXP and Data Centre host benefit for enhanced peer 
accessibility. This would be particularly beneficial if the IXP 
is hosting in the same data centre or has an alternative 




7.Recommendations
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backhaul to the preferred peering location. Smaller 
players have preferred service providers who can give an 
aggregated internet service even if there is a greater need 
for localized services.
iv) Partnership with International IXPs
Majority of service providers peer with International IXPs 
for traffic hand-off to different destinations for optimized 
routing and capacity use. Nearly all ISPs interviewed 
indicated that they peer at LINX. Other IXPs mentioned 
include DECIX, AMSIX, TORIX and AMIX. 
This is an area that IXPs in East Africa can forge alliances with 
International IXPs that are of interest to their peers and work 
out a mutually beneficially partnership where each party 
gains. Submarine cable providers would also need to be 
engaged to realize connectivity between IXPs on the wet 
segment for subsidized IP transit services that encourage 
peers to go through the IXP to realize the benefits of the IXP 
partnership arrangements. 
Currently, some of the larger IXPs in Europe have strategic 
partnerships with submarine cable providers for subsidised 
layer 2 connectivity to the IXP. This in turn encourages 
operators from other regions to peer or use the IXP as a 
traffic drop-off point.
By embracing this strategy, East Africa IXPs can build 
sustainable win-win relationships that promote internet 
development and reduced peering costs. 




7.2 Diversified product and service portfolio
Further to the first recommendation on strategic 
partnerships, majority of the network and service providers 
interviewed desire for IXPs to provide more services. These 
services include:




• Remote peering services that are regional and global 
tailored to strategic destinations




• Subsidized hosting services within the IXP that encourage 
SMEs and upcoming IT entrepreneurs to host locally. Since 
this is an area of expertise for IXPs, strategic alliances with 
cloud solution providers would oversee the implementation 
that IXP provides peering services.




• Hosting of CDN and other global content. All network and 
service providers who do not have CDNs on their networks 
would prefer   caching engines at the IXP. 




7.3 Engaging non-ISP entities/small bilateral flows to 
IXPs
Majority of the ISPs are already peering at the national IXP 
with a few smaller ISPs feeding into the national IXP through 
large service providers. Annex 4 sets out ISPs not present at 
the IXP. Further to this, statistics collected during the study 
indicate that over 50% of content accessed is international 
mostly hosted in Europe and North America. 
Peering at the IXP is mostly   by service providers but there 
is another niche market that ISPs can add value in small 
bilateral flows.




Each of the East Africa countries have a market segment 
that needs sensitization on the benefits of peering at the 
IXP such as; reduced costs, reduced latency, improved 
user experience among others. These benefits should be 
articulated to government entities, corporate and SMEs 
that provide IT services such as CSPs, web developers 
and e-commerce platform users. These entities are 
good generators of local traffic and therefore need to 
be educated and encouraged to peer at the IXP. For a 
more attractive offer, IXPs can work towards partnerships 
with data centre providers, network providers and CDNs 
to encourage more entities to buy into a one-stop-shop 
concept.
In developed countries, large IXPs take the initiative to 
educate and convince small enterprises to get ASNs and 
public IPs and thereafter start peering at the IXP where they 
will be able to benefit by peering with the big companies. 
Majority of the IXPs such as DE-CIX accept they will never 
carry all the traffic; consequently, national IXPs in East 
Africa should develop appropriate strategies that target 
small bilateral flows in a bid to increase the traffic.




7.4 Local content creation and hosting
ISP pioneers note that East Africa needs a shift in terms of 
local content. Take South Korea as a case study whereby 
80% of the traffic is local and 20% international. This is the 
roadmap that East Africa and Africa need to adopt and 
own. 
To achieve this, an enabling policy and regulatory 
framework, an innovative market and willing stakeholders 
need to come together to identify the role played by each 
party. East Africa countries are already working towards 
enabling policies such as Kenya’s ICT Master Plan and 
the Smart Rwanda Master Plan. Further to this, IXPs can 
take up a significant role of creating awareness through 
technical forums, indirect or direct support to innovation 
hubs. IXPs can also drive sensitization campaigns that 
target government agencies to embrace digitization and 
eventually the adoption of e-governance. 
Although the amount of traffic flowing through the IXP 
fabric is not a key success metric, it is important that there is 
continued increase in local indigenous traffic hosted within 
the country and exchanged between local networks. 
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 Phase 0: 0 – 6 months Phase 1: 6 -12 months Phase 2:12–24 months
Strategic Partnerships Identify potential partners in all four 




areas with similar interests.
Engage Data Centres and Carrier 
Providers for strategic partnerships. 
Introduce and communicate these 
partnerships through various chan-
nels website, peer meetings and 
training forums




Engage CDNs for host-
ing in data centres and 
using carrier networks 
where IXP has already 
established partner-
ships.




Engage Frontier IXPs with 
interests in East and Cen-
tral Africa for partnerships 
that can enable new prod-
uct development such as 
remote peering




Diversified product and 
service portfolio




From the research above and 
global trends; identify partners that 
can be approached to develop 
competitive services




Through lobby associa-
tions and direct rela-
tions with the regulator 
develop relevant policy 
and regulatory frame-
work around these 
services




Continually review global 
arena and market needs 
to ensure that the IXPs 
portfolio is relevant and 
competitive




Engage non-ISP Entities Create awareness on benefits of peering.  Engaging local ccTLD domains, regulators and 
service providers identify small bilateral flows that are converted peers. Continuous market 
assessment




Local Content Creation 
and Hosting




Form strategic alliances with inno-
vation hubs e.g. free peering and 
hosting space for hubs to encour-
age more content at the IXP
Engage potential content devel-
opment groups e.g.  young IT En-
trepreneurs and students through 
awareness campaigns




With increasing content, 
build partnerships with 
infrastructure providers 
and data centres that 
can lead to subsidized 
hosting that encour-
ages more content 
hosting.




Engage regulator for policy 
and regulatory framework 
that supports local hosting 
for companies with local 
ccTLDs




Regulatory
Framework




Regulator to provide the enabling environment required to allow for innovation in the 
industry




Table 9 provides an indicative two-year high-level strategy for implementation by IXPs




Table 8: High-level Implementation Strategy
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9.1	 Annex 1: List of Interviewees
Burundi
1. Adelard Kenese, Technical Manager, BDIXP




2. Bigirimana Apollinaire, Engineer, Studies and Develop-
ment Head of Service, Agency of Regulation and Control 
of Telecommunications (ARCT)




3. Claude Ntirandekura, Chief Executive Officer, BDIXP




4. Kumar Ashok, HoD Transport Networks / Transmission 
Networks, Econet Leo




5. Shabani Rashidi, Data Manager, Onatel




6. Venceslas Katimba, IT & IP Manager, Burundi Backbone 
System (BBS)




Kenya
1. Andrew Masila, Network , Systems & Services Technolo-
gy Lead, Safaricom




2. Barry Macharia, Solutions Architect, Frontier Optical 
Networks (FON)




3. Bhavesh Mistry, Architect – Tech & Ops, Africa Access, 
Google




4. Caroline Mbugua, Senior Officer – Partner relations, 
Safaricom




5. Fiona Asonga, Chief Executive Officer, TESPOK




6. Kennedy Aseda, Lead Network Operations & Security 
Engineer,  KENET




7. Martin Okutoyi, Chief Technical Officer, Bandwidth & 
Cloud Services, Nairobi




8. Ndungu Njoroge, Network Manager, Internet Solutions 
(IS) Kenya




9. Peter Nyamukusa, Chief Technical Officer, Wananchi 
Telecom




10. Prof. Meoli Kashorda, Chief Executive Officer, KENET




11. Raymond Macharia, Head of Research & Develop-
ment, Internet Solutions (IS) Kenya
 
12. Riyaz Bachani, Chief Executive Officer, Angani Limited




13. Vincent Ngundi,  Assistant Director, Cyber Security and 
E-commerce, Communications Authority of Kenya
Rwanda
1. Desire Ngaboziza, Chief Strategy Officer, KTRN




9. Annexes 2. Ghislain Nkeramugaba, Chief Executive Officer, RINEX




3. Hamisi K. Shema, Chief Technical Officer, MTN Rwanda




4. Issa Nkusi Karera, MTN Rwanda




5. Justine Rugondihene, Emerging Communication Tech-
nologies Analyst, RURA




6. Robert Nkeramugaba, IP Infrastructure Manager, BSC 
Rwanda




Tanzania
1. Adam Mwaipungu, Technical Manager, TTCL




2. Andrew Lupembe, Head of Network Operations, Voda-
com Tanzania




3. Frank Habicht, Assistant Technical Manager Simbanet & 
TIX Manager TISPA




4. Frank Maganga, TTCL




5. Ismail Settenda, TISPA General Manager,




6. Joseph Rwegoshora, TIX Technical Associate




7.  Kaijage Kironde, Technical Manager, NIDC-TTCL




8.  Primi Mtenga, Network Engineer, Tanzania Revenue 
Authority




9.  Redemptus Magufwa, Manager Carrier Operators, TTCL




10. Ronald Najuna, Chief Technical Architect, WiA Group
 
11.  Sadiq Walji, General Manager, CatsNet Group




12.  Tran Nam, Transmission Department, Halotel




13.  Victor Nkya, Deputy Director – Zonal Operations, TCRA




14.  Yasini Kilima, Telecommunications Engineer, Tanzania 
Revenue Authority




Uganda
1. Abdul Razak Ameen, NOC Engineer, Tangerine Uganda




2. Ali Maawiy, Chief Executive Officer, Solution Uganda




3. Baldwin Okello, Head of Networks, Uganda Telecom 
Limited




4. Enock Halonda, Chief Technical Officer, Gilat Telecom 
Uganda




5. James Kizza, Assistant Commissioner Information Tech-
nology, Uganda Revenue Authority
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6. Kyle Spencer, Executive Director, UIXP




7. Nicholas Mbonimpa, Chief Technical  RENU




8. Peter Mukuru, Head of Information Technology Services, 
UCC




9. Timothy Musoke, Chief Technical  Roke Telecom




10. Vivian Ddambya, Director Technical Services, 
NITA-Uganda




International
1. Thomas Volmer, Peering Manager, Google




2. Mark Tinka, Head of Engineering, SEACOM




3. Michuki Mwangi, Regional Development Manager Afri-
ca, Internet Society




9.2 Annex 2: IXP Charges 
9.2.1 Kenya
KIXP Monthly Peering Charges: 
 •  $300 for a 100 Mbps / month
 •  $450 for a 1Gbps Port per month
 • $1000 for a 10Gbps Port per month
For a new member, there is a joining fee of $300
EADC Cross-Connect fee of $300 per month.




9.2.2 Rwanda
Rinex Fee Structure
Table #1: Port speed types and Corresponding Fees
Port speed Fee 




(USD) 
-Monthly 
charge




Fee 
(USD) – 
Quarterly 
charge




Fee 
(USD) – 
Bi-Annual 
charge




< = 10 Gigabit 
Ethernet/SFP




750 2,250 4,500




< = 1 Gigabit Ethernet/
SFP




530 1,589 3,178




< = 100 Megabit 
Ethernet/SFP




377 1,131 2,263




< = 50 Megabit 
Ethernet/SFP




195 585 2,339




< = 10 Megabit 
Ethernet/SFP




free free free




 
NB:    
Test Period/Discount: 2 Months – only at beginning of the 
Contract (i.e. for new clients);
Monthly invoices can be issued in either Rwandan francs 
(local currency) or US dollar (foreign currency). RICTA Ltd. 
uses the  National Bank of Rwanda exchange rate




 




at the time of the invoicing.




The prices stated above are VAT exclusive. VAT is 18%. MRC stands of Monthly Recurring Charges/Fees.     




OTHER FEES 
Table #2: Other services (VLAN) setup fees
Description Fee (USD) Fee (RWF) – 




Once off fee
VLAN setup fee - One-time 
payment (Once off fee)




50 N/A




MODE OF PAYMENT AND ADMINISTRATIVE PROCEDURES




As per RINEX General Terms, Conditions & Policies, the port 
fees are payable in advance, and for, at least, a year (per 
annum subscription). Nevertheless, a bi-annual payment 
plan can be applicable (a payment at the beginning of 
each 6 months period). Such facilitation can be requested 
through an 




9.3 Annex 3: Peers at national IXP
9.3.1 Burundi
MEMBER ASN NO.
BBS 37545
ECONET LEO 327734
ONATEL 37586




9.3.2 Kenya
MEMBER AS NO.
ACCESSKENYA GROUP 15808
AIRTEL KENYA LTD 36926
ANGANI LTD 37684
BCS LTD 37273
ORANGE KENYA 12455
CMC NETWORKS 25818
COMPFIX DATA LIMITED 37685
CRAFT SILICON 36904
DR. WIRELESS 327948
FRONTIER OPTICAL NETWORKS LIMITED 37305
GEONET COMMUNICATIONS LTD 327963
GIS 37219
INTERNET SOLUTIONS LTD 12556
IWAY AFRICA KENYA LTD 36915
JAMII TELECOMS LTD 36866
KENET 36914
KENIC 36948
KENYA WEB 25568
LIQUID TELECOM 33770
MTN BUSINESS KENYA 9129
MYISP LTD 37109
NODE AFRICA 327997
ORANGE KENYA 12455
PCH 42
SAFARICOM LIMITED 33771
SEACOM LIMITED 37100
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SPORTPESA 327766
SWIFT GLOBAL KENYA 21280
TELKOM KENYA 12455
TESPOK 37578
VERISIGN 26415
WANANCHI GROUP KENYA LTD 15399
XTRANET TELECOMMUNICATION 37156




9.3.3 Rwanda
ORGANISATION ASN NO.
Liquid Telecom 37006
ISPA 37547
MTN 36890
NETNOD 8674
AFRINIC 37177 and 37181
PCH 42 and 3856
AXIOM 22690
BSC 37228
TIGO 37124
RWANDA EDUCATION NETWORK 37654
VERISIGN 26415




9.3.4 Tanzania
MEMBER AS NO.
RAHA 12143
AFRICA ONLINE 31810
SIMBANET 37084
CATS-NET 32860
BANK OF TANZANIA 64522
SATCONET 37013
SPICENET 37213
TTCL 33765
VODACOM 36908
ZANLINK 37576
AIRTEL TANZANIA 37133
TRA 37419
WIA 36965
TZNIC 37045
VIZADA TANZANIA 37101
ZANTEL 36930
TIGO 37035
UHURUONE 37120
APTUS SOLUTIONS 37349
SIX TELECOMS COMPANY LIMITED 37149
BELL COMMUNICATIONS LTD 37126
TANZANIA PORTS AUTHORITY (TPA) 37362
SMART 33772
E-GOVERNMENT AGENCY (EGA) 327795




VERISIGN RIRS 26415
SEACOM 37100
PCH 42 and 3856
LIQUID TELECOM 30844
CTV 327728
SMILE COMMUNICATIONS 327692
ATEMI DATA NETWORKS 37423
CMC NETWORKS 25818
HALOTEL 327885
BENSON INFORMATICS 33772
SELCOM BROADBAND 37120
SIMPLYCONNECT 327900
HALOTEL 327885
BENSON INFORMATICS 33772
SELCOM BROADBAND 37120
SIMPLYCONNECT 327900




9.3.5 Uganda
COMPANY NAME ASN
AFRICA ONLINE 29039
AFRICELL 36991
AIRTEL 36977
AKAMAI 20940
BCS (BANDWIDTH & CLOUD SERVICES) 37273
CMC NETWORKS 25818
DATANET 29032
GILAT 12491
INFOCOM/LIQUID TELECOM 36997
MTN UGANDA 20294
NFT CONSULT 37610
NITA-U 327724
ONESOLUTIONS 37516
RESEARCH & EDUCATION NETWORK 
FOR UGANDA (RENU)




327687




ROKE TELKOM 37063
SEACOM 37100
SIMBANET 37689
SMART TELECOM 327717
SMILE 37122
TANGERINE 37113
UGANDA REVENUE AUTHORITY 37679
UGANDA TELECOM 21491
UMEME 64520
VODAFONE 327744
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 9.4 Annex 4: Licensed players in the ICT sector who are not present or connected to the national IXPs




9.4.1 Burundi
Operator Name
CBINET
Spidernet
Osanet
Usan
Lami Wireless
NT Global
Africell 1
Onatel
Lacell SU
Viettel




9.4.2	 Kenya
Operator Name
Amazi Group Limited
Bell Western Limited
Callkey (EA) Limited
Comcarrrier Satellite Services Limited
Ells Limited
Embarq Limited
Emerging Markets Comm. (K) Limited
Fourth Generation Networks Ltd
Frontier Optical Networks Limited
Gateway Telecommunications (Kenya) Limited
Harun International Limited
Hirani Telecommunication Limited
Horyal Services Limited
Icon Wireless Limited
Indigo Telecom Limited
Industrial Technology Trading Company Limited
Kasnet Africa Limited
Kenya Power and Lighting Company (KPLC) Limited
Klass Image Limited
Mobile Telephone Networks Business Limited
Rainbow Network Solutions Limited
Sovaya Communications Limited
Valleypoint Telecoms Limited




9.4.3 Rwanda
Operator Name
New Artel Ltd
ISPA Ltd
4G Networks Ltd




9.4.4 Tanzania
Operator Name
Acex Systems Ltd
Afsat Communications (Tanzania) Limited 
Alldean Satellite Networks (T) Ltd
Arusha Art Limited 
Habari Node Limited
ATMA Electronic & Software Ltd
BACK2U TANZANIA LIMITED
Bluetown Tanzania Limited 
BNH Communication Solutions Limited




Bongo Live Enterprise Limited
Business Connexion Tanzania Limited
Cellucom Mobility Solutions Tanzania Limited 
Cellulant Tanzania Ltd
Comcast Limited
DAR 411 Mobile Limited 
Easy Payment Ltd 
E-Fulusi Africa (T) Limited
Equant Tanzania Limited
Freshway Solutions Limited
Gadgetronix.Net Limited
Hotnet Internet Services Provider
Infinity Africa Networks Limited
Infinity Communications Limited
Infobip Tanzania Limited
Infosys IPS (T) Ltd 
Inventions Company Limited 
Kicheko Dot Com
Maas Computers & Networks Limited 
MAXCOM AFRICA LIMITED
Mobiwire Tanzania
National Micro Finance Bank (NMB)
Net Solutions Limited
Netone Limited
Nexus Consulting Agency
ODC Center Limited
One & One Internet Solutions Ltd
Onmobile Tanzania Telecom Limited 
Power and Network Back-Up Limited 
Powercomputers Telecommunication Limited 
Push 2 Talk Limited
Push Mobile Media Ltd
Qscom Tanzania Limited
Selcom Gaming Limited
Star Tel Company 
Starfish Mobile East Africa Limited/ITV/Radio One
Tanzania Posts Corporation
Telesis Tanzania Limited
University Computing Centre Ltd 
Virtual Solutions Ltd
Viva Communication Limited
Xoroto Limited (Outnovation Technologies
Zanzibar Datacom Ltd
Zoe (T) Limited




9.4.5 Uganda
Operator Name
Afrimax Uganda Limited
ATC Uganda Limited
Connect Telecom
C-squared Uganda Limited
Eaton Towers
Fastcom
Foris Telecom Uganda Limited
Internet Solutions Limited
Iway Africa Uganda Limited
K2 Telecom Limited
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Maisha Networks
Sinfa Uganda Limited
Skydotcom
Spidd Africa
Sure Telecom
Tru IT
UETCL
Uganda Towers




9.5	 Annex 5: List of CDNs and ISPs  
9.5.1	 CDNs in East Africa  
BURUNDI KENYA RWANDA TANZANIA UGANDA
- GGC GGC GGC GGC
 AKAMAI AKAMAI AKAMAI AKAMAI
 FACEBOOK    
 NETFLIX    




Source: Market Analysis




9.5.2	 Internet Service Providers (ISPs)




9.5.2.1	 Burundi
Internet Service 
Provider




Fixed-line 
telephony operator




Mobile Telephone 
Operator




CBINET Onatel Econet Leo
Spidernet  Lacell SU
Osanet  Viettel SA
Usan   
Lami Wireless   
NT Global   
Africell 1   




9.5.2.2	 Kenya
Network Facilities Provider 
Tier 1




Network Facilities Provider Tier 2 Network Facilities Provider Tier 3




Safaricom Limited Access Kenya Group Limited Able Wireless Company Limited
Airtel Networks Kenya Limited Alan Dick & Company (East Africa) Limited Amazi Group Limited
Telkom Kenya Limited Alldean Networks Limited Argon Telecom Services Limited




Bandwidth And Cloud Services Group Limited Azanuru Technologies Limited
 Bell Western Limited Balozi Distributed Antenae System 




Limited
 Callkey (EA) Limited Boma Wireless Company Limited
 Commcarrier Satellite Services Limited Brand Technologies
 Fourth Generation Networks Limited Cable One Limited
 Frontier Optical Networks Limited Coast Development Authority
 Geonet Communications Limited Dr. Wireless Limited
 Harun International Limited Ells Limited
 Iway Africa Kenya Limited Embarq Limited
 Jamii Telecommunications Limited Emerging Markets Communications 




(K) Limited
 Kenya Electricity Transmission Company Limited Fibrelink Limited
 Kenya Power And Lighting Company Limited Hirani Telecommunication Limited




Kenya Towers Limited Horyal Services Limited
Liquid Telecommunications Kenya Limited Icon Wireless Limited
Mobile Telephone Networks Business (K) Limited Indigo Telecom Limited




Industrial Technology Trading 
Company Limited
Intellect Group Limited




 Klass Image Limited
 Mawingu Networks Limited
 Syokinet Solutions Limited
 Valleypoint Telecoms Limited
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APPLICATION SERVICE PROVIDERS CONTENT SERVICE 
PROVIDERS




Able Wireless Company Limited Access Kenya Group 
Limited




Access Kenya Group Limited Acumen 
Communications 
Limited




Adtel Limited Adtel Limited
Africa Fleet Management 
Solutions Limited




Advanta Africa 
Limited




Africa Online Africa Leverage 
Technologies Limited




Airtel Networks Kenya Limited Africa Online
Airtouch Connections Limited Africastalking (K) 




Limited
Alan Dick & Company (East 
Africa) Limited




Africom Media 
Limited




Alldean Networks Limited Afrinet Telecom 
Limited




Alphabest Computers & Ict 
Solutions




Ain International 
Limited




Argon Telecom Services Limited Airtel Networks Kenya 
Limited




Atrams Limited Airtouch Connections 
Limited




Attain Enterprise Solutions Limited Allogy Africa 
International Limited




Autoscope International Limited Altruist Technologies 
Limited




Azanuru Technologies Limited Amazi Group Limited
Azusa Limited Argon Telecom 




Services Limited
Back Track Technologies Asonicslive (K) Limited
Bandwidth And Cloud Services 
Group Limited




Attain Enterprise 
Solutions Limited




Bandwidth Providers East Africa 
Limited




Awesome Solutions 
Limited




Bell Western Limited Baraka Fm Limited
Bernsoft Interactive Limited Bell Western Limited
Bics Kenya Limited Bernsoft Interactive 




Limited
Binbit Kenya Limited Berrycom Limited
Birdseye Auto Track Limited Betran International 




Limited
Bituls Company Limited Better Short Message 




Services Limited
Blue Streak Horizons Net Limited Beverly Technologies 




Limited
Brand Technologies Billsoft Services 




Limited
Bt Communications Kenya Limited Binbit Kenya Limited




Cable One Limited Bison Infotech (K) 
Limited




Callkey (Ea) Limited Bitz It Consulting 
Limited




Cellulant Kenya Limited Black N Green Mobile 
Solutions Limited




Chear (K) Limited Bluesky Consultants 
Limited




China Telecom (Kenya) Limited Bluewater Group 
Limited




Coast Development Authority Bongatech Limited
Commcarrier Satellite Services 
Limited




Breaktime Limited




 Data Limited Bridging Savings And 
Credit Co-Operative 
Society Limited




Controltech Limited Caritas Micro-Finance 
Bank Limited




Converged Information Services 
Limited




Cashswift Limited




Corprisk Africa Limited Cellink Limited
Craft Silicon Limited Cellulant Kenya 




Limited
Crest Trackers Limited Ceva Limited
Ctrack Kenya Limited Challa 




Telecommunications 
Limited




Cyber Trace Limited Chesco Agency 
Kenya Limited




Dalcom Kenya Limited Chui Media Limited
Databit Limited Cilcom Limited
Datalink Systems International 
Limited




Clarity Limited




Decoded Solutions Limited Clickatell Kenya 
Limited




Diamond Online Satelite Systems Commcarrier Satellite 
Services Limited




Digital Distribution Centre Comp-Rite Kenya 
Limited




Digital Savanna Limited Comtec Hosting 
Solutions Limited




Digital Telematics Limited Connect Media 
Interactive Company 
Limited




Dr. Wireless Limited Consolidated Bank Of 
Kenya




Dragon Solutions Limited Content Three Sixty 
Limited




Dvoice Technologies Limited Converged 
Information Services 
Limited















East African
Communications
Organisation




38
Summit Strategies




Edgelink Communication Limited Coretec Systems And 
Solutions Limited




Electronic And Transmission Media 
Limited




Craft Silicon Limited




Elige Communications Limited Cross Gate Solutions 
Limited




Ells Limited Cybercity Solutions 
Limited




Embarq Limited Dactari Total Health 
Care Solutions Limited




Emerging Markets 
Communications (K) Limited




Data Enterprise 
Service Limited




Endeavour Africa Limited Data Impact Limited
Eskay Communications Limited Data Sms (Kenya) 




Limited
Fanaka Online Limited Databit Limited
Fastlet Communication Company 
Limited




Dhanush Infotech 
Limited




Fibrelink Limited Diamond Trust Bank 
Kenya Limited




Finnet Communications Limited Dibon Company 
Limited




Finserve Africa Limited Digital Media 
Aggregator Limited




Flex Communications Limited Digital Savanna 
Limited




Fourth Generation Networks 
Limited




Digital Works Limited




Frontier Optical Networks Limited Discovery Products 
(Ea) Limited




Frontiers Trading Limited Dominion Networks 
Solutions Limited




Frotcom E.A Limited Dr. Wireless Limited
Gap Tech Solutions Limited Drums For Africa 




Limited
Gateway Insurance Company 
Limited




Dun Media Services 
Limited




Geda Limited Eclectics International 
Limited




Gelati Limited Emobilis Mobile 
Technology 
Academy Limited




Geonet Communications Limited Enable It Limited
Geo-Sat Solutions Limited Enfinite Africa 




Communications 
Limited




Globaltech Communications 
Limited




Envisage Multimedia 
Limited




Harun International Limited Equity Bank Limited
Hirani Telecommunication Limited Eskay 




Communications 
Limited




Homeland Media Group Limited Esoko East Africa 
Limited




I Spy Africa Limited Etag Limited
Indigo Telecom Limited Etiqet Solutions 




Limited
Industrial Technology Trading 
Company Limited




Eurotech Limited




Infomage Solutions Limited Extend Limited
Information Convergence 
Technologies Limited




Finnet 
Communications 
Limited




Intellect Group Limited Finserve Africa 
Limited




Iphone Global Limited Flag Forty Two Limited
Itek Solutions Limited Flex Communications 




Limited
Iway Africa Kenya Limited Focus Mobile Limited
Jamii Telecommunications Limited Fone Planet Limited
Jmw Limited Fourseas International 




Limited
Karibu Telecom Limited Fourth Generation 




Networks Limited
Kasnet Internet Services Limited Frontier Optical 




Networks Limited
Kennet Tracking Limited Gakk East Africa 




Limited
Kenya Network Information 
Centre




Geda Limited




Kinde Engineering Works Limited Gemix Company 
(E.A) Limited




Kingsway Autowatch Limited Generations 
Computer Planet 
Limited




Labos Technologies (K) Limited Geonet 
Communications 
Limited




Lantech (Africa)Limited Gipps Enterprises 
Limited




Leighton Tracking Limited Global Messaging 
Services Limited




Level Three Telecommunications 
Kenya Limited




Global Technologies 
Limited




Liquid Telecommunications Kenya 
Limited




Globaltech 
Communications 
Limited




Lycamobile Kenya Limited Globe Thirteen Digital 
Limited




Lyle Kenya Limited Goldrock Capital 
Limited




Marts Logistics Limited Goldrock 
Communications 
Limited
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Mawingu Networks Limited Good Ideas Lab 
Limited




Mbambu Limited Goodwill Citizen 
Company Limited




Mobile One To One Limited Guliyo Limited
Mobile Pay Limited Harnssen Kenya 




Limited
Mobile Telephone Networks 
Business (K) Limited




Harun International 
Limited




Mount Kenya Online Limited Havard Technology 
Limited




Mutter Holdings Limited Highline 
Communications 
Limited




Nairobinet (K) Limited Homeboyz 
Entertainment Limited




Naj Autoworld Limited Hotspot Two Five Four 
Limited




Nebsam Digital Solutions (K) 
Limited




Huawei Technologies 
Kenya Limited




Next Generation Networks Hubtel (Kenya) 
Limited




Nia Moja Business Solutions (K) 
Limited




Ignite International 
Limited




Ninewinds Communications 
Limited




Industrial Technology 
Trading Company 
Limited




Nirali Entreprises Limited Infiniti Capital Limited
Northend Communications 
Limited




Infobip Kenya Limited




Ocean Five Telecom Limited Infolink 
Communications 
Limited




Onenet Africa Limited Information 
Convergence 
Technologies Limited




Onmobile Kenya Telecom Limited Infotel Limited
Orca Bay Data Solutions Insta-Pay Kenya 




Limited
Oyster Enterprises Limited Integrat Limited
Pinnacle Systems Limited Intellect Group 




Limited
Pis International Limited Intelligent Contacts 




Solutions Limited
Plans Online (K) Limited Interactive Media 




Services Limited
Pollys Tracking Technologies 
Limited




Interintel 
Technologies Limited




Porting Access Kenya Limited Internet Protocol 
Extreme Company 
Limited




Pwani Telecoms Limited It Dolls Investment 
Limited




Rainbow Network Solutions Limited Iway Africa Kenya 
Limited




Rasmilink Jambopay Express 
Limited




Reflex Technologies Limited Jamii 
Telecommunications 
Limited




Regent Tracking Services Jijicom Media Limited
Retriever Limited Kava Experience 




Limited
Rivercross Tracking Limited Kensoft Limited
Royal Machinery And Gadget 
Suppliers Limited




Kenya Commercial 
Bank Limited




Safaricom Limited Kenya Postel 
Directories Limited




Saferider Management Systems 
Limited




Kenya Premium 
Services Limited




Sahannet Limited Kenya Red Cross 
Society




Saraman Link Limited Kenya Solid Limited
Sasa Networks Limited Kinde Engineering 




Works Limited
Sea Submarine Communications 
Limited




Konikom Limited




Secutec Limited Lamahuraan 
Communication 
Limited




Sema Mobile Services Limited Lantech (Africa)
Limited




Simbanet Com. Kenya Limited Lazer Technology 
Solutions (K) Limited




Sisi Communications Limited Leopard 
Communications 
Limited




Sky Broadband Kenya Limited Liberty Afrika 
Technologies Limited




Skyline Holdings Limited Liquid 
Telecommunications 
Kenya Limited




Smart Fast Trackers Limited Local Authorities 
Provident Fund




Societe Internationale 
Telecommunications




Loto Limited




Aeronautiques (Sita) Lulu Technologies
Soltic Africa Limited Lunspace 




Technologies Limited
Spectrum Wireless 
Communications Limited




Lyle Kenya Limited




Speeddial Connections Limited Maida Ventures 
Limited




Stoic Company Limited Media Source Limited
Strack Kenya Limited Megatronic Limited
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Supreme Truckway Solutions 
Limited




Mepp 
Communications 
Limited




Suuban Entreprise Metropolitan 
Teachers Savings And 
Credit




Syokinet Solutions Limited Micromobile Limited
Tapifare Kenya Limited Mkononi Limited
Techno Track Limited Mobicord Cellular 




Technologies Limited
Technology Analysts Limited Mobifour 




Technologies Limited
Teleken Limited Mobikash Africa 




Limited
Telematic Solutions Limited Mobile Accord 




Limited
Telematics Africa Limited Mobile Asca Limited
Telkom Kenya Limited Mobile Financial 




Solutions Limited
Tiben Technologies Company 
Limited




Mobile One To One 
Limited




Total Security Serverliance Limited Mobile Pay Limited
Toucan Networks Limited Mobile Strategies 




Limited
Tracer Limited Mobile Telephone 




Networks Business (K)
Limited




Track And Trace Limited Mobipesa Limited
Tracking Plus Limited Mobitech 




Technologies Limited
Trailmycar Solutions Limited Mobitrans Digital East 




Africa Limited
Tramitech Systems Limited Mokonge Limited
Transport And Lifting Services 
Limited




M-Shoppa Limited




Unique Tracking Company Limited Mspace Solutions 
Limited




Universal Connect Limited Mtrack Solutions 
Limited




Uvacorp Technologies Limited Mucroid Digital 
Solutions Limited




Valleypoint Telecoms Limited Nano Digital Limited
Virtual Nova Limited Nation Infotech 




Limited
Vodacom Business (Kenya) 
Limited




National Bank Of 
Kenya Limited




Voip Pro (K) Limited National Council 
For Science And 
Technology




Wananchi Group Kenya Limited Naval Logistics 
International Limited




Wananchi Telecom Limited Netro Technologies 
Limited




Web Tribe Limited Newtech Africa 
Limited




Wiafrica Kenya Limited Ngomma Value 
Added Services 
Limited




Xitix Africa Limited Nia Moja Business 
Solutions (K) Limited




Xtranet Communications Limited NIC Bank Limited
Zote Telkom Limited Nutri Three Sixty 




Degrees Limited
Olive Tree Media 
Limited
One Nine Seven 
Communication 
Kenya Private Limited
Onfon Media Limited
Online Biz Kenya 
Limited
Onmobile Kenya 
Telecom Limited
Optiweb 
Communications (K) 
Limited
Outliers Tech Limited
Oxygen 8 East Africa 
Limited
Oyster Enterprises 
Limited
Paladin 
Communications 
Limited
Panacea Mobile 
Limited
Payconnect Limited
Paygram Company 
Limited
Paylink Limited
Peace And 
Development 
Network Trust
Pedestal Allianz 
Promotions
Pendo Media Limited
Philanthia Centre Of 
Kenya Limited
Phoneserve 
Technologies 
Company Limited
Presscom Kenya 
Limited
Procom Kenya 
Limited
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Public Complaints 
Standing Committee
Qasiida Technologies 
Limited
Q-One Limited
Quantum Analytics 
Limited
Qwetu Media 
Services Limited
Rambo Resources 
Limited
Rapid 
Communications 
Limited
Regional Business 
Solutions Limited
Reliance Courier 
Services Limited
Ricksmiles Enterprises 
Limited
Risk Link Agency 
Limited
Roadtech Solutions 
Limited
Roamtech Solutions 
Limited
Roundhut 
Communications 
Limited
Safaricom Limited
Sea Submarine 
Communications 
Limited
Sema Mobile Services 
Limited
Seria Services
Signals And Sensors 
Limited
Siltech Systems 
Limited
Simbanet Com. 
Kenya Limited
Sky Broadband 
Kenya Limited
Sky World Limited
Skyend Company 
Limited
Smart Applications 
International Limited
Smart Fame Limited
Smart Pen 
Productions




Socialcom Limited
Software Dynamics 
Limited
Software Group Ke 
Limited
Solami Limited
Solunet Business 
Solutions Limited
Source Code Limited
Southwell Solutions 
Africa Limited
Spasys Limited
Spice Vas Kenya 
Limited
Sproxil E.A Limited
Standby 
Management 
Solutions Limited
Star Digit Limited
Stonehouse 
Technologies Limited
Stonewood 
Enterprises Limited
Suntech Business 
Solutions Limited
Surestep Systems And 
Solutions Limited
Swahili Lab Group 
Limited
Symbiotech Infotech 
Kenya Limited
Symbiotic Media 
Consortium Limited
Synq Africa Holdings 
Limited
Talanta Africa Media 
Telecommunications 
Limited
Tamarix Company 
Limited
Tangazoletu Limited
Tawi Commercial 
Services Limited
Tech Pitch Limited
Technosupport 
Corporation Limited
Telkom Kenya Limited
Tentacle 
Communications 
Limited
Terragon Kenya 
Limited
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Texteleza Solutions 
Limited
The Standard Group 
Limited
Three Sixty Music 
Publishing Limited
Tilil Technologies 
Limited
Transport Users 
Association
Treasure World 
Ventures
True African (K) 
Limited
Ubuntu Online Limited
Ultinet Limited
Ultra-Dollar 
Investments Limited
Unaitas Sacco 
Society Limited
Universal Access 
Solutions Limited
Universal Telcom 
Limited
Upstream Mobile 
Services Kenya 
Limited
Urban It Consulting 
Limited
User Experience 
Technologies Limited
Valleypoint Telecoms 
Limited
Vas Africa Limited
Vasonomics (Kenya) 
Limited
Verse Innovation 
Private Limited
Vibestar Tones
Virtual City Limited
Virtual Mobile Limited
Vivacom Limited
Wabcom 
Technologies Limited
Wananchi Group 
Kenya Limited
Wananchi Telecom 
Limited
Wasp Africa Limited
Waterfall 
Communication 
Limited




Web Tribe Limited
Webstar Technologies
Wiafrica Kenya 
Limited
Wiselink Accounting 
And Business
Consultants Limited
Xpedia Management 
Limited




9.5.2.3	 Rwanda




4G LTE 
Wholesaler




4G LTE Retailer Internet Service 
Providers




KTRN GMAX MTN Rwanda Ltd
 Intercom Technologies Liquid Telecom Ltd
 4Net Africa Ltd TIGO Rwanda Ltd
 Piramie Inc New Artel Ltd
 Twinning in 




Corporation
ISPA Ltd




 Simba Supermarket 4G Networks Ltd
 TRUCONNECT Limited BSC Limited
 POPCORN Ltd AIRTEL Rwanda Ltd
 Suku NSA Ltd Axiom Networks Ltd
 Universalinks Group  




Source: RURA Report http://www.rura.rw/fileadmin/Docu-
ments/ICT/statistics/Statistics_report_4th_quarter___2016_f.
pdf




9.5.2.4	 Uganda




Public Infrastructure Provider Public Service Provider
MTN Uganda Limited Smile Communications 




Limited
Uganda Telecom Limited K2 Telecom
Africell Uganda Limited Sure Telecom
Airtel Uganda Limited Airtel Uganda Limited
Liquid Telecom (Altech 
Infocom)




Orange Uganda Limited




Iway Africa Uganda Limited Liquid Telecom (Altech 
Infocom Limited)




Datanet Iway Africa Limited
Smiles Communication 
Limited




Roke Investments Interna-
tional Limited




Foris Telecom Uganda 
Limited




Datanet




Tangerine One Solution
Afrimax Uganda Limited Simbanet Uganda Limited
Sure Telecom Foris Telecom
One Solution Limited Tangerine
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Uganda Electricity Transmis-
sion Company Ltd (UETCL)




Afrimax Uganda Limited




Roke Investment Internation-
al Limited




Bandwidth and Cloud 
Services




Nita Uganda Limited
Seacom Uganda Limited Skydotcom
Uganda Towers Spidd Africa
Eaton Towers Tru IT
Simbanet Uganda Limited Fastcom
C-squared Uganda Limited Maisha Networks
ATC Uganda Limited Sinfa Uganda Limited
NITA Uganda Connect Telecom
 Internet Solutions Limited
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9.5.2.5	 Tanzania
9.5.2.5.1 Network License:
“Network Services” means a service for the carrying of information in the form of speech or other sound, data, text or 
images, by means of guided or unguided electromagnetic energy but does not include services provided solely on the 
customer side of the network boundary.
“Network Facilities” means any element, or combination of physical infrastructure used principally for, or in connection 
with, the provision of Content Services and other application services, but does not include customer premise equiment
These services are provided in the United Republic of Tanzania.




LICENSEE LICENSE SEGMENT
Tanzania Telecommunications Company Limited (TTCL) International & National Network Services
Zanzibar Telecom Limited International & National Network Services
Six Telecom Company Limited International & National Network Services
Vodacom Tanzania Ltd International & National Network Services
Airtel Tanzania Ltd International & National Network Services
MIC Tanzania Limited International & National Network Services
Seacom Tanzania Limited International & National Network Services
Smile Communications Tanzania Limited International & National Network Services
Benson Informatics Limited National Network Services
Viettel Tanzania Limited, International Network Services
Viettel Tanzania Limited, National Network Services
Telesis Tanzania Limited National Network Services
WiAfrica Tanzania Limited National Network Services
Cable Television Network (CTV) Limited Regional Network Services
BNH Communication Solutions Limited Regional Network Services




9.5.2.5.2 Application type services:
Definition of this license: “Application Services” means the reselling of electronic communication services to end users in 
the United Republic of Tanzania. 
LICENSEE LICENSE SEGMENT
Tanzania Telecommunications Company Limited International & National Application Services
Six Telecom Company Limited International Application Services
Zanzibar Telecom Limited International & National Application Services
Afsat Communications (Tanzania) Limited International & National Application Services
SatCom Network Africa Ltd International & National Application Services
Alldean Satellite Networks (T) Ltd International & National Application Services
Vodacom Tanzania Ltd International & National Application Services
Simbanet (T) Limited International & National Application Services
VIZADA NETWORKS LIMITED (Former:Taide Tanzania Ltd) International & National Application Services
WIA Company Limited International & National Application Services
Airtel Tanzania Ltd International & National Application Services
Smile Communications Tanzania Limited International & National Application Services
Infinity Africa Networks Limited International & National Application Services
MIC Tanzania Limited International & National Application Services
Spicenet Tanzania Limited International & National Application Services
Star Tel Company National Application Services
Africa on Line (T) Ltd National Application Services
CATS Net Limited National Application Services
University Computing Centre Ltd National Application Services
Startel Tanzania Limited National Application Services















East African
Communications
Organisation




45
Summit Strategies




ATMA Electronic & Software Ltd National Application Services
Benson Informatics Limited National Application Services
E-Fulusi Africa (T) Limited National Application Services
Arusha Node Maria International & National Application Services
Viettel Tanzania Limited International Application Services
Easy Payment Ltd National Application Services
Inventions Company Limited National Application Services
Selcom Gaming Limited National Application Services
Push Mobile Media Ltd National Application Services
Tanzania Posts Corporation National Application Services
Infinity Communications Limited National Application Services
Business Connexion Tanzania Limited National Application Services
Powercomputers Telecommunication Limited National Application Services
Freshway Solutions Limited National Application Services
Zoe (T) Limited National Application Services
Cellucom Mobility Solutions Tanzania Limited National Application Services
One & One Internet Solutions Ltd National Application Services
Starfish Mobile East Africa Limited/ITV/Radio One National Application Services
ODC Center Limited National Application Services
Cable Television Network (CTV) Limited National Application Services
Xoroto Limited (Outnovation Technologies National Application Services
Cellulant Tanzania Ltd National Application Services
Mobiwire Tanzania National Application Services
National Micro Finance Bank (NMB) National Application Services
Net Solutions Limited National Application Services
Push 2 Talk Limited National Applications Services
Selcom Broadband Limited National Applications Services
DAR 411 Mobile Limited National Applications Services
Comcast Limited National Applications Services
Qscom Tanzania Limited National Applications Services
Viva Communication Limited National Applications Services
MAXCOM AFRICA LIMITED National Application Services
BACK2U TANZANIA LIMITED National Application Services
Nexus Consulting Agency National Applications Services
Bongo Live Enterprise Limited National Applications Services
Power and Network Back-Up Limited National Application Services
Equant Tanzania Limited International and National Application Services
Infobip Tanzania Limited National Application Services
WiAfrica Tanzania Limited National Application Services
Smart Banking Solutions Limited National Application Services
Kicheko Dot Com Regional Application Services
Bell Communications Limited (Former :Nextelecom Tanza-
nia Limited)




Regional Applications Services (Dar-es-salaam Region)




Acex Systems Ltd Regional Applications Services (Dar-es-salaam Region)
ZEE Communications Ltd Regional Applications Services (Zanzibar Region)
Zanzibar Datacom Ltd Regional Applications Services (Zanzibar Region)
Infosys IPS (T) Ltd Regional Applications Services (Dar-es-salaam Region)
Virtual Solutions Ltd Regional Applications Services (Dar-es-salaam Region)
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Aptus Solutions Limited Regional Applications Services (Dar-es-salaam Region)
Netone Limited Regional Applications Services
Atemi Company Limited Regional Applications Services (Dar-es-salaam Region)
Arusha Art Limited Regional Applications Services (Arusha Region)
BNH Communication Solutions Limited Regional Applications Services (Arusha Region)
Simply Computers Tanzania Limited Regional Application Services (Dar-es-salaam Region)
Gadgetronix.Net Limited Regional Application Services (Arusha Region)
Maas Computers & Networks Limited Regional Application Services (Dar-es-salaam Region)
Bluetown Tanzania Limited Regional Application Services (Dodoma Region)
Hotnet Internet Services Provider District Applications Services (Tanga District)
Onmobile Tanzania Telecom Limited District Applications Services (Tanga District)




9.6	 Annex 6: National Broadband Network Maps
9.6.1	 Burundi BBS




Figure 5: BBS Fibre Optic Backbone coverage map. Source: https://www.flickr.com/photos/ssong/12661621054
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9.6.2	 Kenya’s NOFBI




Figure 6: NOFBI FIBRE OPTICAL TRANSMISSION NETWORK. 
Source: http://icta.go.ke/nofbi-transmission-network/




9.6.3	 Rwanda’s NBB




Figure 7: Rwanda’s National Fibre Optic Backbone Net-
work. Source: https://nextbillion.net/cmu-to-open-new-
campus-in-rwanda-expanding/




Source: Kazungu, Willy., Master Country’s report; Optic 
fibre network optimization with FTTH implementation in 
Rwanda. Global Information and Telecommunication 
Technology Program Korea Advanced Institute of Science 
and Technology KAIST 2015




9.6.4	 Tanzania NICTBB:




Figure 8: Tanzania National ICT Broadband Backbone 
(NICTBB) Fibre Network Map. Source: http://www.nictbb.
co.tz/map.php




Figure 9: NBI Network Layout in Uganda. Source: https://
www.nita.go.ug/projects/national-backbone-infrastruc-
ture-project-nbiegi




9.6.5	 Uganda NBI:
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9.7	 Annex 7: IXP Technical Requirements:
9.7.1	 Requirement for connecting to KIXP
1. Introduction
1.1 What is peering?
Peering is the arrangement of traffic exchange between 
Internet service providers (ISPs), content providers, 
government institutions, banks and other companies that 
have internet traffic and are willing to exchange with 
another. Bilateral peering is an agreement between two 
parties. Multilateral peering is an agreement between 
more than two parties.




1.2 IXP: What is an Internet Exchange Point?
An Internet exchange point (IX or IXP) is a physical 
infrastructure through which Internet service providers (ISPs) 
and Content Delivery Networks (CDNs) exchange Internet 
traffic between their networks (autonomous systems).




2. What is a peering policy?
A peering policy is a set of rules that guide the exchange of 
traffic between internet service providers (ISP’s).
This guide is used by KIXP to evaluate requests made by 
Network Providers for the purpose of bilateral or multilateral 
peering facilitated by KIXP. KIXP regularly updates its Policy 
and maintains the current version of its Policy on the TESPOK 
website: www.tespok.co.ke
For the purposes of this Policy, an ISP or content provider 
must have an Autonomous System (“AS”) number.




3. Significance of this peering policy
This Policy describes guidelines used to evaluate all 
requests for interconnection at KIXP, either via dedicated 
connections (“direct peering”) or via traffic exchange at 
the Internet Exchange Point (“public peering”). KIXP will 
continue to review and maintain this policy and reserves 
the right to update its policy at any time.




4. Service Details
The Internet Peering VLAN or ISP Unicast VLAN is the most 
widely used exchange service. The service offers access to 
the multitude of networks connected to the KIXP platform 
with a single connection.
The Internet Peering VLAN is an Ethernet based Unicast 
service, enabled to support both IPv4 and IPv6 natively. The 
service offers interface speeds of 100 Mbps, 1 Gigabit per 
second Ethernet (1GE) or 10 Gigabit per second Ethernet 
(10GE). The peering VLAN is monitored 24×7 by our NOC.




4.1 Ports available
The following ports are available at the KIXP Switching 
fabric:
4.1.1 100 Mbps
4.1.2 1 Gbit/s “GE” (1000BaseSX, 1000BaseLX, 1000BaseLH)
4.1.3 10 Gbit/s “10GE” (10000BaseLR, 10000BaseER)
4.2 Features
4.2.1 Provisioning of non-blocking GE, 1 or 10 GE ports. In 
case of 1 and 10GE 2 redundant ports on separate access 
switches are provided.
4.2.2 IPv4 and/or IPv6 (native) are available




4.2.3 Live monitoring of traffic over KIXP member ports is 
provided
4.2.4 Live Quality of Service reporting is offered
4.2.5 Monthly volume reports are available online
4.3 IP details
One IPv4 address (1 per port) and/or IPv6 out of the prefix 
that is in use on the KIXP infrastructure




4.4 Service Level & Responsibilities:
4.4.1 KIXP delivers a service from the port to the patch 
panel.
4.4.2 KIXP is responsible for correct functioning of KIXP infra-
structure between its switches.
4.4.3 The customer is responsible for its peering and correct 
functioning of its own network.
4.4.4 The customer is responsible for the necessary cabling 
between their router and the KIXP switch panel at the 
colocation.
4.4.5 The KIXP Network Operations Centre (NOC) actively 
monitors the KIXP infrastructure 24×7.
4.4.6 Problems can be reported to the KIXP NOC via email 
or telephone.




5. The Policies
5.1 Introduction
The requesting peer network must fulfill the following con-
ditions and requirements in order to qualify for a Peering 
Agreement with KIXP.
5.2 Governance
5.2.1 TESPOK Board members will govern the IX in accor-
dance with technical and policy best practices generally 
accepted within the global community of IX operators as 
represented by the African Internet Exchange Task Force, 
Europe Internet Exchange Portal (Euro-IX), and similar 
associations.
5.2.2 From time to time, the Management of KIXP may 
recommend certain charges to the Technical and Opera-
tional policies of the IX to the Members. Such recommen-
dations may only be implemented with the approval of a 
majority vote by the Members.
5.2.3 General KIXP technical and operational policies shall 
be made publicly available on the KIXP web site.
5.2.4 The KIXP shall impose no restriction upon the types 
of organization or individual who may become members 
and connect to the exchange.
5.2.5 The KIXP shall impose no restrictions upon the internal 
technical, business, or operational policies of its members.
5.2.6 Members shall be required to sign a copy of the KIXP 
policies document, indicating that they understand and 
agree to abide by its policies, before any resources shall 
be allocated to them.
5.2.7 The primary means of communication with other 
Members will be via email.
5.2.8 Members shall subscribe to a KIXP email list, operated 
by the KIXP management.
5.2.9 Members have a duty of confidentiality to the other 
KIXP Members in KIXP affairs.
5.2.10 Members must not refer their customers, or any 
agent of their customers, directly to KIXP member’s sup-
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port staff. All queries must be directed through the KIXP 
administration.
5.2.11 Members must ensure that all contact information 
held by KIXP in connection with their membership is cor-
rect and up to date.
5.2.12 The KIXP shall allow for both bilateral and multi-later-
al peering relationships or transactions, which the mem-
bers may form between each other. KIXP will be involved 
in ensuring the traffic flow through the KIXP networking 
fabric.
5.2.13 Members must provide 24×7 operational contact 
details for the use of KIXP staff and other Members.
5.2.14 Members shall be required to provide and main-
tain current technical contact information, which shall 
be publicly posted on the KIXP web site. This information 
shall include the website and the member’s Autonomous 
System Number if they have one.
5.3 Infrastructure and Operational Requirements
5.3.1 The Requesting Network shall have a fully redundant 
backbone network with enough capacity to exchange 
traffic without congestion.
5.3.2 The requesting network should operate a fully staffed, 
24/7/365 network operations centre (NOC).
5.3.3 Each Network must be responsive to routing, security 
issues, providing a knowledgeable technical response 
within a 24-hour period after notice for network, operation-
al issues, and a 2-hour period for security related issues.
5.3.4 The KIXP and KIXP MSA platform is designed to carry 
Ethernet frames with a payload of up to 1500 bytes. MTU 
settings must be configured accordingly.
5.3.5 Members may only connect equipment that is 
owned and operated by that Member to KIXP. Members 
may not connect equipment to KIXP on behalf of third 
parties.
5.3.6 Members must only use IP addresses on the inter-
face(s) of their router(s) connected to the KIXP allocated 
to them by the KIXP.
5.3.7 Members may only present a single MAC address to 
any individual KIXP port that is allocated to them.
5.3.8 It is preferred that each member have their own Pub-
lic Autonomous System Number.
5.3.9 Any equipment and/or cabling installed by a Mem-
ber at KIXP must be clearly labelled as belonging to the 
Member.
5.3.10 Members will not touch equipment and/or cabling 
owned by other Members and installed at KIXP or in the 
room containing the KIXP without the explicit permission of 
the Member who owns the equipment.
5.3.11 KIXP may monitor any port but will keep any infor-
mation gathered confidential, except where required by 
law or where a violation of this Memorandum of Under-
standing has been determined by the KIXP Management.
5.3.12 Members will not circulate correspondence on con-
fidential KIXP mailing lists to non-members.
5.3.13 Members must ensure that their usage of KIXP is not 
detrimental to the usage of the KIXP by other Members.
5.3.14 Members will be required to install at their ends rout-
ers that support the full BGP-4 standard.
5.3.15 The technical committee will set up certain monitor-




ing features on the server at the KIXP.
5.3.16 Members must not carry out any illegal activities 
through KIXP.
5.4 Connectivity
5.4.1 The requesting networks must be able to intercon-
nect with KIXP at a minimum of 1 point. Currently we have 
two connection points in Nairobi: East African Data Center 
and Chancery Building. In Mombasa, we have one con-
nection point at Telephone House.
5.4.2 Where multiple locations are not feasible KIXP may 
accept an interconnect as a regional peer (solely at the 
discretion of KIXP where mutual benefit to both parties 
exists.
5.4.3 We do not host customer gear at the sites we are 
located in. We offer ODF connection points at EADC on 
the 1st and 2nd floor.
5.5 Peering
5.5.1 The requesting network should be able to provide 
and maintain a consistent route announcement at all 
peering points with AS 4558 unless otherwise agreed in 
advance.
5.5.2 Hosting and Content providers may receive incon-
sistent route announcements from KIXP in order to reduce 
inbound traffic load where asymmetric routing occurs and 
KIXP infrastructure is being used to carry large amounts of 
return traffic different from the originating country.
5.5.3 The requesting network must be registered as a 
Local Internet registry (LIR) with the appropriate Regional 
Internet Registry (RIR) e.g. RIPE, ARIN, LACNIC, APNIC, and 
AFRINIC. Only routes specified by the appropriate RIR are 
accepted from peers.
5.5.4 The requesting network will not use a route of last 
resort (i.e. default route) or static routing of any of KIXP’s 
address space directed at AS 4558.
5.5.5 Routes should be aggregated as much as possible 
by the requesting network.
5.5.6 Peering between Members’ routers across KIXP will 
be via BGP.
5.5.7 Members shall not generate unnecessary route flap, 
or advertise unnecessarily specific routes in peering ses-
sions with other Members across KIXP.
5.5.8 Members may not advertise routes with a next-hop 
other than that of their own routers without the prior writ-
ten permission of the advertised party.
5.5.9 Members may not forward traffic across KIXP unless 
either the traffic follows a route advertised in a peering 
session at KIXP or where prior written permission of the 
Member to whom the traffic is forwarded has been given.
5.5.10 Members must, on all interfaces connected to the 
KIXP, disable; Proxy ARP, ICMP redirects, CDP, IRDP, Di-
rected broadcasts, IEEE802 Spanning Tree, Interior routing 
protocol broadcasts, and all other MAC layer broadcasts 
except ARP.
5.5.11 Members must, on all interfaces connected to KIXP, 
disable any duplex, speed, or other link parameter au-
to-sensing. Full Duplex or Half Duplex Only Fixed.
5.5.12 Members shall not announce (“leak”) prefixes 
including some or all of the KIXP peering LAN to other net-
works without explicit permission of KIXP.
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5.5.13 Members must set net masks on all interfaces con-
nected to KIXP to include the entire KIXP peering LAN.
5.6 Membership, Disconnection and Re-Connection
5.6.1 Members connecting to the KIXP will be registered as 
TESPOK members of a special category with a joining fee 
of $300 and monthly subscription as per level of traffic as 
agreed upon by members. The port subscription charges 
are the same for all members.
5.6.2 Members who fail to abide by the terms of the KIXP 
policy will be brought before the technical committee 
who will take appropriate action following review of their 
actions.
5.6.3 Members who fail to pay up their monthly subscrip-
tion for a period of 1 month or more will consequently 
have fourteen (14) day notice within which they clear any 
outstanding dues, else they will be disconnected immedi-
ately without any further notice.
5.6.4 Any notice on disconnection with regard to out-
standing monthly subscription will be communicated by 
the Finance Office and copied to the Management.
5.6.5 Members who will have been disconnected will 
be locked out of peering for the period of time that the 
arrears are outstanding before they can re-connect to the 
KIXP.




5.7 Contact Information
5.7.1 A contact point (real person, or role account) for 
abuse/security issues, and a real person escalation con-
tact should be provided, complete with phone numbers 
by the requesting network and KIXP should be notified of 
any changes to these details.
5.7.2 A contact point for network related issues, outages 
and operational issues (A NOC and peering contact) 
should be provided by the requesting network and KIXP 
should be notified of any changes to these details.
5.8 Additional Information
These criteria are only guidelines and are not exhaustive. 
Any final peering executed by KIXP between potential 
peers may contain additional terms and conditions. Colt 
reserves the right to decline to enter into a Peering Agree-
ment even if the above criteria are nominally met by a 
potential peering partner.
If a network fulfils all of the requirements outlined above 
and wishes to proceed with an Internet Peering Agree-
ment at KIXP, please contact support@kixp.co.ke.
A peer is expected to continually fulfill KIXPs peering policy 
for the duration of the peering. If a peer no longer meets 
KIXP peering policy, KIXP reserves the right to remove the 
peering with short notice.
KIXP reserves the right to revise or change this document 
at any time and from time to time without notice. As a 
living document, this guide will be updated as necessary 
to enhance and/or expand the information contained 
herein.




9.7.2 Requirements for connecting to RINEX
1. You must be a recognized legal entity.
2. You must have an ASN (Autonomous System Number) 
assigned by a Regional Internet Registry, being:




AFRINIC (http://afrinic.net/) 
RIPE-NCC https://www.ripe.net/ 
APNIC https://www.apnic.net/ 
LACNIC https://www.lacnic.net/  
ARIN https://www.arin.net/ 
3. You must have a block of public IP (IPV4/IPV6).
4. You must be using BGP4 for peering.
5. You must have the intention to and be willing to sign a 
RINEX Connection Agreement.
6. You must have a physical link to RINEX switch fabric.




9.7.3 Technical requirements for connecting TIX
1. Peers will be provided with 2U rack space. There might 
be restrictions in the future when capacity is limited.




2. TIX provides its participants with a layer-2 Ethernet switch 
fabric and a layer-3 route reflector.




3. Participants may only connect equipment which they 
own and operate themselves to the TIX. They may not 
connect equipment on behalf of third parties.




4. Peers may only utilize a single layer-2 MAC address to 
place a single layer-3 router per port allocated from the 
TIX switch fabric. This layer-3 router shall be housed at TIX 
facility.




5. It is preferred that each participant have their own 
Autonomous System number, peers without an ASN allo-
cation will be assigned an ASN from private ASN space by 
the TIX Management Committee. Any peer who has pre-
viously been connected to the TIX using private ASN and 
then later acquires their own public ASN must notify the TIX 
Management Committee as soon as possible in order to 
incorporate this development into the BGP peering at TIX.




6. TIX participants will advertise routes to their IP address 
range(s) to the TIX route reflector(s).Peers shall not adver-
tise routes other than their own, without the prior written 
permission of the assigned holder of the address space.




7. Participants will peer with all other participants at the TIX 
without bias or disregard.




8. Peers shall not advertise a next-hop other than their 
own.




9. Peering between routers across TIX will be via BGP-4.




10. Peers shall not generate unnecessary route flap, or 
advertise unnecessarily specific routes in peering sessions 
with other participants across TIX.




11. Peers shall not point their default route to the TIX.
Participants must have one separate link to the Internet, 
independent of the Internet Exchange.




12. Participants must on all interfaces connected to the TIX 
switch fabric, disable Proxy ARP, ICMP redirect, CDP, IRDP, 
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directed broadcasts, IEEE802 Spanning Tree, any interior 
routing protocol broadcasts, and any MAC layer broad-
casts other than ARP or inverse-ARP.




13. Peers must on all interfaces connected to the TIX 
switch fabric, disable any duplex, speed, or other link pa-
rameter auto-sensing.




14. Peers must set netmasks on all interfaces connected 
to the TIX to include the entire TIX peering LAN. (currently 
198.32.179.0/25)




15. Participants shall not announce (“leak”) prefixes includ-
ing some or all of the TIX peering LAN to other networks 
without explicit permission of TIX.




16. Participants must clearly label all equipment that re-
sides at the TIX facility with ownership and contact infor-
mation.




17. Participants will not touch equipment and/or cabling 
owned by other participants and installed at TIX or in the 
room containing the TIX without the explicit permission of 
the participant who owns the equipment.




18. Peers should not routinely use the TIX switch fabric for 
carrying traffic between their own routers.




19. Participants will not install traffic monitoring software 
to monitor traffic passing through TIX, except through their 
own ports. TIX may monitor any port but will keep any 
information gathered confidential, except where required 
by law or where a violation of this Memorandum of Under-
standing has been determined by TISPA.




20. TIX does make statistics of the aggregate traffic flow 
over the exchange switch available to the public.




21. Participants shall endeavour to provide advance no-
tice via email to each of their BGP peers, in the event that 
a service disruption or discontinuity of BGP peering can be 
foreseen.
For clarification:
1. ISPs should advertise all their networks to the IXP.
2. ISPs must not offer or sell transit traffic (Internet access) 
over the exchange medium. (Routers at the Exchange 
Point can be connected by other media than the ex-
change switch)
3. ISPs should not use multiple links to the IXP for the pur-
pose of routing their internal traffic.
4. ISPs should accept all routes advertised by all other 
peers and route traffic through the Exchange (the purpose 
of it).




9.7.4	 Technical requirements for UIXP:
9.7.4.1	 New Participant Joining Instructions
The following is a step-by-step guide aimed at network 
operators who wish to connect to the Uganda Internet 
exchange Point. Please feel free to contact us if you have 




any questions or comments.
Acquire public IP address space and an Autonomous 
System Number (ASN) from AFRINIC (link is external) or 
another Regional Internet Registry (RIR).
Introduce yourself and signal your intent to connect by 
sending us a message through our online contact form. 
Please include some basic data about your organization 
and network (including its ASN).
Submit a signed copy of our New Participant Memoran-
dum of Understanding either by e-mail (preferred) or by 
post to our mailing address.
Meet with us to tour our facility and discuss deployment 
plans. Extend your network to our facility either by laying 
fibre to our premises, installing a wireless radio link on the 
building roof, or using a third-party infrastructure service 
provider (e.g. Google ProjectLink (link is external)). We 
have rack-space available for peering related equipment 
within our facility so long as it complies with the relevant 
guidelines listed in the New Participant Memorandum of 
Understanding. Connect your network to our peering LAN. 
We will assign your network to a specific switch and port(s) 
once you reach this stage.
Register your key network engineering staff in our biomet-
ric security system. This will require a brief meeting at our 
facility.
Send us emergency NOC contact details and a list of 
e-mail addresses, which we can add to our private techni-
cal mailing list. Once you have been added to the mailing 
list, we encourage you to introduce yourself and your 
network to the community.
Configure a BGP session with our route servers and/or work 
to establish bilateral BGP sessions with other networks at 
the exchange.




9.7.4.2	 UIXP Memorandum of Understanding
The undersigned confirms the participation of the below 
mentioned network in the Uganda Internet Exchange 
Point (UIXP) and that the Technical, Organizational, and 
Commercial requirements listed within this document are 
accepted and shall be adhered to.
Company Name:    _	
Company Address:     _	
Administrative Contact Name:    _	
Email:     _	
Telephone:     _	
Technical Contact Name:     _	
Email:     _	
Telephone:     _	
Authorized Representative Name:    _	
Position:     _	
Signature:    _	
 
Date (YYYY / MM / DD):    _	
 
/                    /  _	
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A. Technical requirements
1.  Participants shall be provided with 2U rack space. Par-
ticipants who wish to utilize additional rack space must ac-
quire written consent from the UIXP Management Team.
2.  All participant equipment must be rack mountable and 
installed within the participant’s designated rack space. 
Any equipment that is not rack mountable must be specif-
ically approved in writing by the UIXP management team 
prior to installation. All other equipment shall be removed 
without warning.
3.  UIXP provides all participants with a layer2 switch fabric, 
a designated switch port, and BGP route servers.
4.  Participants may only connect equipment which they 
own and operate themselves to the UIXP. They may not 
connect equipment on behalf of third parties.
5.  Peers may only utilize a single layer2 MAC address to 
connect a single layer3 router to the UIXP switch fabric.
6.  UIXP participants are encouraged to advertise their IP 
address prefix(es) to the UIXP route servers. Peers shall not 
advertise IP address prefix(es) other than their own without 
the prior written permission of the assigned holder of the 
address space. A copy of this written permission must be 
submitted to the UIXP.
7.  Peers shall not use any UIXP switch port other than the 
one allocated to them.
Participants who wish to use additional ports must first ac-
quire the written consent of the
UIXP Management Team.
8.  Peers shall not advertise a nexthop other than their 
own.
9.  Peering between routers across UIXP shall be via BGP4.
10. Peers shall not generate unnecessary route flap.
11. Peers are strongly encouraged to make consistent 
routing announcements to UIXP
neighbours, upstream neighbours, and all other IP peering 
interconnects.
12. Peers shall not point their default route to the UIXP or 
any peer.
13. Participants must on all interfaces connected to the 
UIXP switch fabric, disable Proxy ARP, ICMP redirect, CDP, 
IRDP, directed broadcasts, IEEE802 Spanning Tree, any 
interior routing protocol broadcasts, and any MAC layer 
broadcasts other than ARP or inverse ARP
14. Peers must on all interfaces connected to the UIXP 
switch fabric, disable any duplex, speed, or other link pa-
rameter autosensing.
15. Peers must set netmasks on all interfaces connected to 
the UIXP to include the entire
UIXP peering LAN (currently 196.223.25.0/25 and 
2001:43f8:0130::/112)
16. Peers shall avoid congestion on their interfaces or 
transmission links at or into UIXP to avoid unwanted latency 
or packet loss for traffic at the UIXP.
17. Participants shall not announce (“leak”) prefixes includ-
ing some or all of the UIXP peering LAN to other networks 
without explicit permission of UIXP.
18. Participants must clearly label all equipment that 
resides at the UIXP facility with ownership and contact 
information.




19. Participants must not touch any equipment and/or 
cabling owned by other UIXP participants without the 
explicit permission of the UIXP or the participant who owns 
the equipment.
20. Participants shall not install traffic monitoring software 
to monitor traffic passing through UIXP, except through 
their own router ports. UIXP may monitor any port, howev-
er any information gathered shall be kept strictly confi-
dential except where required by law or where the UIXP 
Management Team has determined a violation of this 
Memorandum of Understanding. The UIXP Management 
Team shall notify all participants of any monitoring system 
implementations or changes.
21. Participants shall endeavour to provide advance no-
tice via email to each of their BGP peers, in the event that 
a service disruption or discontinuity of BGP peering can be 
foreseen.
22. The UIXP shall publicly publish perport and aggregate 
statistics of traffic flowing over the exchange switch.
23. Participants shall not intentionally provide transit ser-
vices across the UIXP switch fabric.
24. Failure to comply with any of the above requirements 
may result in temporary or permanent disconnection.




B. Organizational Requirements
1. Participants have a duty of confidentiality to the other 
UIXP participants in UIXP affairs.
2. Peers must provide 24x7 contact details for use by UIXP 
staff.
3.In matters of the UIXP, the primary means of communi-
cation shall be via email.
4. Peers must not refer customers or customers’ agents to 
UIXP staff. All queries must be directed through the peer’s 
support staff.
5.  Peers must not carry out any illegal activities through 
UIXP. All participants are to obey the laws of the country. 
Failure to comply may result in temporary or permanent 
disconnection.
6.  Participants are required to pay all fees (according to 
Section C of this document) in advance. Failure to do so 
shall result in immediate disconnection. 
7.  Participants are responsible for ensuring that all con-
tact information held by the UIXP in connection with their 
participation is correct and up to date.
8.  Participants are responsible for ensuring that their em-
ployees register for secure access to the UIXP facility.
9.  All applications to join the UIXP must follow the correct 
joining procedure as follows:
a.  A formal request letter is submitted to the UIXP Man-
agement Team, signed by an authorized representative of 
the requesting company/participant
b.  Applications shall be accepted provided that this MoU 
is accepted and signed by an authorized representative 
of the requesting company/participant
c.   Applications must be accompanied by any fees re-
quired according to Section C of this document.
10. Any complaints must be made in writing to the UIXP 
Management Team. All decisions made by the UIXP Man-
agement Team shall be final.
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11. The UIXP shall not provide rebates of any sort for down 
time. The UIXP does not warrant or assume any liability or 
responsibility for services provided or not provided.
12. Participants of the UIXP are requested to give 3 months 
notice in writing to the UIXP Management Team if they 
intend to stop using the IXP. There shall be no refund on 
charges under any circumstances.




C. Miscellaneous
1.  All exchange participants shall be given a minimum 21 
days notice prior to the implementation of any changes to 
this policy.
2.  Following the notice period, all exchange participants 
shall be required to sign an updated copy of this docu-
ment in order to continue receiving services from the UIXP.
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1. INTRODUCTION 
As the Internet is growing rapidly, so are the number of network attacks. These attacks are mainly 
Denial of Service or Distributed Denial of Services attacks, respectively known as DoS or DDoS 
attacks. If nothing is done, the situation will become worse, especially, with the advent of the Internet 
of Everything; the problem will grow exponentially. 




To solve the problem, the Internet community of engineers have elaborated some best practices 
namely the BCP38 (RFC2827) and more recently MANRS, which comes in two flavours; MANRS for 
Network operators and MANRS for IXP operators. 




In addition, it is crucial and imperative for everyone to play a role in ensuring a stable and secure 
Internet ecosystem. It is NOT the responsibility of some specific players or countries; it is everyone’s 
responsibility. 




2. WHAT PROBLEM ARE THESE BEST PRACTICES TRYING TO 
SOLVE? 




First, let us agree that the Internet (i.e. the entirety of it) is made of many other big, medium and small 
networks. Each network can reach another network on Internet, meaning packets flow from/to any 
direction. This is a perfect situation, considering that everyone on the internet has ethical behaviour. 
Unfortunately, that is not the case. There are some networks that originate Internet traffic with 
“spoofed” ip addresses, in other terms, their use “forged” source IP addresses, and they can literally 
generate enough traffic to “flood” one particular target (this is a Denial of Service - DoS attack). 




3. EXAMPLES OF THE RECENT DOS/DDOS ATTACKS 
THE GITHUB ATTACK (FEB 28, 2018) 
https://thehackernews.com/2018/03/biggest-ddos-attack-github.html 




THE DYN ATTACK (2016) 
https://www.cloudflare.com/learning/ddos/famous-ddos-attacks/  




On October 21, 2016, DNS provider Dyn was struck three times by DDoS attacks. Websites taken 
offline by the attack included Twitter, Tumblr, Paypal, Pinterest, the BBC, Etsy, Fox News, GitHub, 
GroupHub, HBO, HostGator, iHeartRadio, Mashable, the New York Times, Reddit, Shopify, Slack, 
Spotify, Starbucks and more. 




THE GITHUB ATTACK (2015) 
https://www.cloudflare.com/learning/ddos/famous-ddos-attacks/  




THE SPAMHAUS ATTACK 
https://www.cloudflare.com/learning/ddos/famous-ddos-attacks/  
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4. WHAT CAN BE DONE 




4.1. Implementing BCP38/BCP84 - “Ingress filtering” 
BCP38 - RFC 2827, is designed to limit the impact of distributed denial of service attacks, by denying 
traffic with spoofed addresses access to the network, and to help ensure that traffic is traceable to its 
correct source network. BCP84 - RFC 3704, updates BCP38/RFC 38 in the sense that it considers 
the aspect of multi homed networks. 




As per the RFC 3704, There are at least five ways one can implement BCP 38 - RFC 2827, with 
varying impacts. These include (the names are in relatively common usage): 




• Ingress Access Lists; 
• Strict Reverse Path Forwarding; 
• Feasible Path Reverse Path Forwarding; 
• Loose Reverse Path Forwarding; 
• Loose Reverse Path Forwarding ignoring default routes; 




A complete description of each option can be found in the RFC 3704. In a nutshell, these procedures 
allows an ISP to filter any traffic coming into its network from a customer or a peer network. Only 
legitimate traffic will be accepted, whereas the non-legitimate traffic will be dropped. 




4.2. Implementing MANRS 
According to MANRS website, Mutually Agreed Norms for Routing Security (MANRS) is a global 
initiative, supported by the Internet Society, that provides crucial fixes to reduce the most common 
routing threats.  




4.2.1.MANRS for Network Operators 
MANRS outlines four simple but concrete actions that network operators should take: 




• Filtering – Ensure the correctness of your own announcements and of announcements from your 
customers to adjacent networks with prefix and AS-path granularity; 




• Anti-spoofing – Enable source address validation for at least single-homed stub customer 
networks, your own end-users, and infrastructure; 




• Coordination – Maintain globally accessible up-to-date contact information; 
• Global Validation – Publish your data, so others can validate routing information on a global scale. 




Each action point is detailed at the following URL: https://www.manrs.org/isps/manrs-actions-for-
network-operators/  




4.2.2.MANRS for Internet Exchange Point (IXP) Operators 
Beside, the Network Operators actions, there set of rules applicable to Internet Exchange Points (IXP) 
operators.  




The website of MANRS continues stating that the MANRS Actions were initially designed for network 
operators, but Internet Exchange Points (IXPs) should also play an active role in protecting the 
Internet. IXPs represent active communities with common operational objectives and already 
contribute to a more resilient and secure Internet infrastructure. 




MANRS can help IXPs build safe neighbourhoods, leveraging the MANRS security baseline. It also 
demonstrates an IXP’s commitment to security and sustainability of the Internet ecosystem, and 
dedication to providing high quality services. 
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The IXP Programme Action set are: 




• Action 1. Prevent propagation of incorrect routing information. (Mandatory) 
• Action 2.  Promote MANRS to the IXP membership. (One or more must be checked) 
• Action 2-1: Offer assistance to its members to maintain accurate routing information in an 




appropriate repository (IRR and/or RPKI) 
• Action 2-2: Offer assistance in implementing MANRS ISP Actions for the members, 
• Action 2-3: Indicate MANRS participation on the member list and the website 
• Action 2-4: Provide incentives linked to MANRS readiness 
• Action 3. Protect the peering platform. 
• Action 4. Facilitate global operational communication and coordination between network operators. 
• Action 5. Provide monitoring and debugging tools to the members. 




A the MANRS Actions for IXP operators are outlined and detailed at this URL: https://www.manrs.org/
ixps/manrs-actions-for-ixps/  




5. CONCLUSIONS 
• The security of Internet is critical, and it is everyone’s business to ensure its stability and security; 
• There are a number of Best practices that are used; BCP38, BCP84, MANRS, etc. In the Annex, 




there are a number of other Best practices documents/work (Source: https://startupinc.nl/wp-
content/uploads/2017/10/20171027-Quickscan-on-routing-measures-to-increase-the-security-of-
the-Internet.pdf); 




• There is a continuous need to training more engineers about IP networks best current security 
practices. This can be done at the ISP level, which would train its customers, at the IXP level, and/
or regional level with EACO members. 
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6. ANNEX 
[BCP38] - Network Ingress Filtering (aka RFC2827) 
Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address 
Spoofing 
https://tools.ietf.org/html/bcp38 
Publication: May 2000 




[BCP46] - Recommended Internet Service Provider Security Services and Procedures (aka 
RFC3013) http://www.rfc-editor.org/bcp/bcp46.txt 
Publication: November 2000 




[BCP84] - Ingress Filtering for Multihomed Networks (aka RFC3704) https://tools.ietf.org/html/bcp84 
Publication: March 2004 




[BCP185] - Origin Validation Operation, Based on the Resource Public Key Infrastructure (RPKI) (aka 
RFC7115) 
https://www.rfc-editor.org/bcp/bcp185.txt 
Publication: January 2014 




[BCP194] - BGP Operations and Security (aka RFC7454) 
https://tools.ietf.org/html/rfc7454 
Publication: February 2015 [BGPHE] - BGP Toolkit 
https://bgp.he.net/ 




[BGPJob] - Practical everyday BGP filtering with AS_PATH filters 
Job Snijders - Peerlocking - NANOG67 
https://www.nanog.org/sites/default/files/Snijders_Everyday_Practical_Bgp.pdf [CAIDA-Spoof] - State 
of IP Spoofing 




CAIDA - Center for Applied Internet Data Analysis - State of IP Spoofing 
https://spoofer.caida.org/summary.php 




[CSAN2016] - Cyber Security Assessment Netherlands 2016 
Cyber Security Assessment Netherlands 2016: Professional criminals are an ever greater danger to 
digital security in the Netherlands https://www.ncsc.nl/english/current-topics/
Cyber+Security+Assessment+Netherlands/cyber- security-assessment-netherlands-2016.html 
Publication: October 24, 2016 




[CSAN2017] - Cyber Security Assessment Netherlands 2017 
Cyber Security Assessment Netherlands 2017: Digital resilience is lagging behind the increasing 
threat https://www.ncsc.nl/english/current-topics/Cyber+Security+Assessment+Netherlands/cyber- 
security-assessment-netherlands-2017.html 
Publication: August 31, 2017 




[CSRIC3BGP] - BGP Security Best Practices, FCC CSRIC III WG4 Final Report 
http://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC_III_WG4_Report_March_%202 013.pdf 
Publication: March 2013 




[ITHI] - ICANN Identifier Technology Health Indicators project https://www.icann.org/ithi 




[ISO27000] - ISO/IEC 27000 family - Information security management systems https://www.iso.org/
isoiec-27001-information-security.html 




[FIRST] - Forum of Incident Response and Security Teams https://www.first.org/ 
14 
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[MANRS] - Mutually Agreed Norms for Routing Security (aka Routing Manifesto) https://
www.routingmanifesto.org/ 




[NaWas] - Nationale anti-DDoS Wasstraat 
https://nbip.nl/web/guest/nawas https://slideshare.net/splend/hsb-nationale-anti-ddos-wasstraat-alex-
bik 




[NDN] - National Detection Network https://www.ncsc.nl/english/Cooperation/national-detection-
network.html 




[NIST800-54] - Border Gateway Protocol Security - NIST Special Publication SP 800-54 http://
csrc.nist.gov/publications/nistpubs/800-54/SP800-54.pdf 
Publication: July 2007 




[PeeringDB] - Peering DB https://www.peeringdb.com 




[RADB] - Routing Assets Database http://www.radb.net/ 




[RFC3871] - Operational Security Requirements for Large Internet Service Provider (ISP) IP Network 
Infrastructure 
https://tools.ietf.org/html/rfc3871 
Publication: September 2004 [RFC2650] - Using RPSL in Practice 
https://tools.ietf.org/html/rfc2650 
Publication: August 1999 




[RFC6192] - Protecting the Router Control Plane 
https://tools.ietf.org/html/rfc6192 
Publication: March 2011 




[RIPE431] - RIPE Anti-Spoofing Task Force HOW-TO 
http://www.ripe.net/ripe/docs/ripe-431 
Publication: May 9, 2008 




[RipeDbIRR] - Using the RIPE Database as an Internet Routing Registry 
https://labs.ripe.net/Members/denis/using-the-ripe-database-as-an-internet-routing-registry 
Publication: August 22, 2013 




[SAC004] - Securing the Edge, Paul Vixie, ISC. Not referenced 
http://www.icann.org/committees/security/sac004.txt 
Publication: October 17, 2002 




[SAVI] - Source Address Validation Improvement Framework (aka RFC7039) 
https://tools.ietf.org/html/rfc7039 
Publication: October 2013 [TNI] - Trusted Networks Initiative 
https://tn-init.nl/ https://www.thehaguesecuritydelta.com/images/TNI_Info_Sheet_01-04-2015.pdf 
http://procon.bg/article/trusted-networks-initiative-netherlands-response-ddos-attacks https://
www.thehaguesecuritydelta.com/projects/project/60-trusted-networks-initiative
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ANNEX VI

EACO WG 3 REPORT TO THE 23RD CONGRESS AND 26TH ASSEMBLIES IN MWANZA, TANZANIA, 1ST TO 5TH JULY 2019

Date: 2ND JULY 2019



Introduction



Working Group 3 on Consumer Protection, Quality of Service, ICT Applications and Cybersecurity has three (3) Working Parties i.e. Working Party 1 addressing consumer issues, Working Party 2 handling Quality of Service and Working Party 3 charged with ICT Applications and Cybersecurity. The three Working Parties constituted addressed the Working Groups Terms of Reference (ToR) as per Annex I. 



The leadership of these Working Parties has been instrumental in progressing the work of the Working Group. The Working Group held one physical meeting in Arusha, Tanzania from 1st to 3rd October 2018. Twelve delegates from Kenya, Uganda, Burundi, Tanzania and Rwanda attended the meeting. The second meeting was held online on 28th February 2019 and was attended by seven participants from Kenya, Uganda, Rwanda and Burundi. During these meetings, the Working Group progressed its various assignments.  

The Working Group converged on 2nd July 2019 to review and compile the Working Groups 2018/19 progress report as presented herein.



Detailed Report

During the 2018/19 period, the Working Group focused on the following Terms of Reference (ToR):

· The development of strategies for consumer empowerment;

· Harmonization of Quality of Service/Quality of Experience parameters of various networks within the East Africa Community (EAC) region;

· Strategies for stimulation of demand and uptake of ICT enabled services and applications; 

· Development of a regional strategy for coordination of cybersecurity events in the region. 


Status of the Working Group’s Activities

Below is the status of the Working Group’s activities:



1. Guidelines on Consumer Protection in Mobile Financial Services – The draft guidelines are in its second draft and a stable draft will be ready by September 2019.

2. EACO Policy Framework on Child Online Safety – The draft was improved to the second draft. A stable draft will be developed by September 2019.

3. Regulatory Impact Assessment on consumer education initiatives/ or awareness programs –First draft of EACO Regulatory Impact Assessment (RIA) guidelines has been developed.

4. Terms of Reference for Data Protection – The Terms of Reference are in stable draft.

5. Identification of areas for capacity building, awareness creation and the target groups on cybersecurity – The following areas for capacity building were identified: Managing Computer Incident Response Teams (CIRTs), Advanced Cybersecurity Training, Child Online Protection and Online Child Sexual Exploitation. The target group are CIRT teams, children’s department, law enforcement departments, legal professionals and network operators. The capacity building programs and awareness creation are to be undertaken in partnership with various partner organizations such as ITU, UNICEF among others. The training on ICT Applications and cybersecurity training has been proposed to be held during the next Working Group meeting.

6. Collection of information on local, regional and international cybersecurity partnerships from the respective countries – The coordination of cybersecurity incidents within the EAC region has been enhanced through collaboration by EACO members through the WG.

7. The collection of information from the member countries in the development of the annual cybersecurity report – The structure of an annual EACO regional cybersecurity report was has been developed. The structure covers Legislative and Regulatory, Technical, Organizational/Institutional, Capacity building and Collaboration.

8. The WG identified and followed the works of ITU Study Groups 1, 2, 12 and 17 through member participation especially on consumer protection, ICT services and applications for the promotion of sustainable development, quality of service, and cybersecurity.



Challenges and Recommendations 

The Working Group progressed its work during cycle. However, some of the challenges faced were:

· Low participation by member countries;

· Unavailability of subject matter experts for both physical and online meetings;



The Working Group recommends:

· EACO secures and facilitates physical meetings and trainings to facilitate the finalization of the Working Group’s activities. 

· Member countries to dedicate and facilitate its officers to specific Working Groups for consistency and continuity.
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Annex I: WG 3 Terms of Reference



		No.

		Term of Reference (ToR)

		Activities

		Deliverable



		WP1: Consumer Issues Chaired by Mr Joseph Kizito – UCC, Uganda



		1. 

		To identify consumer rights and obligations in the communication sector 

		· Defining risks that consumers are facing with mobile financial service.

· Develop strategies to address issues/risks in mobile financial services.  



		A recommendation to regulators in regards with consumer protections in mobile financial services 





		2. 

		To obligate the service providers to effectively redress consumer complaints. 



		· Effective consumer sensitization by both Regulators and service providers.

· To encourage service providers to develop consumer complaints mechanisms.



		Guidance on pertinent issues to be expedited by service providers and the regulators to end-users. 





		3. 

		To develop strategies for consumers’ empowerment. 





		Guideline of an outline strategies for consumer empowerment; 

· Regulatory Impact assessment on consumer education initiatives/ or awareness programs. 

· Provision of information regarding counterfeit and sub-standards at the point of sale, methods of verification, use of mass media to raise awareness, etc.  

· Develop consumer protection strategies on data internet consumption and usage in the region: this should be mapped to cost, quality and redress.  

· Develop child online protection mechanisms (awareness, regulatory, etc.). 



		· Framework for undertaking Regulatory Impact Assessment 





· Information in regards with counterfeit and sub-standards available to consumers. 

· Publication of operators’ services offered and cost related, coverage information of operators available, Operators’ support line or contacts; terms and conditions on services being provided.  

· A documentation of guidelines on Child online Protection.  





		WP2: QoS Chaired by Mr. Fred Ongaro – CA, Kenya



		4. 

		To identify parameters for Quality of Service (QoS) and Quality of Experience (QoE) as per ITU / International standards 



		Defining the QoS and QoE parameters as per international standards for mobile, fixed and internet networks.



		Documented definitions and best practice parameters for mobile, fixed and internet networks on QoS and QoE. 





		5. 

		To harmonize QoS and QoE parameters of various networks (including mobile networks, legacy PSTN networks, IP networks) within the EAC region 



		Establishing best practice QoS and QoE parameters threshold for the region.



		Harmonized parameters.





		6. 

		To identify methodology for measurement and monitoring of quality of service in telecom networks 



		Identifying QoS and QoE measurement methodology.



		Documented methodology on measurement and monitoring of QoS and QoE parameters. 





		ICT Applications and Cybersecurity Chaired by Mr. Atupenda Mugisha – RURA, Rwanda



		7. 

		To recommend strategies for development and provision of ICT enabled services including e- government, e- learning, e-commerce, e- agriculture, e-health among others. 



		· Develop regulatory framework for back up, recovery, and disposal of data. 

· Promote ICT awareness and its benefits to increase utilization, adoption, and ownership of deployed ICTs.  

· Establish partnerships that advance e-Government services.  

· Develop and maintain a secure seamless and comprehensive e-government services portal. 

· Establish legal and regulatory framework that promotes adaptation of ICT technological changes.  

· To provide new business opportunities through harnessing e-commerce.  

· To devise and administer an administrative system for addressing security issues such as Public Key Infrastructure (PKI).  

· Attract investors to do business within the region and use the e- transaction services.

· Promote the adoption of e-payments, including mobile money transfer, in the National Payment System (NPS). 

		· Guidelines for the implementation of the E-Transactions Policy.

· Model Framework on National Public Key Infrastructure. 







		8. 

		To recommend strategies for stimulation of demand and uptake of ICT enabled services and applications. 



		· Encourage Member state to provide direct interfaces to information and transaction processes consistent with integration, security, privacy and service standards, and publish these to a central registry.  

· Encourage Member states to deliver and evolve a ‘Data Integration as-a-Service’ common capability (extensively expertise- based) to aid agencies to share and leverage information assets, and access the management expertise and technologies needed to integrate, rationalize and consolidate information from contributing agencies.  

· Evidence-based policy – Encourage Member state to   develop analytical tools to support evidence-based policy development that supports the uptake of ICT services. 

· Encourage Member state to establish centers of expertise (shared resource pools) and communities of practice to enhance and share competencies and practices. 





		Key Performance Indicators for the Strategies.





		9. 

		To recommend strategies for establishment and operationalization of Computer Emergency Response Team (CERTs) in each EAC member country.



		Review status of implementation of cyber security national frameworks, including establishment and operationalization of national CERTs.



		Baseline report 





		10. 

		To develop a regional strategy for coordination/connectivity of   National CERT in order to facilitate timely response to cyber security events within the region. 



		· Develop programs and events of interest to stakeholders in cybersecurity.

· Identify areas for capacity building, awareness creation and target groups.  

· Develop a draft capacity building and awareness creation proposal.  

· Benchmark and develop  guidelines for information  exchange by National CERTs.



		· Conferences, Capacity building workshops, contact list etc. 

· Draft capacity building and awareness creation proposal. 

· Draft guidelines.





		11. 

		To recommend regional mechanism for networking of national CERTS with international partners and other national entities involved with the management of cyber security incidents. 



		· Collect information on local, regional and international partnerships from their respective countries  

· Review the information collected and make recommendations 

· Initiate process to become members of FIRST, ITU/IMPACT etc.





		· Recommendations.

· National CIRTS/CERTS become members FIRST, ITU/IMPACT etc. 





		12. 

		Recommend mechanism for providing annual regional Cyber Security Incident reports to Members. 



		Compile the annual cybersecurity report 



		Annual cybersecurity report 





		13. 

		To Coordinate and follow up the work of the relevant ITU Study Group(s) and facilitate the development of regional recommendations or contributions relating to the work of this ITU Study Group(s) or other relevant international and regional organizations. 



		Identifying relevant ITU issues related to the Working Group.



		Documentation of the identified issues.
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Introduction 


The East African Communications Organization (EACO) held its working group 4 meeting on 2nd July, 2019 in Mwanza, Tanzania. The meeting had participants from Postal Corporation of Kenya (PCK), Communications Authority of Kenya (CA), Uganda Post Limited (UPL), Uganda Communications Commission (UCC), National Post Office of Rwanda (NPO), Tanzania Posts Corporation (TPC), Tanzania Communications Regulatory Authority (TCRA) and South Sudan Post.  The following attended the meeting as observers; UPU, PAPU, SAPOA, Ministry of Internal Affairs and Communications - Japan, European Committee for Postal Regulation -  Serbia and Worldwide Philatelic Observatory.







EACO Postal Workshop


EACO Secretariat organized a workshop on postal. The workshop held two sessions as follows:



Postal Operators CEO’s roundtable 

 

The EACO Secretariat organized a roundtable discussion for the CEOs of Postal Operators. The roundtable was held under the theme “Strategy for positioning and transforming the Postal Sector”. The Moderator of the session was Mr. William Baraza, Director of AFRALTI. The panel discussions aimed to aware industries of postal sectors on the need to increase visibility by innovation and adaptation on the change. 



The Moderator gave a brief on Conceptual issues on the changing Postal landscape, Convergence of Technologies, the need of innovation to survive from competition and the necessity of transforming the postal sector while considering technology advancement.



The key note address for the session was delivered by Mr. Kenji Kaneko, Director for Information Policy, Coordination International Cooperation Division, Global Strategy Bureau, Ministry of International Affairs and Communication of Japan. 



The Panel was composed of the CEOs of Postal Corporation of Kenya, Tanzania Post Corporation and Uganda Post Limited.







Summary of Roundtable Discussions



Postal corporations must embrace innovation in their products and business processes in order for them to take advantage of the emerging technologies such as Big Data, Artificial Intelligence Cloud Computing, Machine Learning amongst others, to grow revenues and revenue streams. This can be achieved by the organization implementing the UPU’s vision 2030.

There’s need for member states to develop and implement relevant legislation to create and enabling environment for growth of postal sector.

Postal corporations must embrace partnerships and collaborative approach for them to scale and cover new markets, for example by use of franchising model.

Capacity building is key to the growth of the sector. Postal sector personnel need to be trained in emerging technologies to ensure that the sector is always ready for to be part of the digital economy.







Cont’d

v. Given that government are owners of the postal corporation, it’s important they provide support both by providing requisite funding and by also consuming services of the postal organizations.

vi. Postal organizations need to improve on their publicity by increasing their marketing and branding activities to create more awareness to their customers of their products and services.

vii. Postal corporations need to embrace business models that focus on inclusion of the unreached in postal services. This will ensure that their businesses have social impact and are aligned with the UN SDGs





Presentations

The second session of the postal workshop was moderated by Mr. Molefe Mathibe, CEO JMAT BUSINESS ADVISORY SERVICES (South Africa).



The presentations made included:

Growing postal revenues through revitalized postage stamp activities by apply best business practices and optimal Security and over sight – Ms. Maria Zofia, Manager Progress Market Reaserch (PEM) Worldwide Philatelic Observatory (WPO)

Postal Services as a pillar of Socio-economic development – Ms. Jessica Uwera, Uganda Post Limited

The main challenges on postal market in next decade – Dr. Nikola Trubint, European Committee for Postal Regulation , Vice Chairman







Summary of the recommendations to the working group

There is need to address the issue of database ownership and security of data;

Members need to protect the stamps issued and curb circulation of counterfeit stamps (a draft resolution presented to Postal Assembly);

Need for continuous ICT training for postal staff;

Carry out research on customer needs and market dynamics; and 

Implement quality monitoring. 







General recommendations to Regulators 

Regulators urged to review the processes of measuring Quality of Service and procure quality measurement systems;

Invest in Digital National Addressing to enable Postal Operators and couriers to deliver last mile service efficiently and effectively;

Review the scope of USO; benchmark with other regions such SADC, WAPCO, SAPOA and others and compare with EAC region;

With findings from the benchmark, carry out a study on the cost of USO in member states; and

Operators, Regulators and Policy makers requested to collaborate in implementing the Postal Transformation agenda.













THANK YOU
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REPORT OF THE WG05: BROADCASTING DEVELOPMENT, SPECTRUM MANAGEMENT AND MEDIA SERVICES REGULATION


PRESENTATION TO REGULATORY ASSEMBLY
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Introduction

2

WG05 has convened five meetings since the last as follows:-

The first meeting was held in Arusha/Tanzania from 15th to 17th January 2018

The second meeting was conducted online from 21th to 23rd March 2018  

The third meeting was conducted from 10th-11th May 2018 

The fourth meeting was held in Arusha Tanzania from 5th-7th December 2018

The fifth meeting was conducted online on 10th April 2019 



EACO Secretariat, Broadcasting and Telecom Operators and National Regulatory bodies from all EAC Member States attended the meetings.

Based on the Terms of Reference (TORs) assigned by EXCOM, the WG generated activities to help the implementation of the TORs. 

Each activity was assigned a timeframe and a coordinator for easier facilitation. The Action Plan is attached to the detailed progress report of the WG05 to the Assembly of Regulators as Annex 1.
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                Implementation status of the ToRs

3

I. Broadcasting Development

ToR 1.	To make recommendations on the development 	of digital broadcasting

In order to provide recommendations on the above mentioned TOR, the working group identified activities from which the reports have to be developed.



The activities are as follows: 
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                Implementation status for the ToRs

4

1. To conduct a study on sustainability of FTA television broadcasting services. 

This activity was generated in view of challenges encountered after digital migration where broadcasters observed that commercial advertisers have shifted to emerging new media services and has resulted to decline of revenues for broadcasters.

Ordinarily, the FTA television channels are funded through commercial adverts and sponsorships of TV programs. 

The WG developed a questionnaire to collect data on revenue trends from broadcasters and advertisers for the past three years. 

Responses on these questionnaires were received for Kenya, Rwanda and Tanzania. 

The report with recommendations on this study will be completed once analysis of the outcomes of the questionnaire is completed by December 2019.

EACO Member countries that have not submitted the responses of the questionnaires are encouraged to do so 
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                Implementation status for the ToRs

5

2. Develop strategies of introducing digital sound broadcasting in EAC member states. 

This activity was developed to address scarcity of spectrum in urban areas where most EACO member states have exhausted FM spectrum while at the same time it is necessary to embrace digital technology. 

In order to have wider coverage both in rural and urban areas, DRM in Medium Wave (MW) with their wave propagation can cover a radius of approximately 500km can be introduced by Public Broadcasters to cover people living in the rural areas and dispersed population. 

DRM which is a new technology, has low operational cost and good signal quality as compared to MW using analog technology.

The Public Consultation Document (PCD) was developed and circulated to stakeholders for their input.  

A Public Consultation Document (PCD) on strategies to introduce digital sound broadcasting in EAC was developed and circulated to stakeholders for their input. 

Public broadcasters in EACO are encouraged to implement DRM in Medium Wave to cover both urban and rural areas at a lower cost.  
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                Implementation status for the ToRs

6

3. To develop harmonized quality of service parameters for Digital Terrestrial TV Broadcasting. 

The implementation of DTT necessitated to have harmonised quality of services (QoS) parameters within the Region.

The parameters have been updated regularly to cope with DTT technology development. 

The updated report on harmonised QoS parameters for digital terrestrial broadcasting (DTT) is attached as Annex 2.

4. To formulate regulatory framework for “MUST CARRY” channels and the licensing of subscription services on all platforms

EACO Secretariat should circulate the regulatory framework to all EACO Member States.
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                Implementation status for the ToRs

7

5. Develop a roadmap for migrating to interoperable digital television receivers. 

Interoperability of digital receivers is aimed at reducing the number of DTT receivers in Households while offering flexibility to consumers to choose preferable service providers whenever need arises. 

Deployment of Conditional Access Module (CAM) in digital receivers will enable interoperability of Set-top-boxes (STBs). 

The WG05 prepared a Public Consultation Document (PCD) on deployment of Conditional Access Module (CAM) and a road map for migrating to interoperable digital television and it was circulated to member states for their inputs.

A draft harmonised roadmap document for interoperable digital terrestrial television is being developed by Tanzania and is expected to be finalised by December 2019.









7



                Implementation status for the ToRs

8

		II. Spectrum Management

ToR 2: To make recommendations to the EACO Member States on Radio Spectrum policy issues, with regard to efficient use of spectrum taking into account technical parameters, and socio-economic factors.

 1. Preparation for WRC-19 

The WRC-19 agenda items are grouped into six (6) chapters as follows: 

Chapter 1:  Land mobile and fixed services; (Agenda items: 1.11, 1.12, 1.14, 1.15)

Chapter 2: Broadband application in the mobile services; (Agenda items: 1.13, 1.16, 9.1 (issues 9.1.1, 9.1.5, 9.1.8))

Chapter 3: Satellite Services; (Agenda items: 1.4, 1.5, 1.6, 7, 9.1 (issues 9.1.2, 9.1.3, 9.1.9)

Chapter 4:  Science Services (Agenda items: 1.2, 1.3, 1.7)

Chapter 5: Maritime, aeronautical and amateur services (Agenda items:   1.1, 1.8,   1.9, 1.10, 9.1 (issue 9.1.4))

        Chapter 6: General issues (Agenda items: 2, 4, 9.1 (issues 9.1.6, 9.1.7), 10)

The WG5 conducted 6 meetings to deliberate on the WRC-19 agenda items with the objective of harmonising positions and have common East African positions
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                Implementation status for the ToRs

9

During the meeting held 3rd -5th June, 2019 in Dar es Salaam, EACO Member States reached consensus on twenty six (26) out of twenty eight (28) WRC-19 agenda items . 

The remaining 2 agenda items will be discussed during the upcoming meetings. 

The report of the meeting held in Dar-es-Salaam showing the EACO harmonised positions is hereby attached as Annex 3.

Further, EACO successfully harmonised positions with SADC in the meeting held in Dar-es-Salaam. The positions were submitted to ATU WG19-3 and formed basis of discussion.

Harmonised EACO positions for WRC-19 Agenda items to be finalised by September 2019
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                Implementation status for the ToRs

10

The EACO preliminary views were based on the following factors:-

Current usage of the spectrum in EACO member states on the band in question and sharing requirement or compatibility to the adjacent band/channel;

The outcome of the ITU-R study groups for relevant agenda item;

The proposed technical, and regulatory actions to satisfy the agenda item; 

Taking into consideration the previous WRC Resolutions

A handbook is to be developed to guide delegates during  WRC-19 Conference. The EACO Secretariat is requested to coordinate the preparation of the handbook.

Urge increased participation of industry on WRC-19 agenda items that have a direct impact to their operations.
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                Implementation status for the ToRs
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Outcome of 3rd Meeting of ATU WRC-19 Working Groups 

The ATU Meeting held in Botswana 17 to 21 June 2019 proposed 3 projects: - 

(i) IMT-2020 (5G) Submission and Evaluation Process

WG5 supports the proposal to establish the African evaluation group and encourages EACO members to adequately participate in the 5G evaluation process in terms of services, spectrum needs and technical performance criteria. 

(ii) ATU-ITU Project on Optimization of the GE84 (the FM Frequency) Plan for Africa

The objective of the project is to modify FM frequency plan of the Geneva 1984 in order to achieve optimum number of usable frequencies. FM networks are being shut down due to DAB

The priority for EACO WG5 is to develop framework for transition to Digital Audio Broadcasting technologies rather than optimizing FM. EACO WG5 does not support the proposed project and EACO Secretariat is requested to inform ATU Secretariat accordingly.

(iii) ATU-Associate Member Project on Spectrum Management Tool Kits Development (Spectrum Management Guidelines on Key Areas Project)

The objective is to develop spectrum management guidelines on key areas (e.g. spectrum licensing of high-value spectrum, spectrum re-farm and migration, etc). The MoU will be signed and the associate member will be unveiled in August. EACO WG 5 does not support the project and requests EACO Secretariat to inform ATU secretariat accordingly
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                Implementation status for the ToRs

12

2. To develop mechanism for coordination within the EACO Member States to eliminate cross-border harmful interferences. 

WG05 conducted cross border frequency coordination for Mobile and FM broadcasting  services to avoid interferences along the borders and forced roaming. All EACO member states participated in this exercise. 

(a) Mobile Services

All EACO Member States participated, but the exercise has not been finalized. 

In some cases the cross border interference was mitigated

in other cases further optimisation is required to mitigate issues of forced roaming and spill over.

The challenges encountered include: (i) High costs in conducting the coordination exercise

(ii) Some border areas do not have coverage and therefore reduction of field strength from one country would cause unavailability of services in the neighbouring country. 

To continue with the coordination for EACO Member States that have not yet completed the exercise. 

To review the frequency coordination framework in order to address issues of forced roaming and signal spill over.   Tanzania is to coordinate the review.

To address the issue of high costs of undertaking the coordination exercise, EACO Member States are encouraged to implement the one network area (ONA). 

To address the issue of unavailability of services across the border areas, EACO Members States are encouraged to improve coverage in their border areas.
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                Implementation status for the ToRs
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(b) FM Broadcasting Coordination

The FM broadcasting frequency coordination exercise is ongoing.

The Status of coordination for FM services is provided in the table below











Agreements were made between the different member states.

Assignment to be   registered in the ITU Master International Frequency Register (MIFR) for protection.

EACO Member States that have not completed the coordination exercise are encouraged to do so at the next WG5 meeting

		Border 		Status of Coordination 

		Kenya - Uganda		Work in progress 

		Uganda -Tanzania		Completed 

		Uganda -Rwanda		Completed 

		Tanzania - Rwanda		Completed

		Tanzania- Burundi		Work in progress

		Kenya - Tanzania		Completed

		Rwanda- Burundi		Work in progress 



The status of coordination for FM services along the border areas is provided in the table below.
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                Implementation status for the ToRs

14

3. To develop a harmonized spectrum management strategy and roadmap for future spectrum release for effective and efficient use of spectrum

This activity was aimed at developing a harmonized spectrum management strategy and roadmap for future spectrum release for effective and efficient use of spectrum.

A survey will be undertaken through questionnaire that has been prepared and is to be circulated to Member States for inputs.

EACO Secretariat should follow up on the EACO Member States to provide responses to the questionnaires.
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                Implementation status for the ToRs

15

TOR-3: To make recommendations to EACO member states on issues pertaining to protection of satellites orbital slots and efficient use of associated frequency spectrum

(i) Develop harmonised guidelines for the use of Earth Station in Motion (ESIM) within the region 

ESIMs provide broadband communications, including Internet connectivity, on mobile platforms on three  on aircraft, ships and on land vehicles

The WG reviewed Earth Station in Motion (ESIM) mutual licence and type-approval framework received from ATU and developed a harmonized guidelines for the use of ESIM’s within the region. 

EACO Secretariat to circulate the guidelines to EACO Member States for implementation.

The guidelines are contained in Annex 4.
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                Implementation status for the ToRs

16

ii. CubeSat project 

The EACO Cubesat Project aims at bringing together the 6 countries in the East Africa to establish a regional Cubesat(s) that will be used for the benefit of the region. 

Cubesats are low cost, small satellites used for applications such as education programmes, climate monitoring, disaster management, tracking and logistics, among others. 

An ad hoc team of six representatives from the NRAs was constituted within WG5 to develop a project concept paper on development of space and satellite technology.

The ad hoc team will hold a meeting from 30th September to 2nd October 2019 to review the draft project concept paper.  

The concept paper will be circulated to WG5 for comments and adoption. The final document will be submitted to EXCOM in December 2019.
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               Challenges and Recommendation 
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Challenges:

Poor participation to WG05 meetings especially by broadcasters and Telecom Operators

Consistency in participation of WG5 members

Recommendation

The Assembly to note and adopt implementation status of WG5 activities

To allow WG5 to continue working on the proposed activities for the next cycle

The Assembly to approve the circulation of the following documents to Member States for implementation

Updated QoS parameters for Digital Terrestrial TV (DTT)

Harmonised guidelines for the use of Earth Station in Motion (ESIM) within the region 

Regulatory framework for “MUST CARRY” channels and the licensing of subscription services on all platforms

Each administration/Regulators to establish  a meeting room with online facilities

Regulators and EACO Secretariat to encourage operators to participate in online meetings
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REPORT OF WORKING GROUP 07: E-WASTE AND COUNTERFEIT GADGETS MANAGEMENT 

PRESENTED TO THE ASSEMBLY OF REGULATORS, 3RD JULY 2019, MWANZA, TANZANIA

By: Juma Ooro- ooro@ca.go.ke 
Chairperson, EACO Working Group 7 on E-waste and Counterfeit Gadgets Management





Background 

This Working Group accomplished numerous activities as Working Group 10 as already reported in previous Congress.

Started new cycle (2017/2018) under a new name 

Working Group 07: E-Waste and Counterfeit Gadgets Management







Added Responsibility 



Added responsibility of counterfeit gadgets management. 

Continued with activities carried forward from last cycle

Undertook new activities as will be outlined later in this report. 





Membership 

Burundi

Kenya

Rwanda

South Sudan

Tanzania

Uganda

EACO Secretariat 

Chairpersons & Rapporteurs

Chairperson – Kenya

Vice-Chairperson - Tanzania. 

Rwanda - 1st Rapporteur and;

Uganda - 2nd Rapporteur. 









Meetings & Workshops 

The working group conducts its business through holding physical meetings, online meetings, training,  workshops

WG held four (4) physical meetings and four (4) online meetings

E-waste awareness workshops (in Rwanda, 2018 and Burundi, 2019). 

A workshop for the Regional Steering Committee in Nairobi, Kenya to discuss the progress of the GIZ sponsored project was held in December 2018.

All EACO member countries were represented in the said meetings and workshops. Consistency maintained













Segregation























Terms of reference for the WG 07





To analyze the level of e-waste in the region and its impact on humans and the environment.

To harmonize policies, strategies and regulations on e-waste management in the region.

To recommend adoption of green ICT best practices by stakeholders in the communications sector.

To recommend national and regional environmentally sound e-waste management systems for the EAC region.

To develop strategies for public awareness on issues relating to e-waste.











Terms of reference for the WG 07…



To recommend strategies for collaboration/cooperation between National ICT Regulators, National Environmental Management Authorities and other environmental management Agencies with a view to establishing and strengthening the e-waste management systems within the region.



To coordinate and follow up the work of the relevant ITU Study Group(s) and facilitate the development of regional recommendations or contributions relating to the work of this ITU Study Group(s) or other relevant international and regional organization. 



To harmonize the framework for ICT  counterfeit gadgets management within the region 



To establish mechanism for the mobile operators’ sharing of data on blacklisted ICT gadgets  within the region













Summary of Decisions





Status of Implementation of Work Plan 

WG 07 reviewed its Work Plan at the start of the cycle and the status of its implementation will be shown below. Numerous milestones have been achieved.

Name and Terms of reference for the WG 07

Members recommended that Green ICTs be introduced as part of the name of the Working Group, owing to its relevance to environment. 

Noted that some aspects of counterfeit management do not fall within the work of this group.  

Recommend that EXCOM considers allocating the last ToR relating to counterfeits to a more relevant working group. 

Thus proposed name would be: Working Group 07: E-waste Management and Green ICTs.  













Framework & Committees 



Model Framework on E-waste Management for the Region.

The framework gave guidelines to countries regarding formulation of E-waste Management in the region



National E-waste Steering Committees in the EACO Member countries to coordinate the E-waste strategies within their respective countries



EACO Regional E-waste Management Steering Committee (RSC).

The Committee consists of Chairpersons and Secretaries of the National Steering Committees (NSC).











Regional Strategy

The Regional Committee formulated the Regional E-waste Strategy in July, 2017 in Kampala, Uganda. 

Pillars of strategy:

Policy, Legal and Regulatory framework

Infrastructure for e-waste management 

Resource mobilization

Coordination, institutional alignment 

Research, Monitoring,  Evaluation and  Capacity building

The strategy has been shared by the National E-waste Steering Committees in the member countries. 

Strategy is currently at different stages of implementation by various countries. South Sudan is in the process of formalizing their National Steering Committee. Regional Steering Committee is strengthening the framework for monitoring and evaluating its implementation. 

EACO translated the strategy in French (unofficial version) for ease of use and creation of awareness in Burundi. 






Funding

Estimated amount required for next five years to implement strategy is USD 1,680,000

EACO contracted Sofies (UK) as a consultant to assist in sourcing for funding to implement the strategy.

The Working Group adopted the project proposal format used by Sofies (UK) to seek for funding on behalf of EACO.  

EACO has so far received funding to the tune of USD 500,000 to implement certain action points in the strategy. 

More funds have been promised from ITU and others like UNIDO have shown interest in giving some funds. 

The consultant is also exploring funding possibilities by other donors including: UNDP, UNEP DFID, ITU-D, DANIDA, World Bank, Basel Convention and KFW.








GIZ Project

Sofies (UK) secured financial support from GIZ to the tune of $500,000, to fund some of the activities of the Strategy. 

Funded Strategic Actions relating to Policy, Law, regulatory framework and Infrastructure in the Regional E-waste Strategy. 

Review existing policies, laws, standards and guidelines for e-waste management in EACO member states to identify gaps; 

Develop regional e-waste policy, guidelines, laws, regulations and standards to act as a model guiding national strategies; 

Advocate for alignments of national policies, guidelines and standards to developed regional policies, standards and guidelines;

Conduct an E-waste management infrastructure requirements analysis for the EACO member states. 






GIZ Project…

This project is complete and the report has been shared. Countries will be required to implement the recommendations, Key among the recommendations:

Maintain a central repository of knowledge that could facilitate the exchange of information

Harmonization of policies and laws coordinated by EACO 

A more detailed mapping of existing e-waste infrastructures should be carried out in coordination with national authorities.







Capacity Building

EACO has trained WG 7 members and stakeholders  on Green ICT and E-waste management

There are plans to have more stakeholders trained. 

The next training on E-waste Statistics is planned in Kampala, Uganda in September/October 2019 (to be conducted by United Nations University and ITU).

4Rs: reduce, reuse, recycle and recover (Circular Economy)









Awareness workshops

Successful awareness workshops held in Nairobi, Kenya in March 2015, Kampala, Uganda July 2017, Kigali, Rwanda in May 2018, Bujumbura, Burundi March 2019. 

The RSC held a workshop in Nairobi in December 2018 to deliberate on the progress of the GIZ Sponsored Project. 

Participation in workshops - more than 150 participants in each drawn from within and beyond the region comprising: Government Representatives, local, regional and International experts, E-waste collectors, recyclers, Academia, Research Organizations and other stakeholders.



The next awareness workshops are planned for March 2020, in Tanzania and 2021 in South Sudan. 








E-waste Survey


Aimed at establishing a baseline of e-waste status in the region.

Non-comprehensive surveys - so far conducted. 

Rwanda and Kenya did their surveys, but will incorporate/align their survey outcomes with the EACO E-waste Survey ToR. 

Kenya plans to undertake a 2nd survey in 2019/2020. ITU pledged to avail some funds to supplement the surveys and these are intended be used to support surveys in Burundi and South Sudan.

Tanzania and Uganda are in the process of conducting their surveys and the reports are expected by August 2019. 










Green ICTs


In the process of formulating a comprehensive information paper on Green ICTs which will be recommended for adoption by members to green their organizations and share with other stakeholders in their respective countries.

Continued to participate in the ITU-T Green Standards Week.

ITU has recognized EACO contributions on Green ICTs.










Partnerships


The working group continued to work together with other stakeholders on E-waste

The group/workshop participants have visited E-waste facilities in Kenya, Tanzania, Rwanda, Burundi and learnt good lessons

The Working Group continues to recognize significance of E-waste stakeholders and will continue to collaborate with them in management of E-waste especially Governments and Private Sector














Contribution to ITU and other regional organizations 


The Working Group continued to actively follow the work of Regional and International Organizations

ITU-T Study Group 5: Environment and Circular Economy (Question 7) and ITU-D Study Group 2 (Question 8). 

EACO member organizations are requested to continue supporting the participation of their staff in the said Study Groups. 












Challenges 


Inadequate and inconsistent representation of service providers/operators in WG 07 meetings.

Inadequate funding











Conclusion and Future Work



Continue to undertake actions spelt out in the work plan. 

More importantly, will focus on the implementation of the Regional E-waste Strategy (in the next 3 years), including seeking for its funding. 

Regional E-waste Facility

E-waste Fund

Zero E-waste

The next physical meeting is proposed for March 2020, in Dar Es Salaam, Tanzania. This will be held back-to-back with the e-waste awareness workshop and Regional Steering Committee meeting.

















RECOMMENDATIONS



1. Approve the revised ToR on Counterfeit Gadgets Management

2. Approve the Working Group name change to E-waste Management and Green ICTs

3. EACO Secretariat to inform Member Countries to consider implementing  recommendations of the Technical Assistance for the Implementation of Regional E-waste Management Strategy Project sponsored by GIZ. 

4. EACO member organizations to continue supporting the participation of their staff in ITU-T Study Group 












REQUEST OR DECISION EXPECTED




The Assembly of Regulators is hereby requested to note, adopt and approve the report.  

Further, the Assembly is requested to present the report to Congress for adoption and approval of the recommendations.  






















E-waste management starts with you



Have an E-waste-free-day



?
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ANNEX XI

REPORT OF THE EACO LEGAL & HUMAN RESOURCE COMMITTEE TO THE REGULATORY ASSEMBLY, JULY 2017 TO JUNE 2019

1.0 Introduction


This report highlights the activities performed by the Human Resource and Legal Committee (LHRC) for the period beginning 1st July 2017 to 30th June 2019.


2.0 Terms of Reference for the Committee (TORs)


The TORs for the Committee are attached as Annex I to this report.

3.0 Activities Performed by the Committee 


3.1 Recruitment of Liaison Managers


Noted 1:


Employment contracts of the three (3) existing liaison managers were ending on 30th August 2018 and therefore the positions were advertised on 3rd April 2018 in the respective member states.


Noted 2:


A total of 63 applications were received and the Committee shortlisted and recommended 16 candidates to the EXCOM for interviews and further deliberations.  A detailed report is attached as Annex II.  

Noted 3:


EXCOM advised on the criteria to be used and all eligible member states were required to recommend three suitable candidates for each position and submit to the secretariat for interview.  LHRC participated in the interviews.


Noted 4:


Successful candidates were selected and appointed to take up the respective positions as follows:


i. Liaison Manager Human Resource and Administration- Dr. Norah Sitati


ii. Liaison Manager Regulatory Affairs-  Mr. Alexis Sinarinzi


iii. Liaison Manager ICT Affairs- Ms. Sarah Kabahuma

3.2 Signing of the revised EACO Constitution


Noted 5:

The EACO Constitution had not been circulated to members for signing as at 30th June 2018. 

Agreed 1:


Circulate the Constitution to all members for signatures before the upcoming Congress in June 2019.

Noted 6:


The Constitution was circulated and signed by members from four (4) member states namely Burundi, Kenya, Rwanda, South Sudan and Uganda.  The Constitution is currently in Tanzania awaiting signature.


Agreed 2:


The EACO Secretariat to follow-up and urge members who have not signed the Constitution to expedite the process.


3.3 Anchoring EACO as an arm of EAC

Noted 7:


A proposal to Transport, Communications and Meteorology (TCM) of EAC to have EACO considered as a communications institution of EAC.

Noted 8:


The deliberations by TCM on the matter and subsequent request to the Secretariat to prepare a Concept Paper and submit to TCM by 31st December 2018.

Noted 9:


The TCM meeting did not materialize due to lack of response from Member States on the Concept Paper.


Noted 10:


EAC members have been requested to submit their comments on the Concept Paper to the EAC Secretariat by 30th August 2019 for deliberations during the 17th TCM meeting. 

3.4 Review of HR Manual


Noted 11:


The resolution of EXCOM to review the HR Manual in line with the recommendations of the Ad hoc Committee on Sustainability of EACO.

Noted 12:


A review of the Human Resource Manual was undertaken and presented to EXCOM on 14th December 2018 in Zanzibar.


Noted 13:


EXCOM directed the Committee to further review the Human Resource Manual and provide justification for the recommended changes and present the reviewed document to the EXCOM meeting scheduled for June 2019 in Tanzania.


Agreed 3:


The HR Manual was reviewed as per EXCOM directive and the matrix highlighting the proposed amendments and justifications will be presented to the EXCOM for consideration.

3.5 Amendment of EACO Constitution


Noted 14:

The review of some sections of the HR Manual will affect some provisions of the EACO Constitution.

Agreed 4:


Amend the Constitution in line with the proposed changes and submit to EXCOM for consideration.


3.6 Capacity Building 


Noted 15:

Members noted that the following four (4) capacity building programs were to be conducted by June 2019.  


(i) Retreat (training) for EXCOM members: The theme was ‘’Emerging Issues in ICT’’. The training was held on 10th to 13th December 2018 in Zanzibar Tanzania. The workshop was successful. 


(ii) 4th Awareness Workshop on e-waste and counterfeit gadgets was planned for 18th to 20th March 2019 in Bujumbura, Burundi. The workshop was successful.


(iii) New Technologies such as 4G/LTE, OTTS, IOTS Workshop planned for 13th  to 17th  May, 2019 Kampala , Uganda. The meeting was postponed due to lack of participants


(iv) Financial Postal Services in the Digital Economy Workshop planned for
27th to 31st May 2019 in Mombasa, Kenya. The meeting was postponed due to lack of participants.


Noted 16:

Two programs (i and ii) were conducted successfully.  The remaining two were not conducted due to inadequate number of participants and lack of travel clearance by the respective countries.

4.0  RECOMMENDATIONS

4.1 The REGULATORY ASSEMBLY is invited to note, consider and adopt the report of LHRC for the period July 2017 to June 2019.

4.2 PROVIDE GUIDANCE as it may deem fit.

Presented by:


CHAIRPERSON OF LHRC

JULY, 2019
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